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C o n t e n t s

1 C h a n g e l o g 7

2 I n t r o d u c t i o n 8

3 P r o j e c t s c o p e 9

4 M e t h o d o l o g y 1 1

5 O u r f i n d i n g s 1 2

6 C r i t i c a l I s s u e s 1 3

C V F - 1 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 3

C V F - 2 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 3

C V F - 3 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 4

C V F - 4 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 4

C V F - 5 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 4

C V F - 7 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 5

C V F - 8 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 5

C V F - 9 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 5

C V F - 1 0 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 6

C V F - 1 1 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 6

C V F - 1 2 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 6

C V F - 1 3 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 7

7 M a j o r I s s u e s 1 8

C V F - 6 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 8

C V F - 1 7 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 8

C V F - 2 4 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 9

C V F - 2 7 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 9

C V F - 2 8 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2 0

C V F - 2 9 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2 0

C V F - 3 0 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2 1

C V F - 3 2 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2 1

C V F - 3 3 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2 1

C V F - 3 6 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2 2

C V F - 4 0 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2 2

C V F - 4 1 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2 2

C V F - 4 2 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2 3

C V F - 4 3 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2 3

C V F - 4 4 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2 4

C V F - 4 6 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2 4

C V F - 4 7 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2 5

C V F - 4 8 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2 5

C V F - 5 4 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2 5



C V F - 5 5 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2 6

C V F - 5 7 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2 6

C V F - 5 9 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2 6

C V F - 6 0 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2 7

8 M o d e r a t e I s s u e s 2 8

C V F - 1 4 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2 8

C V F - 1 5 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2 8

C V F - 1 8 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2 9

C V F - 2 0 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2 9

C V F - 2 2 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3 0

C V F - 2 3 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3 0

C V F - 2 5 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3 0

C V F - 2 6 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3 1

C V F - 3 7 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3 1

C V F - 6 1 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3 2

C V F - 6 2 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3 2

C V F - 6 3 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3 3

C V F - 6 4 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3 3

C V F - 6 5 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3 4

C V F - 6 6 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3 4

C V F - 6 7 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3 5

C V F - 6 8 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3 5

C V F - 6 9 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3 6

C V F - 7 0 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3 6

C V F - 7 1 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3 6

C V F - 7 2 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3 7

C V F - 7 3 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3 8

C V F - 7 4 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3 9

C V F - 7 5 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3 9

C V F - 7 6 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4 0

C V F - 7 7 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4 0

C V F - 7 8 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4 1

9 M i n o r I s s u e s 4 2

C V F - 7 9 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4 2

C V F - 8 0 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4 2

C V F - 8 1 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4 2

C V F - 8 2 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4 3

C V F - 8 3 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4 3

C V F - 8 4 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4 3

C V F - 8 5 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4 4

C V F - 8 6 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4 4

C V F - 8 7 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4 4

C V F - 8 8 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4 5

C V F - 8 9 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4 5

C V F - 9 0 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4 6



C V F - 9 1 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4 6

C V F - 9 2 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4 7

C V F - 9 3 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4 8

C V F - 9 4 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4 8

C V F - 9 5 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4 8

C V F - 9 6 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4 9

C V F - 9 7 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4 9

C V F - 9 8 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4 9

C V F - 9 9 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5 0

C V F - 1 0 0 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5 0

C V F - 1 0 1 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5 0

C V F - 1 0 2 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5 1

C V F - 1 0 3 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5 1

C V F - 1 0 4 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5 1

C V F - 1 0 5 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5 2

C V F - 1 0 6 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5 2

C V F - 1 0 7 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5 2

C V F - 1 0 8 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5 2

C V F - 1 0 9 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5 3

C V F - 1 1 0 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5 3

C V F - 1 1 1 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5 3

C V F - 1 1 2 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5 3

C V F - 1 1 3 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5 4

C V F - 1 1 4 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5 4

C V F - 1 1 5 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5 4

C V F - 1 1 6 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5 5

C V F - 1 1 7 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5 5

C V F - 1 1 8 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5 5

C V F - 1 1 9 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5 6

C V F - 1 2 0 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5 6

C V F - 1 2 1 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5 7

C V F - 1 2 2 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5 7

C V F - 1 2 3 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5 8

C V F - 1 2 4 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5 8

C V F - 1 2 5 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5 8

C V F - 1 2 6 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5 9

C V F - 1 2 7 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5 9

C V F - 1 2 8 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5 9

C V F - 1 2 9 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5 9

C V F - 1 3 0 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6 0

C V F - 1 3 1 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6 0

C V F - 1 3 2 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6 0

C V F - 1 3 3 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6 0

C V F - 1 3 4 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6 1

C V F - 1 3 5 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6 1

C V F - 1 3 6 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6 1



C V F - 1 3 7 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6 2

C V F - 1 3 8 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6 2

C V F - 1 3 9 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6 3

C V F - 1 4 0 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6 4

C V F - 1 4 1 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6 4

C V F - 1 4 2 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6 4

C V F - 1 4 3 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6 5

C V F - 1 4 4 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6 5

C V F - 1 4 5 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6 6

C V F - 1 4 6 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6 7

C V F - 1 4 7 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6 8

C V F - 1 4 8 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6 8

C V F - 1 4 9 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6 8

C V F - 1 5 0 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6 9

C V F - 1 5 1 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6 9

C V F - 1 5 2 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 0

C V F - 1 5 3 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 0

C V F - 1 5 4 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 0

C V F - 1 5 5 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 1

C V F - 1 5 6 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 2

C V F - 1 5 7 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 3

C V F - 1 5 8 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 3

C V F - 1 5 9 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 4

C V F - 1 6 0 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 4

C V F - 1 6 1 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 5

C V F - 1 6 2 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 5

C V F - 1 6 3 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 5

C V F - 1 6 4 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 6

C V F - 1 6 5 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 6

C V F - 1 6 6 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 7

C V F - 1 6 7 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 7

C V F - 1 6 8 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 7

C V F - 1 6 9 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 8

C V F - 1 7 0 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 8

C V F - 1 7 1 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 8

C V F - 1 7 2 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 9

C V F - 1 7 3 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 9

C V F - 1 7 4 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 9

C V F - 1 7 5 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8 0

C V F - 1 7 6 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8 0

C V F - 1 7 7 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8 0

C V F - 1 7 8 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8 1

C V F - 1 7 9 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8 1

C V F - 1 8 0 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8 2

C V F - 1 8 1 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8 2

C V F - 1 8 2 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8 2



C V F - 1 8 3 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8 2

C V F - 1 8 4 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8 3

C V F - 1 8 5 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8 3

C V F - 1 8 6 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8 3

C V F - 1 8 7 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8 3



1 C h a n g e l o g

# D a t e A u t h o r D e s c r i p t i o n

0 . 1 3 0 . 0 1 . 2 3 A . Z v e r y a n s k a y a I n i t i a l D r a f t

0 . 2 3 0 . 0 1 . 2 3 A . Z v e r y a n s k a y a M i n o r r e v i s i o n

1 . 0 3 1 . 0 1 . 2 3 A . Z v e r y a n s k a y a R e l e a s e

1 . 1 0 7 . 0 2 . 2 3 A . Z v e r y a n s k a y a I s s u e s c l a s s i f i c a t i o n a d d e d

1 . 2 0 7 . 0 2 . 2 3 A . Z v e r y a n s k a y a S y n t a x h i g h l i g h t e d

2 . 0 0 7 . 0 2 . 2 3 A . Z v e r y a n s k a y a R e l e a s e

2 . 1 2 1 . 0 4 . 2 3 A . Z v e r y a n s k a y a O r i g i n a l R e p o s i t o r y l i n k f i x e d

3 . 0 2 1 . 0 4 . 2 3 A . Z v e r y a n s k a y a R e l e a s e

3 . 1 0 3 . 0 7 . 2 3 A . Z v e r y a n s k a y a S o l i d i t y i s s u e s a d d e d

3 . 2 0 3 . 0 7 . 2 3 A . Z v e r y a n s k a y a A l l r e p o s i t o r y l i n k s u p d a t e d

3 . 3 0 3 . 0 7 . 2 3 A . Z v e r y a n s k a y a L i s t o f S o l i d i t y f i l e s a d d e d

4 . 0 0 4 . 0 7 . 2 3 A . Z v e r y a n s k a y a R e l e a s e

4 . 1 0 8 . 0 8 . 2 3 A . Z v e r y a n s k a y a C V F - 6 d o w n g r a d e d

4 . 2 0 8 . 0 8 . 2 3 A . Z v e r y a n s k a y a C V F - 3 , 5 , 1 1 , 1 2 u p d a t e d

4 . 3 0 8 . 0 8 . 2 3 A . Z v e r y a n s k a y a
C V F - 1 4 , 1 5 , 1 8 , 2 0 , 2 2 , 2 3 , 2 5 , 2 6 , 3 7

d o w n g r a d e d

4 . 4 0 8 . 0 8 . 2 3 A . Z v e r y a n s k a y a
C V F - 1 6 , 1 9 , 3 1 , 3 4 , 3 8 , 3 9 , 4 5 , 4 9 , 5 0 ,

5 1 , 5 2 , 5 3 , 5 6 , 5 8 r e m o v e d

4 . 5 0 8 . 0 8 . 2 3 A . Z v e r y a n s k a y a C V F - 2 7 , 2 8 , 2 9 , 3 0 , 3 2 , 3 6 , 5 7 f i x e d

5 . 0 0 8 . 0 8 . 2 3 A . Z v e r y a n s k a y a R e l e a s e

5 . 0 0 9 . 0 8 . 2 3 A . Z v e r y a n s k a y a C V F - 2 1 , 3 5 r e m o v e d

6 . 0 0 9 . 0 8 . 2 3 A . Z v e r y a n s k a y a R e l e a s e

7



2 I n t r o d u c t i o n

A l l m o d i f i c a t i o n s t o t h i s d o c u m e n t a r e p r o h i b i t e d . V i o l a t o r s w i l l b e p r o s e c u t e d t o t h e

f u l l e x t e n t o f t h e U . S . l a w .

T h e f o l l o w i n g d o c u m e n t p r o v i d e s t h e r e s u l t o f t h e a u d i t p e r f o r m e d b y A B D K C o n s u l t i n g

( M i k h a i l V l a d i m i r o v a n d D m i t r y K h o v r a t o v i c h ) a t t h e c u s t o m e r r e q u e s t . T h e a u d i t g o a l i s

a g e n e r a l r e v i e w o f t h e s m a r t c o n t r a c t s s t r u c t u r e , c r i t i c a l / m a j o r b u g s d e t e c t i o n a n d

i s s u i n g t h e g e n e r a l r e c o m m e n d a t i o n s .

z k L i n k i s a t r a d i n g - f o c u s e d m u l t i - c h a i n L 2 n e t w o r k w i t h u n i f i e d l i q u i d i t y s e c u r e d b y

Z K - R o l l u p s .

8



3 P r o j e c t s c o p e

W e w e r e a s k e d t o r e v i e w s e v e r a l r e p o s i t o r i e s :

• O r i g i n a l R u s t C o d e

• O r i g i n a l S o l i d i t y C o d e

A n d c o r r e s p o n d i n g f i x e s :

• R u s t F i x e s

• S o l i d i t y F i x e s

R u s t F i l e s :

/

a c c o u n t . r s a l l o c a t e d _ s t r u c t u r e s . r s c i r c u i t . r s

e l e m e n t . r s e x i t _ c i r c u i t . r s o p e r a t i o n . r s

s e r i a l i z a t i o n . r s s i g n a t u r e . r s u t i l s . r s

w i t n e s s /

c h a n g e _ p u b k e y

_ o f f c h a i n . r s
w i t h d r a w . r s d e p o s i t . r s

f o r c e d _ E x i t . r s f u l l _ e x i t . r s n o o p . r s

o r d e r _ m a t c h i n g . r s t r a n s f e r . r s t r a n s f e r _ t o _ n e w . r s

u t i l s . r s m o d . r s

o p _ c i r c u i t /

o r d e r _ m a t c h i n g . r s d e p o s i t . r s f o r c e d _ e x i t . r s

t r a n s f e r . r s t r a n s f e r _ t o _ n e w . r s

9

https://github.com/zkLinkProtocol/zklink-circuit/compare/10edd68a6d78a5182e200cb82f4a53b0be379d81...601912f6f8a992c5a252343e5ba0e0ae88095e36
https://github.com/zkLinkProtocol/zklink-contracts/compare/75589057c60e7ef8a1ae386fdf39957708244a95...2acf6cb547d56fff1b7a9dadb295b8689ae62473
https://github.com/zkLinkProtocol/zklink-circuit/pull/74/commits/96067ab068bfc486fdbe6e569171d02457f9392c
https://github.com/zkLinkProtocol/zklink-contracts/commit/3179da27e57e83f459e2d2f116b24e963db882fc


A n d S o l i d i t y F i l e s :

/

D e p l o y F a c t o r y . s o l E m p t y V e r i f i e r . s o l S t o r a g e . s o l

Z k L i n k . s o l Z k L i n k P e r i p h e r y . s o l S m a l l f i l e s

b r i d g e /

L a y e r Z e r o B r i d g e . s o l L a y e r Z e r o S t o r a g e . s o l

i n t e r f a c e s /

I v e r i f i e r . s o l

1 0



4 M e t h o d o l o g y

T h e m e t h o d o l o g y i s n o t a s t r i c t f o r m a l p r o c e d u r e , b u t r a t h e r a s e l e c t i o n o f m e t h o d s a n d

t a c t i c s c o m b i n e d d i f f e r e n t l y a n d t u n e d f o r e a c h p a r t i c u l a r p r o j e c t , d e p e n d i n g o n t h e

p r o j e c t s t r u c t u r e a n d t e c h n o l o g i e s u s e d , a s w e l l a s o n c l i e n t e x p e c t a t i o n s f r o m t h e a u d i t .

• G e n e r a l C o d e A s s e s s m e n t . T h e c o d e i s r e v i e w e d f o r c l a r i t y , c o n s i s t e n c y , s t y l e ,

a n d f o r w h e t h e r i t f o l l o w s b e s t c o d e p r a c t i c e s a p p l i c a b l e t o t h e p a r t i c u l a r

p r o g r a m m i n g l a n g u a g e u s e d . W e c h e c k i n d e n t a t i o n , n a m i n g c o n v e n t i o n ,

c o m m e n t e d c o d e b l o c k s , c o d e d u p l i c a t i o n , c o n f u s i n g n a m e s , c o n f u s i n g , i r r e l e v a n t ,

o r m i s s i n g c o m m e n t s e t c . A t t h i s p h a s e w e a l s o u n d e r s t a n d o v e r a l l c o d e s t r u c t u r e .

• E n t i t y U s a g e A n a l y s i s . U s a g e s o f v a r i o u s e n t i t i e s d e f i n e d i n t h e c o d e a r e

a n a l y s e d . T h i s i n c l u d e s b o t h : i n t e r n a l u s a g e s f r o m o t h e r p a r t s o f t h e c o d e a s w e l l

a s p o t e n t i a l e x t e r n a l u s a g e s . W e c h e c k t h a t e n t i t i e s a r e d e f i n e d i n p r o p e r p l a c e s

a s w e l l a s t h e i r v i s i b i l i t y s c o p e s a n d a c c e s s l e v e l s a r e r e l e v a n t . A t t h i s p h a s e , w e

u n d e r s t a n d o v e r a l l s y s t e m a r c h i t e c t u r e a n d h o w d i f f e r e n t p a r t s o f t h e c o d e a r e

r e l a t e d t o e a c h o t h e r .

• A c c e s s C o n t r o l A n a l y s i s . F o r t h o s e e n t i t i e s , t h a t c o u l d b e a c c e s s e d e x t e r n a l l y ,

a c c e s s c o n t r o l m e a s u r e s a r e a n a l y s e d . W e c h e c k t h a t a c c e s s c o n t r o l i s r e l e v a n t

a n d d o n e p r o p e r l y . A t t h i s p h a s e , w e u n d e r s t a n d u s e r r o l e s a n d p e r m i s s i o n s , a s

w e l l a s w h a t a s s e t s t h e s y s t e m o u g h t t o p r o t e c t .

• C o d e L o g i c A n a l y s i s . T h e c o d e l o g i c o f p a r t i c u l a r f u n c t i o n s i s a n a l y s e d f o r

c o r r e c t n e s s a n d e f f i c i e n c y . W e c h e c k i f c o d e a c t u a l l y d o e s w h a t i t i s s u p p o s e d t o

d o , i f t h a t a l g o r i t h m s a r e o p t i m a l a n d c o r r e c t , a n d i f p r o p e r d a t a t y p e s a r e u s e d .

W e a l s o m a k e s u r e t h a t e x t e r n a l l i b r a r i e s u s e d i n t h e c o d e a r e u p t o d a t e a n d

r e l e v a n t t o t h e t a s k s t h e y s o l v e i n t h e c o d e . A t t h i s p h a s e w e a l s o u n d e r s t a n d

d a t a s t r u c t u r e s u s e d a n d t h e p u r p o s e s t h e y a r e u s e d f o r .

W e c l a s s i f y i s s u e s b y t h e f o l l o w i n g s e v e r i t y l e v e l s :

• C r i t i c a l i s s u e d i r e c t l y a f f e c t s t h e s m a r t c o n t r a c t f u n c t i o n a l i t y a n d m a y c a u s e a

s i g n i f i c a n t l o s s .

• M a j o r i s s u e i s e i t h e r a s o l i d p e r f o r m a n c e p r o b l e m o r a s i g n o f m i s u s e : a s l i g h t

c o d e m o d i f i c a t i o n o r e n v i r o n m e n t c h a n g e m a y l e a d t o l o s s o f f u n d s o r d a t a .

S o m e t i m e s i t i s a n a b u s e o f u n c l e a r c o d e b e h a v i o u r w h i c h s h o u l d b e d o u b l e

c h e c k e d .

• M o d e r a t e i s s u e i s n o t a n i m m e d i a t e p r o b l e m , b u t r a t h e r s u b o p t i m a l p e r f o r m a n c e

i n e d g e c a s e s , a n o b v i o u s l y b a d c o d e p r a c t i c e , o r a s i t u a t i o n w h e r e t h e c o d e i s

c o r r e c t o n l y i n c e r t a i n b u s i n e s s f l o w s .

• M i n o r i s s u e s c o n t a i n c o d e s t y l e , b e s t p r a c t i c e s a n d o t h e r r e c o m m e n d a t i o n s .

1 1



5 O u r f i n d i n g s

W e f o u n d 1 2 c r i t i c a l , 4 7 m a j o r , a n d a f e w l e s s i m p o r t a n t i s s u e s . A l l i d e n t i f i e d C r i t i c a l

i s s u e s h a v e b e e n f i x e d .

0

1 2

0 2 3

4 2 3

4 9 6 0

F i x e d 1 1 8 o u t o f 1 7 1 i s s u e s

1 2



6 C r i t i c a l I s s u e s

C V F - 1 . F I X E D

• C a t e g o r y F l a w • S o u r c e e x i t _ c i r c u i t . r s

D e s c r i p t i o n T h i s c o d e e f f e c t i v e l y d o e s n o t h i n g . S h o u l d p r o b a b l y e n f o r c e a n e q u a l i t y o f

i s _ r e q u i r e d _ s o u r c e _ t o k e n _ a n d _ t a r g e t _ t o k e n t o t r u e .

C l i e n t C o m m e n t M o d i f i e d t o B o o l e a n : : e n f o r c e _ e q u a l .

6 8 6 8 Boolean::and(

6 9 6 9 cs.namespace(|| " require correct token"),

7 0 7 0 &is_required_source_token_and_target_token,

7 1 7 1 &Boolean::constant(true),

7 2 7 2 )?;

C V F - 2 . F I X E D

• C a t e g o r y F l a w • S o u r c e w i t h d r a w . r s

D e s c r i p t i o n ‘ b ‘ m u s t b e a m o u n t + f e e f o r c h u n k 0 a n d a m o u n t f o r c h u n k 1 , w h e r e a s h e r e i t

c a n b e a n y o f t h e m i n b o t h c h u n k s . T h i s m a y l e a d t o f u n d l o s s .

C l i e n t C o m m e n t T h e c h e c k f o r c h u n k 0 a n d c h u n k 1 r e s p e c t i v e l y c o n t a i n s i s _ u s e r _ b _ c o r -

r e c t a n d i s _ g l o b a l _ a s s e t _ b _ c o r r e c t .

8 9 8 9 let is_b_correct = {

9 0 9 0 let is_user_b_correct = Boolean::from(Expression::equals(

9 1 9 1 cs.namespace(|| "is_user_b_correct"),

9 2 9 2 op_data.b.get_number(),

9 3 9 3 sum_amount_fee.clone(),

9 4 9 4 )?);

9 5 9 5 let is_global_asset_b_correct = Boolean::from(Expression::equals

↪→ (

9 6 9 6 cs.namespace(|| "is_global_asset_b_correct"),

9 7 9 7 op_data.b.get_number(),

9 8 9 8 Expression::from(op_data[WithdrawArgs::FullAmount].

↪→ get_number()),

9 9 9 9 )?);

1 0 0 1 0 0 multi_or(

1 0 1 1 0 1 cs.namespace(|| "is_b_correct_in_chunk0"),

1 0 2 1 0 2 &[is_user_b_correct, is_global_asset_b_correct],

1 0 3 1 0 3 )?

1 0 4 1 0 4 };

1 3



C V F - 3 . F I X E D

• C a t e g o r y F l a w • S o u r c e w i t h d r a w . r s

D e s c r i p t i o n T h i s a l l o w s a n y f o u r t h c h u n k t o p a s s t h e f u n c t i o n .

2 0 8 2 0 8 boolean_or(

2 0 9 2 0 9 cs.namespace(|| "is valid withdraw op"),

2 1 0 2 1 0 &is_op_valid,

2 1 1 2 1 1 &is_correct_chunk_numbers[3]

C V F - 4 . F I X E D

• C a t e g o r y O v e r f l o w / U n d e r f l o w • S o u r c e o r d e r _ m a t c h i n g . r s

D e s c r i p t i o n T h i s m a y o v e r f l o w i f t h e n o n c e h a s b e e n j u s t t a k e n f r o m t h e u p d a t e d o r d e r ,

w h i c h i s n o t c h e c k e d f o r n o n - o v e r f l o w .

R e c o m m e n d a t i o n C o n s i d e r c h e c k i n g a l l n o n c e s f o r o v e r f l o w s .

C l i e n t C o m m e n t A d d e d n o n c e o v e r f l o w c h e c k .

5 2 9 5 2 9 Expression::from(pre_branch.order.nonce.get_number()) + Expression::

↪→ u64::<CS>(1),

C V F - 5 . F I X E D

• C a t e g o r y F l a w • S o u r c e d e p o s i t . r s

D e s c r i p t i o n T h e ” i s _ c o r r e c t _ c h u n k _ n u m b e r s [ 3 ] . c l o n e ( ) ” a l l o w s t h e ” d e p o s i t ” f u n c t i o n t o

s u c c e s s f u l l y v a l i d a t e a c h u n k w i t h i n d e x 3 e v e n i f i t s T X t y p e i s n o t d e p o s i t . S o i f s o m e

T X t y p e ( n o t n e c e s s a r y d e p o s i t ) h a s a t l e a s t f o u r c h u n k s , t h e f o u r t h c h u n k s w i l l b e c o n -

s i d e r e d v a l i d r e g a r d l e s s o f i t s c o n t e n t .

1 3 4 1 3 4 &[is_chunk0_valid, is_chunk1_valid, is_chunk2_valid,

↪→ is_correct_chunk_numbers[3].clone()],

1 4



C V F - 7 . F I X E D

• C a t e g o r y O v e r f l o w / U n d e r f l o w • S o u r c e u t i l s . r s

D e s c r i p t i o n O v e r f l o w i s p o s s i b l e h e r e .

C l i e n t C o m m e n t C o n s i d e r i n g E : : F r : : C A P A C I T Y = 2 5 3 , I c h e c k e d t h e u p p e r l i m i t o f p a r a m -

e t e r s a a n d b , b o t h a a n d b a r e l e s s t h a n 2 ^ 1 2 6 , s o t h a t t h e s u b s e q u e n t m u l t i p l i c a t i o n w i l l

n o t o v e r f l o w . 2 ^ 1 2 6 i s a b o u t 8 * 1 0 ^ 3 7 , a n d c a n a c c o m m o d a t e a n y c u r r e n c y w i t h a t o t a l o f

1 0 ^ 1 8 a n d a p r e c i s i o n o f 1 8 . I t ’ s e n o u g h f o r m o s t c o i n s .

3 4 3 3 4 3 let product = a.mul(

C V F - 8 . F I X E D

• C a t e g o r y O v e r f l o w / U n d e r f l o w • S o u r c e u t i l s . r s

D e s c r i p t i o n O v e r f l o w i s p o s s i b l e h e r e . T h e q u o t i e n t v a r i a b l e m u s t b e r a n g e c h e c k e d f i r s t .

C l i e n t C o m m e n t C o n s i d e r i n g E : : F r : : C A P A C I T Y = 2 5 3 , I c h e c k e d t h e u p p e r l i m i t o f p a r a m -

e t e r s a a n d b , b o t h a a n d b a r e l e s s t h a n 2 ^ 1 2 6 , s o t h a t t h e s u b s e q u e n t m u l t i p l i c a t i o n w i l l

n o t o v e r f l o w . 2 ^ 1 2 6 i s a b o u t 8 * 1 0 ^ 3 7 , a n d c a n a c c o m m o d a t e a n y c u r r e n c y w i t h a t o t a l o f

1 0 ^ 1 8 a n d a p r e c i s i o n o f 1 8 . I t ’ s e n o u g h f o r m o s t c o i n s .

4 4 4 4 4 4 let quotient_mul_b = quotient.mul(

C V F - 9 . F I X E D

• C a t e g o r y F l a w • S o u r c e u t i l s . r s

D e s c r i p t i o n T h i s c o n d i t i o n i s n o t s o u n d i f t h e m i d d l e p r o d u c t o v e r f l o w s .

R e c o m m e n d a t i o n C o n s i d e r c h e c k i n g t h a t b o t h a * m a g n i f y a n d b * ( q + 1 ) d o n o t o v e r f l o w .

C l i e n t C o m m e n t C o n s i d e r i n g E : : F r : : C A P A C I T Y = 2 5 3 , I c h e c k e d t h e u p p e r l i m i t o f p a r a m -

e t e r s a a n d b , b o t h a a n d b a r e l e s s t h a n 2 ^ 1 2 6 , s o t h a t t h e s u b s e q u e n t m u l t i p l i c a t i o n w i l l

n o t o v e r f l o w . 2 ^ 1 2 6 i s a b o u t 8 * 1 0 ^ 3 7 , a n d c a n a c c o m m o d a t e a n y c u r r e n c y w i t h a t o t a l o f

1 0 ^ 1 8 a n d a p r e c i s i o n o f 1 8 . I t ’ s e n o u g h f o r m o s t c o i n s .

4 6 5 4 6 5 // b*q < a*magnify < b*(q+1)

1 5



C V F - 1 0 . F I X E D

• C a t e g o r y F l a w • S o u r c e u t i l s . r s

D e s c r i p t i o n A l l m u l t i p l i c a t i o n s a n d a d d i t i o n s i n t h i s f u n c t i o n m a y o v e r f l o w , a n d t h e r a n g e

c h e c k s i n t h e e n d o f t h e f u n c t i o n d o n o t p r e v e n t i t . F o r e x a m p l e , i f k = 2 ^ 1 2 8 - 1 b u t x a n d

y b e i n g s m a l l , t h e x * y m a y b e b e t w e e n k ^ 2 a n d ( k + 1 ) ^ 2 a s b o t h o v e r f l o w .

R e c o m m e n d a t i o n C o n s i d e r u s i n g b i g n u m b e r a r i t h m e t i c h e r e .

C l i e n t C o m m e n t C o n s i d e r i n g E : : F r : : C A P A C I T Y = 2 5 3 , I c h e c k e d t h e u p p e r l i m i t o f p a r a m -

e t e r s a a n d b , b o t h a a n d b a r e l e s s t h a n 2 ^ 1 2 6 , s o t h a t t h e s u b s e q u e n t m u l t i p l i c a t i o n w i l l

n o t o v e r f l o w . 2 ^ 1 2 6 i s a b o u t 8 * 1 0 ^ 3 7 , a n d c a n a c c o m m o d a t e a n y c u r r e n c y w i t h a t o t a l o f

1 0 ^ 1 8 a n d a p r e c i s i o n o f 1 8 . I t ’ s e n o u g h f o r m o s t c o i n s .

4 8 5 4 8 5 pub fn sqrt_enforce<E: Engine, CS: ConstraintSystem<E>>(

C V F - 1 1 . F I X E D

• C a t e g o r y F l a w • S o u r c e f u l l _ e x i t . r s

D e s c r i p t i o n T h e v a r i a b l e i s _ c o r r e c t _ c h u n k _ n u m b e r s [ 3 ] i s n o t c h e c k e d a g a i n s t a n y t h i n g

a n d t h u s i s t r u e f o r a n y 4 - t h c h u n k , w h i c h m a k e s t h e e n t i r e f u n c t i o n t o r e t u r n t r u e .

1 4 5 1 4 5 &[is_chunk0_valid, is_chunk1_valid, is_chunk2_valid,

↪→ is_correct_chunk_numbers[3].clone()]

C V F - 1 2 . F I X E D

• C a t e g o r y F l a w • S o u r c e f o r c e d _ e x i t . r s

D e s c r i p t i o n T h e ” i s _ c o r r e c t _ c h u n k _ n u m b e r s [ 3 ] ” a l l o w s t h e ” f o r c e d _ e x i t ” f u n c t i o n t o s u c -

c e s s f u l l y v a l i d a t e a c h u n k w i t h i n d e x 3 e v e n i f i t s T X t y p e i s n o t f o r c e d e x i t . S o i f s o m e

T X t y p e ( n o t n e c e s s a r y f o r c e d e x i t ) h a s a t l e a s t f o u r c h u n k s , t h e f o u r t h c h u n k s w i l l b e

c o n s i d e r e d v a l i d r e g a r d l e s s o f i t s c o n t e n t .

2 3 8 2 3 8 &is_correct_chunk_numbers[3]

1 6



C V F - 1 3 . F I X E D

• C a t e g o r y F l a w • S o u r c e o r d e r _ m a t c h i n g . r s

R e c o m m e n d a t i o n “ E x p e c t B a s e A m o u n t ” i s a d d e d a n d t h e n s u b t r a c t e d , s o i t c o u l d b e r e -

m o v e d f r o m t h e e x p r e s s i o n . T h i s s h o u l d n ’ t b e s o .

6 3 6 +Expression::from(op_data[OrderMatchingArgs::ExpectQuoteAmount].

↪→ get_number())

6 3 7 + + op_data[OrderMatchingArgs::ExpectBaseAmount].get_number()

6 3 8 + + op_data[OrderMatchingArgs::ExpectQuoteAmount].get_number()

6 3 9 + - op_data[OrderMatchingArgs::ExpectBaseAmount].get_number(),

1 7



7 M a j o r I s s u e s
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• C a t e g o r y F l a w • S o u r c e c h a n g e _ p u b k e y _ o f f c h a i n . r s

D e s c r i p t i o n T h e w i t n e s s i s g e n e r a t e d u s i n g c h a n g e _ p u b k e y _ o f f c a h i n . a c c o u n t _ i d a s

c h a n g e r , w h e r e a s o p _ d a t a c a r r i e s t e m p _ a c c o u n t _ i d . I f t h e s e t w o v a r i a b l e s d i f f e r , t h e

p r o o f w i l l f a i l .

C l i e n t C o m m e n t R e m o v e d t e m p _ a c c o u n t _ i d , T h e r e ’s r e a l l y n o p r o b l e m h e r e , a n d i t ’s r e -

d u n d a n t c o d e , b e c a u s e i n t h e s t a t e h a n d l e r m o d u l e , t e m p _ a c c o u n t _ i d i s a l s o d e r i v e d f r o m

t h e a c c o u n t _ i d .

3 5 3 5 account_id: *change_pubkey_offchain.account_id,

3 7 3 7 temp_account_id: *change_pubkey_offchain.tx.account_id,

1 4 8 1 4 8 let account_id_fe = Fr::from_u64(change_pubkey_offcahin.account_id

↪→ as u64);

1 5 0 1 5 0 let temp_account_id_fe = Fr::from_u64(change_pubkey_offcahin.

↪→ temp_account_id as u64);

2 1 9 2 1 9 before: OperationBranch {

2 2 0 2 2 0 account_id: Some(account_id_fe),

2 7 1 2 7 1 frs_with_4_bytes: vec![

2 7 3 2 7 3 Some(temp_account_id_fe),

3 1 7 3 1 7 ChangePubkeyArgs::AccountId => &self.ces_with_4_bytes[1],

C V F - 1 7 . F I X E D

• C a t e g o r y B a d n a m i n g • S o u r c e c i r c u i t . r s

D e s c r i p t i o n T h i s v a r i a b l e h a s t h e s a m e n a m e a s a n a r g u m e n t .

R e c o m m e n d a t i o n C o n s i d e r u s i n g a d i f f e r e n t n a m e .

C l i e n t C o m m e n t C h a n g e d t h e v a r i a b l e n a m e o f t h e f u n c t i o n e n t r y .

4 5 8 4 5 8 let next_chunk_number = Expression::conditionally_select(

1 8
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• C a t e g o r y F l a w • S o u r c e o r d e r _ m a t c h i n g . r s

D e s c r i p t i o n P u b d a t a d o e s n o t c o n t a i n M a k e r I s S e l l f l a g , w h i c h m a k e s i t d i f f i c u l t t o r e s t o r e

t h e o p e r a t i o n s .

C l i e n t C o m m e n t S i n c e p u b d a t a c o n t a i n s M a k e r S e l l T o k e n a n d T a k e r S e l l T o k e n , M a k e r I s -

S e l l i s n o t r e q u i r e d . I ’ v e c h a n g e d t h i s p a r t o f t h e c o d e a l i t t l e b i t t o m a k e i t c l e a r e r .

2 2 2 2 let mut pubdata_bits = Vec::with_capacity(OrderMatchingOp::CHUNKS *

↪→ CHUNK_BIT_WIDTH);

C V F - 2 7 . F I X E D

• C a t e g o r y O v e r f l o w / U n d e r f l o w • S o u r c e o r d e r _ m a t c h i n g . r s

D e s c r i p t i o n O v e r f l o w i s p o s s i b l e h e r e

C l i e n t C o m m e n t O v e r f l o w c a s e , w i l l n o t b e s e l e c t e d . I f i t ’ s s e l e c t e d , t h e r e ’s n o w a y

t h a t o v e r f l o w c a n h a p p e n h e r e , b e c a u s e A c t u a l B a s e A m o u n t i s p a r t o f r e s i d u e C i r c u i t E l e -

m e n t : : c o n d i t i o n a l l y _ s e l e c t _ w i t h _ n u m b e r _ s t r i c t f u n c t i o n w i l l l i m i t t h e r e s u l t o f s e l e c t i o n

d o e s n o t e x c e e d 1 2 8 - b i t ( w i t h p a r a m e t e r y b i t s l e n g t h i s g i v e n p r i o r i t y t o , T h e b i t s l e n g t h

o f p r e _ b r a n c h . o r d e r . r e s i d u e i s 1 2 8 ) , h e r e i f o v e r f l o w h a p p e n s , i t m u s t n o t c o m p l y w i t h t h e

1 2 8 b i t c o n s t r a i n t . O f c o u r s e , i n a c t u a l c a s e , H e r e t h e A c t u a l B a s e A m o u n t i s i t s e l f p a r t o f

p r e _ b r a n c h . o r d e r . r e s i d u e , s o n a t u r a l l y i t w o n ’ t o v e r f l o w e i t h e r . W h e n a n o t h e r o p e x e c u t e s

t h i s p a r t o f t h e c o d e , a l t h o u g h a n o v e r f l o w m a y o c c u r , t h e o v e r f l o w v a l u e w i l l n o t b e s e -

l e c t e d b e c a u s e t h e j u d g m e n t c r i t e r i a a r e n o t m e t .

5 1 3 5 1 3 Expression::from(pre_branch.order.residue.get_number()) - op_data[

↪→ OrderMatchingArgs::ActualBaseAmount].get_number(),

1 9
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• C a t e g o r y O v e r f l o w / U n d e r f l o w • S o u r c e o r d e r _ m a t c h i n g . r s

D e s c r i p t i o n M a k e r B u y A m o u n t i s n o t r e s t r i c t e d t o a n y n u m b e r o f b i t s s o t h a t o p e r a t i o n s

w i t h i t a r e p r o n e t o o v e r f l o w s .

R e c o m m e n d a t i o n C o n s i d e r m a k i n g i t t h e s a m e 2 0 - b y t e s i z e a s T a k e r B u y A m o u n t

C l i e n t C o m m e n t T h e r e i s n o o v e r f l o w . I f t h e v a l u e p a s s e d i n d o e s o v e r f l o w , t h e n t h e

M a k e r B u y A m o u n t a n d T a k e r B u y A m o u n t i n t h e c h e c k _ o p _ d a t a _ p a r t _ a r g s f u n c t i o n a r e d i f -

f e r e n t f r o m t h e v a l u e a c t u a l l y c o m p u t e d i n t h e c i r c u i t a n d t h e c h e c k w i l l f a i l . T h e f i n a l c o n -

d i t i o n a l s e l e c t i o n c o n s t r a i n t g u a r a n t e e s t h a t t h e M a k e r B u y A m o u n t a n d T a k e r B u y A m o u n t

w i l l n o t e x c e e d 1 2 8 b i t s .

5 4 0 5 4 0 let actual_amount = AllocatedNum::conditionally_select(

5 4 1 5 4 1 cs.namespace(|| "actual_amount"),

5 4 2 5 4 2 op_data[OrderMatchingArgs::MakerBuyAmount].get_number(),

C V F - 2 9 . F I X E D

• C a t e g o r y O v e r f l o w / U n d e r f l o w • S o u r c e o r d e r _ m a t c h i n g . r s

D e s c r i p t i o n O v e r f l o w i s p o s s i b l e h e r e .

C l i e n t C o m m e n t T h e r e ’s n o t t h a t m u c h t o o v e r f l o w . A s s u m i n g a n o v e r f l o w o c c u r s h e r e ,

t h e 1 2 8 b i t s c o n s t r a i n t h e r e w i l l n o t b e s a t i s f i e d .

5 6 4 5 6 4 Expression::from(pre_branch.balance.get_number()) + op_data.b.

↪→ get_number(),

5 8 2 5 8 2 Expression::from(post_branch.balance.get_number()) + &

↪→ exchange_fee,

5 8 3 5 8 3 Expression::from(post_branch.balance.get_number()) + &

↪→ actual_amount - &exchange_fee,

2 0
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• C a t e g o r y O v e r f l o w / U n d e r f l o w • S o u r c e o r d e r _ m a t c h i n g . r s

D e s c r i p t i o n U n d e r f l o w i s p o s s i b l e h e r e

C l i e n t C o m m e n t e x c h a n g e _ f e e i s c a l c u l a t e d b a s e d o n p e r c e n t a g e a c t u a l _ a m o u n t a n d

U n d e r f l o w i s n o t p o s s i b l e . A s s u m i n g a n u n d e r f l o w o c c u r s h e r e , t h e 1 2 8 b i t s c o n s t r a i n t

h e r e w i l l n o t b e s a t i s f i e d .

5 8 3 5 8 3 Expression::from(post_branch.balance.get_number()) + &actual_amount

↪→ - &exchange_fee,

C V F - 3 2 . F I X E D

• C a t e g o r y O v e r f l o w / U n d e r f l o w • S o u r c e d e p o s i t . r s

D e s c r i p t i o n O v e r f l o w i s p o s s i b l e h e r e .

C l i e n t C o m m e n t I d o n ’ t t h i n k t h i s p r o b l e m e x i s t s . W e c a n ’ t a l l o w t h e t o t a l a m o u n t o f

a c o i n t o e x c e e d 2 ^ 1 2 8 , a n d t h e r e w i l l b e n o a d d i t i o n o v e r f l o w . A s s u m i n g a n o v e r f l o w

o c c u r s h e r e , t h e 1 2 8 b i t s c o n s t r a i n t h e r e w i l l n o t b e s a t i s f i e d .

1 1 6 1 1 6 let updated_balance = Expression::from(cur.balance.get_number())

1 1 7 1 1 7 + Expression::from(op_data[DepositArgs::FullAmount].get_number()

↪→ );

C V F - 3 3 . F I X E D

• C a t e g o r y F l a w • S o u r c e c h a n g e _ p u b k e y _ o f f c h a i n . r s

D e s c r i p t i o n T h e r e i s n o n o n c e o v e r f l o w c h e c k h e r e , w h i l e t h e c i r c u i t h a s s u c h c h e c k .

T h u s , i t i s p o s s i b l e t o g e n e r a t e a w i t n e s s t h a t c a n n o t b e p r o v e n .

C l i e n t C o m m e n t W e w i l l d o t h i s c h e c k i n g i n t h e s t a t e h a n d l e r m o d u l e ( w h i c h i s u s e d f o r

r a p i d t r a n s a c t i o n e x e c u t i o n ) .

1 8 2 1 8 2 acc.nonce.add_assign(&Fr::one());

2 1
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• C a t e g o r y O v e r f l o w / U n d e r f l o w • S o u r c e c h a n g e _ p u b k e y _ o f f c h a i n . r s

D e s c r i p t i o n T h i s o p e r a t i o n m a y o v e r f l o w .

C l i e n t C o m m e n t I d o n ’ t t h i n k t h i s p r o b l e m e x i s t s . W e c a n ’ t a l l o w t h e t o t a l a m o u n t o f

a c o i n t o e x c e e d 2 ^ 1 2 8 , a n d t h e r e w i l l b e n o a d d i t i o n o v e r f l o w . A s s u m i n g a n o v e r f l o w

o c c u r s h e r e , t h e 1 2 8 b i t s c o n s t r a i n t h e r e w i l l n o t b e s a t i s f i e d .

1 4 7 1 4 7 Expression::from(cur.balance.get_number()) + op_data[

↪→ ChangePubkeyArgs::FeeUnpacked].get_number(),

C V F - 4 0 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e u t i l s . r s

R e c o m m e n d a t i o n T h i s f u n c t i o n c a l c u l a t e s : a - a * n / d < = b < = a + a * n / d i t w o u l d b e m o r e

r e a s o n a b l e t o c a l c u l a t e : a * x / y < = b < = a * y / x

C l i e n t C o m m e n t T h i s f u n c t i o n i s n o l o n g e r u s e d a n d h a s b e e n r e m o v e d .

2 8 4 2 8 4 pub fn constraint_two_number_error<E:Engine, CS: ConstraintSystem<E

↪→ >>(

C V F - 4 1 . F I X E D

• C a t e g o r y O v e r f l o w / U n d e r f l o w • S o u r c e u t i l s . r s

D e s c r i p t i o n T h i s l e n g t h d o e s n o t s e e m t o b e s u f f i c i e n t a s | a - b | m a y b e B I T _ W I D T H l o n g .

C l i e n t C o m m e n t T h i s f u n c t i o n i s n o l o n g e r u s e d a n d h a s b e e n r e m o v e d .

3 0 9 3 0 9 CircuitElement::from_number_with_known_length(

3 1 0 3 1 0 cs.namespace(|| "chosen number as ce"),

3 1 1 3 1 1 selected_number,

3 1 2 3 1 2 FR_BIT_WIDTH - 2,

2 2
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• C a t e g o r y O v e r f l o w / U n d e r f l o w • S o u r c e u t i l s . r s

D e s c r i p t i o n T h i s l e n g t h d o e s n o t s e e m t o b e s u f f i c i e n t a s q u o t i e n t m a y b e B I T _ W I D T H

l o n g .

4 0 6 4 0 6 CircuitElement::from_number_with_known_length(

4 0 7 4 0 7 cs.namespace(|| "three precision quotient"),

4 0 8 4 0 8 quotient,

4 0 9 4 0 9 FR_BIT_WIDTH - 2

4 1 0 4 1 0 )

C V F - 4 3 . F I X E D

• C a t e g o r y O v e r f l o w / U n d e r f l o w • S o u r c e u t i l s . r s

D e s c r i p t i o n O v e r f l o w i s p o s s i b l e h e r e .

C l i e n t C o m m e n t F o r a a n d b , t h e m a x i m u m ( M A X _ C A L C U L A T I O N _ B I T _ W I D T H = 1 2 6 ) l i m i t

i s d o n e . T h e r e f o r e , m u l t i p l i c a t i o n m u s t n o t o v e r f l o w ( 1 2 6 + 1 2 6 < F r : : c a p a c i t y = 2 5 3 ) . 1 2 6 b i t

i s s u f f i c i e n t f o r m o s t c r y p t o c u r r e n c i e s .

4 2 5 4 2 5 let magnify_a = a.mul(

4 2 6 4 2 6 cs.namespace(||"magnify_a"),

4 2 7 4 2 7 &amplification_factor

4 2 8 4 2 8 )?;

2 3
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• C a t e g o r y F l a w • S o u r c e u t i l s . r s

D e s c r i p t i o n T h i s l e n g t h d o e s n o t s e e m t o b e s u f f i c i e n t a s p r o d u c t m a y b e B I T _ W I D T H

l o n g .

C l i e n t C o m m e n t F o r a a n d b , t h e m a x i m u m ( M A X _ C A L C U L A T I O N _ B I T _ W I D T H = 1 2 6 ) l i m i t

i s d o n e . T h e r e f o r e , m u l t i p l i c a t i o n m u s t n o t o v e r f l o w ( 1 2 6 + 1 2 6 < F r : : c a p a c i t y = 2 5 3 ) . 1 2 6 b i t

i s s u f f i c i e n t f o r m o s t c r y p t o c u r r e n c i e s .

4 2 9 4 2 9 let magnify_a = CircuitElement::from_number_with_known_length(

4 3 0 4 3 0 cs.namespace(|| "magnify_a with bits"),

4 3 1 4 3 1 magnify_a,

4 3 2 4 3 2 FR_BIT_WIDTH - 2

4 3 3 4 3 3 )?;

4 5 2 4 5 2 let lower_bound = CircuitElement::from_number_with_known_length(

4 5 3 4 5 3 cs.namespace(|| "lower_bound"),

4 5 4 4 5 4 quotient_mul_b,

4 5 5 4 5 5 FR_BIT_WIDTH - 2

4 5 6 4 5 6 )?;

4 5 9 4 5 9 let upper_bound = CircuitElement::from_number_with_known_length(

4 6 0 4 6 0 cs.namespace(|| "upper_bound"),

4 6 1 4 6 1 upper_bound,

4 6 2 4 6 2 FR_BIT_WIDTH - 2,

4 6 3 4 6 3 )?;

C V F - 4 6 . F I X E D

• C a t e g o r y F l a w • S o u r c e t r a n s f e r _ t o _ n e w . r s

D e s c r i p t i o n T h e r e i s n o n o n c e o v e r f l o w c h e c k h e r e , w h i l e t h e c i r c u i t h a s s u c h c h e c k .

T h u s , i t i s p o s s i b l e t o g e n e r a t e a w i t n e s s t h a t c a n n o t b e p r o v e n .

C l i e n t C o m m e n t W e w i l l d o t h i s c h e c k i n g i n t h e s t a t e h a n d l e r m o d u l e . T h e N o n c e t y p e

i n t h e t r a n s a c t i o n i s u 3 2 , s o i t c a n n o t e x c e e d 3 2 b i t s . T h e r e f o r e , y o u o n l y n e e d t o c h e c k

t h a t t h e N o n c e i s n o t e q u a l t o u 3 2 : : M A X .

2 7 7 2 7 7 acc.nonce.add_assign(&Fr::one());

2 4



C V F - 4 7 . F I X E D

• C a t e g o r y F l a w • S o u r c e w i t h d r a w . r s

D e s c r i p t i o n T h e r e i s n o n o n c e o v e r f l o w c h e c k h e r e , w h i l e t h e c i r c u i t h a s s u c h c h e c k .

T h u s , i t i s p o s s i b l e t o g e n e r a t e a w i t n e s s t h a t c a n n o t b e p r o v e n .

C l i e n t C o m m e n t W e w i l l d o t h i s c h e c k i n g i n t h e s t a t e h a n d l e r m o d u l e .

2 8 9 2 8 9 acc.nonce.add_assign(&Fr::one());

C V F - 4 8 . F I X E D

• C a t e g o r y F l a w • S o u r c e t r a n s f e r . r s

D e s c r i p t i o n T h e r e i s n o n o n c e o v e r f l o w c h e c k h e r e , w h i l e t h e c i r c u i t h a s s u c h c h e c k .

T h u s , i t i s p o s s i b l e t o g e n e r a t e a w i t n e s s t h a t c a n n o t b e p r o v e n .

C l i e n t C o m m e n t W e w i l l d o t h i s c h e c k i n g i n t h e s t a t e h a n d l e r m o d u l e .

2 3 7 2 3 7 acc.nonce.add_assign(&Fr::one());

C V F - 5 4 . F I X E D

• C a t e g o r y P r o c e d u r a l • S o u r c e a l l o c a t e d _ s t r u c t u r e s . r s

D e s c r i p t i o n T h e v e c t o r l e n g t h s a r e i n c o n s i s t e n t w i t h t h o s e s e t i n ‘ o p e r a t i o n . r s ‘ .

R e c o m m e n d a t i o n C o n s i d e r u s i n g n a m e d c o n s t a n t s a n d d e f i n e t h o s e i n a c o m m o n f i l e .

C l i e n t C o m m e n t A d d e d c o n s t a n t .

3 4 6 3 4 6 ces_with_bool: vec![ce_with_bool;2],

3 4 7 3 4 7 ces_with_1_byte: vec![ce_with_1_byte; 7],

3 4 8 3 4 8 ces_with_2_bytes: vec![ce_with_2_bytes.clone(); 7],

3 4 9 3 4 9 ces_with_4_bytes: vec![ce_with_4_bytes; 15],

3 5 0 3 5 0 ces_with_8_bytes: vec![ce_with_8_bytes; 4],

3 5 1 3 5 1 ces_with_15_bytes: vec![ce_with_15_bytes; 2],

3 5 2 3 5 2 ces_with_16_bytes: vec![ce_with_16_bytes.clone(); 12],

3 5 3 3 5 3 ces_with_20_bytes: vec![ce_with_20_bytes; 3],

3 5 4 3 5 4 ces_with_max_bytes: vec![ce_with_max_bytes; 1],

3 5 5 3 5 5 fee_packed_ces: vec![ce_with_2_bytes; 2],

3 5 6 3 5 6 fee_unpacked_ces: vec![ce_with_16_bytes.clone(); 2],

3 5 7 3 5 7 amount_packed_ces: vec![ce_with_5_bytes; 5],

3 5 8 3 5 8 amount_unpacked_ces: vec![ce_with_16_bytes; 5],

2 5



C V F - 5 5 . F I X E D

• C a t e g o r y F l a w • S o u r c e u t i l s . r s

D e s c r i p t i o n T h e r e i s n o c h e c k t h a t t h e n u m b e r o f o p e r a t i o n s m a t c h e s t h e n u m b e r o f

p u b d a t a c h u n k s .

R e c o m m e n d a t i o n C o n s i d e r a d d i n g s u c h a c h e c k .

C l i e n t C o m m e n t S i n c e N o O p m i g h t b e p o p u l a t e d l a t e r , I c o n s i d e r e d a d d i n g a c h e c k o n

t h e n u m b e r o f O p e r a t i o n U i n t s a n d t h e l e n g t h o f p u b d a t a i n t h e c a l c u l a t e _ p u b d a t a _ c o m -

m i t m e n t f u n c t i o n .

7 4 7 4 ops: Vec<OperationUnit<Engine>>,

7 5 7 5 pubdata: Vec<bool>,

C V F - 5 7 . F I X E D

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e f o r c e d _ e x i t . r s

D e s c r i p t i o n T h e r e a r e n o a u t h o r i z a t i o n c h e c k s f o r t h e i n i t i a t o r a c c o u n t . D o e s t h i s m e a n

t h a t a n y b o d y m a y i n i t i a t e a f o r c e d e x i t ?

C l i e n t C o m m e n t C a n o n l y F o r c e d E x i t i n a c t i v e a c c o u n t s . T h e i n i t i a t o r c a n b e a n y o n e ,

c o n s i d e r i n g t h a t s o m e s m a r t c o n t r a c t s c h a r g e m o n e y t o t h e s e c o n d l a y e r , b u t t h e s m a r t

c o n t r a c t h a s n o p r i v a t e k e y , b e c a u s e i t c a n n o t b e u s e d a s a C h a n g e P u b K e y , t h e f u n d s a t

t h e s e c o n d l a y e r c a n n o t b e r e f e r r e d t o t h e f i r s t l a y e r , s o f o r c e d E x i t i s r e q u i r e d . R e f e r t o

h t t p s : / / p r e v i e w - d o c s . z k . l i n k / d o c s / d e v e l o p e r / t e r m i n o l o g y / # f o r c e d e x i t .

2 6 2 6 pubdata_bits.extend(op_data[ForcedExitArgs::InitiatorAccountId].

↪→ get_bits_be());

2 7 2 7 pubdata_bits.extend(op_data[ForcedExitArgs::InitiatorSubAccountId].

↪→ get_bits_be());

C V F - 5 9 . F I X E D

• C a t e g o r y F l a w • S o u r c e f o r c e d _ e x i t . r s

D e s c r i p t i o n T h e r e i s n o n o n c e o v e r f l o w c h e c k h e r e , w h i l e t h e c i r c u i t h a s s u c h c h e c k .

T h u s , i t i s p o s s i b l e t o g e n e r a t e a w i t n e s s t h a t c a n n o t b e p r o v e n .

C l i e n t C o m m e n t W e w i l l d o t h i s c h e c k i n g i n t h e s t a t e h a n d l e r m o d u l e .

2 4 8 2 4 8 acc.nonce.add_assign(&Fr::one());

2 6



C V F - 6 0 . F I X E D

• C a t e g o r y F l a w • S o u r c e e l e m e n t . r s

D e s c r i p t i o n T h e r e i s n o c h e c k t o e n s u r e t h a t t h e l e n g t h d o e s n ’ t e x c e e d t h e f i e l d c a p a c i t y .

R e c o m m e n d a t i o n C o n s i d e r a d d i n g s u c h a c h e c k .

C l i e n t C o m m e n t A d d e d c h e c k .

1 1 1 1 pub fn unsafe_empty_of_some_length(zero_num: AllocatedNum<E>, length

↪→ : usize) -> Self {

2 7



8 M o d e r a t e I s s u e s

C V F - 1 4 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e e x i t _ c i r c u i t . r s

D e s c r i p t i o n U s i n g S H A - 2 5 6 f o r h a s h i n g p u b l i c i n p u t s i s e x p e n s i v e .

R e c o m m e n d a t i o n C o n s i d e r u s i n g a z k f r i e n d l y h a s h a s i n h e r e h t t p s : / / d o c s . g o o g l e . c o m / -

d r a w i n g s / d / 1 v 5 z G T u y d D u T 2 c I F 5 2 t w J A S 7 1 h 4 k Q R u k 8 d l Z L C c Z S i a Y / e d i t ? u s p = s h a r i n g

C l i e n t C o m m e n t A f t e r t h a t , I ’ l l t h i n k a b o u t i t .

1 8 8 1 8 8 let mut hash_block =

1 8 9 1 8 9 sha256::sha256(cs.namespace(|| "sha256 of pub data"), &

↪→ initial_hash_data)?;

3 3 3 3 3 3 let mut h = Sha256::new();

C V F - 1 5 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e c i r c u i t . r s

D e s c r i p t i o n S H A - 2 5 6 c a l l s a r e e x p e n s i v e i n c i r c u i t s .

R e c o m m e n d a t i o n C o n s i d e r u s i n g a n a l g e b r a i c h a s h i n s i d e t h e c i r c u i t a n d S H A - 2 5 6

i n t h e c o n t r a c t a s d e s c r i b e d h e r e h t t p s : / / d o c s . g o o g l e . c o m / d r a w i n g s / d / 1 v 5 z G T u y d -

D u T 2 c I F 5 2 t w J A S 7 1 h 4 k Q R u k 8 d l Z L C c Z S i a Y / e d i t ? u s p = s h a r i n g

C l i e n t C o m m e n t A f t e r t h a t , I ’ l l t h i n k a b o u t i t .

3 5 4 3 5 4 let mut hash_block = sha256::sha256(cs.namespace(|| "hash with pub 

↪→ data and op offset commitment"), &pack_bits)?;

2 8



C V F - 1 8 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e c i r c u i t . r s

D e s c r i p t i o n T h i s f u n c t i o n b e h a v e s d i f f e r e n t l y f o r d i f f e r e n t o p e r a t i o n s a n d i s a w a y o f t h e

c h u n k s t r u c t u r e o f p a r t i c u l a r o p e r a t i o n s . S u c h a p p r o a c h i s v e r y e r r o r - p r o n e .

R e c o m m e n d a t i o n C o n s i d e r m o v i n g a l l o p e r a t i o n - s p e c i f i c l o g i c i n t o f i l e s n a m e d a f t e r p a r -

t i c u l a r o p e r a t i o n s , a n d k e e p i n g o n l y o p e r a t i o n - a g n o s t i c l o g i c h e r e .

C l i e n t C o m m e n t H e r e ’s t h e l o g i c f o r d e t e r m i n i n g t h e c i r c u i t s o f d i f f e r e n t b l o c k s b a s e d o n

c o n t a i n s _ o p s f i e l d , w h i c h i s t h e b i n a r y b i t s o f o p s c o m p o s i t i o n n u n m b e r . T h e o p s c o m p o -

s i t i o n n u n m b e r r e p r e s e n t s t h e m i n i m u m c i r c u i t e x e c u t i o n s e l e c t e d b a s e d o n t h e a v a i l a b l e

o p s c o m p o s i t i o n n u n m b e r s o f t h e e n v i r o n m e n t c o n f i g u r a t i o n a n d t h e t r a n s a c t i o n s i n t h e

b l o c k .

5 8 4 5 8 4 &[zk_link_ops[WithdrawOp::OP_CODE as usize].clone(),

↪→ is_correct_chunk_numbers[1].clone()],

5 9 0 5 9 0 zk_link_ops[OrderMatchingOp::OP_CODE as usize].clone(),

5 9 1 5 9 1 zk_link_ops[ForcedExitOp::OP_CODE as usize].clone(),

C V F - 2 0 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e c i r c u i t . r s

D e s c r i p t i o n T h i s f u n c t i o n b e h a v e s d i f f e r e n t l y f o r d i f f e r e n t o p e r a t i o n s a n d i s a w a y o f t h e

c h u n k s t r u c t u r e o f p a r t i c u l a r o p e r a t i o n s . S u c h a p p r o a c h i s v e r y e r r o r - p r o n e .

R e c o m m e n d a t i o n C o n s i d e r m o v i n g a l l o p e r a t i o n - s p e c i f i c l o g i c i n t o f i l e s n a m e d a f t e r p a r -

t i c u l a r o p e r a t i o n s , a n d k e e p i n g o n l y o p e r a t i o n - a g n o s t i c l o g i c h e r e .

C l i e n t C o m m e n t T h i s f u n c t i o n i s r e d u n d a n t . T h e c h e c k f o r t h i s f u n c t i o n h a s a l r e a d y b e e n

d o n e a t t h e c o r r e s p o n d i n g o p .

9 3 7 9 3 7 fn assert_global_assert_account<CS: ConstraintSystem<E>>(

2 9



C V F - 2 2 . I N F O

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e w i t h d r a w . r s

D e s c r i p t i o n T h i s e x t e n d s p u b d a t a _ b i t s w i t h t h e c u r r e n t T X t y p e , w h i c h c o u l d b e d i f f e r e n t

f r o m t h e w i t h d r a w T X t y p e .

R e c o m m e n d a t i o n C o n s i d e r e x t e n d i n g w i t h t h e c o r r e c t w i t h d r a w T X t y p e .

C l i e n t C o m m e n t W i t h z k _ l i n k _ o p s i n b a s e _ f l a g s , c o m p a r e g l o b a l _ v a r i -

a b l e s . c h u n k _ d a t a . t x _ t y p e w i t h a l l t x _ t y p e .

2 2 2 2 pubdata_bits.extend(global_variables.chunk_data.tx_type.get_bits_be

↪→ ()); //TX_TYPE_BIT_WIDTH=8

C V F - 2 3 . I N F O

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e w i t h d r a w . r s

D e s c r i p t i o n T h i s e x t e n d s s e r i a l i z e d _ t x _ b i t s w i t h t h e c u r r e n t T X t y p e , w h i c h c o u l d b e d i f -

f e r e n t f r o m t h e w i t h d r a w T X t y p e .

R e c o m m e n d a t i o n C o n s i d e r e x t e n d i n g w i t h t h e c o r r e c t w i t h d r a w T X t y p e .

C l i e n t C o m m e n t W i t h z k _ l i n k _ o p s i n b a s e _ f l a g s , c o m p a r e g l o b a l _ v a r i -

a b l e s . c h u n k _ d a t a . t x _ t y p e w i t h a l l t x _ t y p e .

5 6 5 6 serialized_withdraw_bits.extend(global_variables.chunk_data.tx_type.

↪→ get_bits_be());

C V F - 2 5 . I N F O

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e o r d e r _ m a t c h i n g . r s

D e s c r i p t i o n T h i s e x t e n d s p u b d a t a _ b i t s w i t h t h e c u r r e n t T X t y p e , w h i c h c o u l d b e d i f f e r e n t

f r o m t h e o r d e r m a t c h i n g T X t y p e .

R e c o m m e n d a t i o n C o n s i d e r e x t e n d i n g w i t h t h e c o r r e c t o r d e r n a t c h i n g T X t y p e .

C l i e n t C o m m e n t W i t h z k _ l i n k _ o p s i n b a s e _ f l a g s , c o m p a r e g l o b a l _ v a r i -

a b l e s . c h u n k _ d a t a . t x _ t y p e w i t h a l l t x _ t y p e .

2 3 2 3 pubdata_bits.extend(global_variables.chunk_data.tx_type.get_bits_be

↪→ ());

3 0



C V F - 2 6 . I N F O

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e o r d e r _ m a t c h i n g . r s

D e s c r i p t i o n T h i s e x t e n d s s e r i a l i z e d _ t x _ b i t s w i t h t h e c u r r e n t T X t y p e , w h i c h c o u l d b e d i f -

f e r e n t f r o m t h e o r d e r m a t c h i n g T X t y p e .

R e c o m m e n d a t i o n C o n s i d e r e x t e n d i n g w i t h t h e c o r r e c t o r d e r m a t c h i n g T X t y p e .

C l i e n t C o m m e n t W i t h z k _ l i n k _ o p s i n b a s e _ f l a g s , c o m p a r e g l o b a l _ v a r i -

a b l e s . c h u n k _ d a t a . t x _ t y p e w i t h a l l t x _ t y p e .

1 1 5 1 1 5 serialized_tx_bits_version.extend(global_variables.chunk_data.

↪→ tx_type.get_bits_be());

C V F - 3 7 . I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e u t i l s . r s

D e s c r i p t i o n T h i s f i l e c o n t a i n s b o t h , c i r c u i t f r a g m e n t s a n d n o r m a l R u s t u t i l i t y f u n c t i o n s .

R e c o m m e n d a t i o n C o n s i d e r s e p a r a t i n g t h e s e t w o c l a s s e s o f u t i l i t i e s i n t o t w o f i l e s .

C l i e n t C o m m e n t T h e n w e ’ l l c o n s i d e r s p l i t t i n g u p .

1 1 // Workspace deps

3 1



C V F - 6 1 . I N F O

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e o r d e r _ m a t c h i n g . r s

D e s c r i p t i o n I t i s u n c l e a r w h y t h i s c h e c k i s n o t n e e d e d a n y m o r e .

C l i e n t C o m m e n t R e m o v i n g t h i s c h e c k i s b e c a u s e t h e p r e s e n c e o f o r d e r i n t h e s t a t e t r e e

i s a w a s t e o f a l a y e r o f d a t a s t o r a g e , a n d I n e e d t o u p l o a d a l o t m o r e p u b d a t a ( w i t h o u t

u p l o a d i n g i t , I w o n ’ t b e a b l e t o d o l a y e r 2 s t a t e r e c o v e r y ) . F o r t h e o r d e r i n f o r m a t i o n i n t h e

s t a t e t r e e , I o n l y s t o r e t h e n o n c e a n d o r d e r r e s i d u e . T h e p r e v i o u s c h e c k w a s j u s t t o m a k e

s u r e t h a t o r d e r s t h a t w e r e n o t c o m p l e t e l y f i l l e d , a n d t h e n s e n t a s e c o n d t i m e w o u l d n o t

b e r e p l a c e d w i t h s o m e t h i n g . S o a f t e r c a r e f u l c o n s i d e r a t i o n , I t h i n k t h e o r d e r h a s h c a n b e

d e l e t e d .

1 4 3 -self.check_order_hash(

1 4 4 - cs.namespace(||"is_correct_order_hash_when_not_update"),

1 4 5 - pre_branch,

1 4 6 - &is_none_residue,

1 4 7 - &is_refresh_order,

1 4 8 - &zk_link_ops[OrderMatchingOp::OP_CODE as usize],

1 4 9 - is_correct_chunk_numbers,

1 5 0 - &serialized_order_bits_0,

1 5 1 - &serialized_order_bits_1,

1 5 2 -)?;

C V F - 6 2 . I N F O

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e L a y e r Z e r o B r i d g e . s o l

D e s c r i p t i o n T h e c a l l i n s i d e t h e l o o p s e n d s t h e w h o l e c o n t r a c t ’s b a l a n c e s o m e w h e r e , w h i l e

t h e l a s t l i n e r e q u i r e s t h e c o n t r a c t ’s b a l a n c e t o b e a t l e a s t n o n - n e g a t i v e . T h i s i s p o s s i b l e

o n l y w h e n t h e l o o p b o d y w a s e x e c u t e d z e r o t i m e s .

C l i e n t C o m m e n t T h e e n d p o i n t o f L a y e r Z e r o n e e d s t o s e t a r e f u n d a d d r e s s w h e n s e n d i n g

a m e s s a g e . W h e n t h e p a i d e t h e x c e e d s t h e a c t u a l r e q u i r e m e n t , t h e e x c e s s e t h w i l l b e

r e f u n d e d . H e r e w e u s e t h e c o n t r a c t a d d r e s s o f L a y e r Z e r o B r i d g e a s t h e r e f u n d a d d r e s s ,

s o e x c e s s e t h w i l l b e r e t u r n e d t o t h i s a d d r e s s i n e a c h c y c l e .

1 2 0 +for (uint i = 0; i < dstChainIds.length - 1; ++i) { // overflow is

↪→ impossible

1 2 1 + _bridgeZkLinkBlockProgress(syncHash, progress, dstChainIds[i],

↪→ payable(address(this)), zroPaymentAddress, adapterParams,

↪→ address(this).balance);

1 2 2 +}

1 2 4 +require(address(this).balance > originBalance, "Msg value is not 

↪→ enough for the last send");

3 2



C V F - 6 3 . I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e c i r c u i t . r s

R e c o m m e n d a t i o n C o n s i d e r c a l l i n g t h i s f u n c t i o n i n e a c h o p e r a t i o n - s p e c i f i c c a l l i n o r d e r

t o d i s t i n g u i s h b e t w e e n t h e t w o c a s e s : w h e n w e h a v e t o c h e c k t h e p r e v . b r a n c h b e c o m e s

p o s t . b r a n c h , a n d w h e n w e d o n o t

3 8 1 3 8 1 fn contains_double_account_modules(&self) -> bool {

C V F - 6 4 . I N F O

• C a t e g o r y O v e r f l o w / U n d e r f l o w • S o u r c e c i r c u i t . r s

D e s c r i p t i o n U n d e r f l o w i s p o s s i b l e h e r e .

R e c o m m e n d a t i o n C o n s i d e r w o r k i n g w i t h a d d i t i o n i n s t e a d .

C l i e n t C o m m e n t I ’ m a s s u m i n g u n d e r f l o w , a n d i t d o e s n ’ t p a s s t h e e q u a l c h e c k . T h e r e i s n o

t o k e n i d a s l a r g e a s i n t h e u n d e r f l o w c a s e .

6 3 0 6 3 0 let real_l1_token = Expression::from(op_data[CommonArgs::L1Token].

↪→ get_number()) - Expression::u64::<CS>(USDX_TOKEN_ID_RANGE as

↪→ u64);

3 3



C V F - 6 5 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e d e p o s i t . r s

D e s c r i p t i o n T h e s e v a r i a b l e s a r e n o t r a n g e - c h e c k e d a g a i n s t t h e e x p e c t e d b i t l e n g t h s .

R e c o m m e n d a t i o n C o n s i d e r a s s e r t i n g .

C l i e n t C o m m e n t I d o n ’ t t h i n k t h e r e a r e a n y o v e r f l o w i s s u e s h e r e , t h e d a t a i s h a n d l e d b y

t h e s t a t e h a n d l e r , a n d t h e t y p e c o n v e r s i o n s a r e s m a l l t o l a r g e .

1 6 1 1 6 1 let account_id_fe = Fr::from_u64(deposit.account_id as u64);

1 6 2 1 6 2 let global_account_id_fe = Fr::from_u64(*GLOBAL_ASSET_ACCOUNT_ID as

↪→ u64);

1 6 3 1 6 3 let chain_id_fe = Fr::from_u64(deposit.chain_id as u64);

1 6 4 1 6 4 let l1_source_token_fe = Fr::from_u64(deposit.l1_source_token as u64

↪→ );

1 6 5 1 6 5 let l2_target_token_fe = Fr::from_u64(deposit.l2_target_token as u64

↪→ );

1 6 6 1 6 6 let l1_source_token_after_mapping = Fr::from_u64(deposit.

↪→ l1_source_token_after_mapping as u64);

1 6 7 1 6 7 let amount_as_field_element = Fr::from_big_uint(deposit.amount.into

↪→ ());

C V F - 6 6 . I N F O

• C a t e g o r y O v e r f l o w / U n d e r f l o w • S o u r c e o r d e r _ m a t c h i n g . r s

D e s c r i p t i o n O v e r f l o w h e r e m a y c a u s e f a l s e p o s i t i v e .

C l i e n t C o m m e n t T h e r e ’s n o t t h a t m u c h t o o v e r f l o w .

6 7 0 6 7 0 Expression::from(op_data[OrderMatchingArgs::ExpectQuoteAmount].

↪→ get_number()) +

6 7 1 6 7 1 op_data[OrderMatchingArgs::ExpectBaseAmount].get_number(),

3 4



C V F - 6 7 . I N F O

• C a t e g o r y D o c u m e n t a t i o n • S o u r c e d e p o s i t . r s

D e s c r i p t i o n T h e s a m e a s s i g n m e n t w a s d o n e f o r w i t n e s s i n c h u n k 2 b u t n o t v e r i f i e d h e r e .

R e c o m m e n d a t i o n C o n s i d e r e x p l a i n i n g t h e i n c o n s i s t e n c y i n t h e c o m m e n t .

C l i e n t C o m m e n t T h i s i s e x p l a i n e d i n t h e d o c u m e n t h t t p s : / / p r e v i e w - d o c s . z k . l i n k / d o c s / d e -

v e l o p e r / t e r m i n o l o g y / # g l o b a l - a s s e t s - a c c o u n t , I w i l l b e r i g h t h e r e t o a d d a c o m m e n t .

9 7 9 7 chunk1_valid_flags.push(CircuitElement::equals(

9 8 9 8 cs.namespace(|| "DepositArgs::ChainId == cur.sub_account_id in 

↪→ chunk1"),

9 9 9 9 &op_data[DepositArgs::ChainId],

1 0 0 1 0 0 &cur.sub_account_id,

1 0 1 1 0 1 )?);

C V F - 6 8 . I N F O

• C a t e g o r y O v e r f l o w / U n d e r f l o w • S o u r c e c h a n g e _ p u b k e y _ o f f c h a i n . r s

D e s c r i p t i o n T h e s e v a r i a b l e s a r e n o t r a n g e - c h e c k e d a g a i n s t t h e e x p e c t e d b i t l e n g t h s .

R e c o m m e n d a t i o n C o n s i d e r a s s e r t i n g .

C l i e n t C o m m e n t T h e s e c h e c k s a r e d o n e i n t h e s t a t e h a n d l e r .

1 4 8 1 4 8 let account_id_fe = Fr::from_u64(change_pubkey_offcahin.account_id

↪→ as u64);

1 4 9 1 4 9 let sub_account_id_fe = Fr::from_u64(change_pubkey_offcahin.

↪→ sub_account_id as u64);

1 5 0 1 5 0 let temp_account_id_fe = Fr::from_u64(change_pubkey_offcahin.

↪→ temp_account_id as u64);

1 5 1 1 5 1 let validator_account_id_fe = Fr::from_u64(*FEE_ACCOUNT_ID as u64);

1 5 3 1 5 3 let fee_token_fe = Fr::from_u64(change_pubkey_offcahin.fee_token as

↪→ u64);

3 5



C V F - 6 9 . I N F O

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e u t i l s . r s

D e s c r i p t i o n T h i s b i t i s a l w a y s f a l s e w h e n F R i s 2 5 5 b i t s o r s h o r t e r .

C l i e n t C o m m e n t T h i s i s n o t a l w a y s f a l s e , t h i s b i t i s e q u i v a l e n t t o t h e p a r i t y o f t h e n u m b e r .

1 0 6 1 0 6 sig_r_packed_bits.push(signature_r_x_be_bits[FR_BIT_WIDTH_PADDED -

↪→ 1]);

C V F - 7 0 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e u t i l s . r s

D e s c r i p t i o n C o n v e r s i o n t o a f l o a t i n g p o i n t n u m b e r m a y l o o s e p r e c i s i o n , t h u s t h e u n -

p a c k e d n u m b e r m , m a y d i f f e r f r o m t h e o r i g i n a l o n e .

R e c o m m e n d a t i o n C o n s i d e r r e p l a c i n g t h i s s t r i c t c h e c k w i t h a r a n g e c h e c k .

C l i e n t C o m m e n t W e c h e c k i f t h e v a l u e i s p a c k a b l e a s s o o n a s t h e t r a n s a c t i o n e n t e r s

l a y e r 2 . N o n - p a c k a b l e t r a n s a c t i o n s w i l l b e r e t u r n e d .

5 8 4 5 8 4 let is_correct_a = CircuitElement::equals(

5 8 5 5 8 5 cs.namespace(|| "a != a_unpacked"),

5 8 6 5 8 6 a,

5 8 7 5 8 7 &a_unpacked,

5 8 8 5 8 8 )?;

C V F - 7 1 . F I X E D

• C a t e g o r y D o c u m e n t a t i o n • S o u r c e s i g n a t u r e . r s

R e c o m m e n d a t i o n C o n s i d e r m a k i n g t h i s a s s u m p t i o n e x p l i c i t i n t h e f u n c t i o n d o c u m e n t a -

t i o n .

C l i e n t C o m m e n t A d o p t e d .

3 7 0 3 7 0 // only order of R is checked. Public key and generator can be

↪→ guaranteed to be in proper group!

3 6



C V F - 7 2 . F I X E D

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e t r a n s f e r . r s

D e s c r i p t i o n T h e s a m e d a t a i s a d d e d t w i c e .

C l i e n t C o m m e n t T h i s f u n c t i o n h a s b e e n d e p r e c a t e d .

1 5 7 1 5 7 append_be_fixed_width(

1 5 8 1 5 8 &mut sig_bits,

1 5 9 1 5 9 &self.before.witness.account_witness.pub_key_hash.unwrap(),

1 6 0 1 6 0 NEW_PUBKEY_HASH_WIDTH,

1 6 1 1 6 1 );

1 6 2 1 6 2 append_be_fixed_width(

1 6 3 1 6 3 &mut sig_bits,

1 6 4 1 6 4 &self.before.witness.account_witness.pub_key_hash.unwrap(),

1 6 5 1 6 5 NEW_PUBKEY_HASH_WIDTH,

1 6 6 1 6 6 );

3 7



C V F - 7 3 . I N F O

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e t r a n s f e r _ t o _ n e w . r s

D e s c r i p t i o n T h e s i g n e d d a t a f o r m a t f o r a t r a n s f e r t o n e w t r a n s a c t i o n d i f f e r s f r o m t h e

s i g n e d d a t a f o r m a t f o r a t r a n s f e r t r a n s a c t i o n . T h i s m e a n s t h a t t h e s e n d e r n e e d s t o c h o o s e

b e t w e e n t h e s e t w o t r a n s a c t i o n t y p e s , r a t h e r t h a n t h e o p e r a t o r . I f t w o u s e r s s i g n t w o

t r a n s f e r t o n e w t r a n s a c t i o n s t o t h e s a m e n e w a d d r e s s , o n l y o n e o f t h e s e t r a n s a c t i o n

c o u l d b e s u c c e s s f u l l y e x e c u t e d .

R e c o m m e n d a t i o n C o n s i d e r u s i n g t h e s a m e s i g n e d d a t a f o r m a t f o r b o t h t r a n s a c t i o n s .

C l i e n t C o m m e n t A l t h o u g h t h e t r a n s a c t i o n c o n s t r u c t i o n c o d e s o f T r a n s f e r a n d T r a n s f e r -

T o N e w l o o k d i f f e r e n t , i n f a c t , e v e r y f i e l d a n d l e n g t h a r e i d e n t i c a l a n d o n e - t o - o n e c o r -

r e s p o n d i n g . I n t h e a c t u a l c o n s t r u c t i o n , t x _ t y p e o f T r a n s f e r T o N e w w i l l a l s o b e u s e d a s

t x _ c o d e o f T r a n f e r . T h i s e n s u r e s t h a t t h e T r a n s f e r t r a n s a c t i o n f o r m a t i s u n i q u e ; T h i s i s

b e c a u s e T r a n s f e r T o N e w i n v o l v e s c r e a t i n g a n e w a c c o u n t a n d p u b d a t a i n v o l v e s l i n k i n g t o

N e w A d d r e s s .

5 7 5 7 serialized_tx_bits.extend(tx_code.get_bits_be());

5 8 5 8 serialized_tx_bits.extend(cur.account_id.get_bits_be());

5 9 5 9 serialized_tx_bits.extend(op_data[TransferToNewArgs::

↪→ FromSubAccountId].get_bits_be());

6 0 6 0 serialized_tx_bits.extend(op_data[TransferToNewArgs::NewAddress].

↪→ get_bits_be());

6 1 6 1 serialized_tx_bits.extend(op_data[TransferToNewArgs::ToSubAccountId

↪→ ].get_bits_be());

6 2 6 2 serialized_tx_bits.extend(cur.token.get_bits_be());

6 3 6 3 serialized_tx_bits.extend(op_data[TransferToNewArgs::AmountPacked].

↪→ get_bits_be());

6 4 6 4 serialized_tx_bits.extend(op_data[TransferToNewArgs::FeePacked].

↪→ get_bits_be());

6 5 6 5 serialized_tx_bits.extend(cur.account.nonce.get_bits_be());

6 6 6 6 serialized_tx_bits.extend(op_data[TransferToNewArgs::Timestamp].

↪→ get_bits_be());

3 8



C V F - 7 4 . F I X E D

• C a t e g o r y F l a w • S o u r c e f u l l _ e x i t . r s

D e s c r i p t i o n T h e f u l l e x i t t r a n s a c t i o n d o e s n ’ t u p d a t e n o n c e , b u t s t i l l p e r f o r m s a n o n c e

o v e r f l o w c h e c k . T h i s m a k e s i t i m p o s s i b l e t o w i t h d r a w f u n d s f r o m a n a c c o u n t w i t h m a x e d

n o n c e .

C l i e n t C o m m e n t R e m o v e d .

5 6 5 6 chunk0_valid_flags.push(no_nonce_overflow(

5 7 5 7 cs.namespace(|| "no nonce overflow"),

5 8 5 8 cur.account.nonce.get_number(),

5 9 5 9 )?);

C V F - 7 5 . F I X E D

• C a t e g o r y P r o c e d u r a l • S o u r c e f u l l _ e x i t . r s

R e c o m m e n d a t i o n T h i s c h e c k c o u l d h a v e b e e n d o n e i n t h e ‘ a > b ‘ c h e c k f o r w h i c h t h e t a r g e t

b a l a n c e s h o u l d b e ‘ a ‘ a n d a m o u n t s h o u l d b e ‘ b ‘ .

C l i e n t C o m m e n t A d o p t e d .

8 2 8 2 let is_balance_lt_surplus = CircuitElement::less_than_fixed(

8 3 8 3 cs.namespace(||"is balance less than surplus" ),

8 4 8 4 &user_balance,

8 5 8 5 &op_data[FullExitArgs::TargetChainSurplus],

8 6 8 6 )?;

3 9



C V F - 7 6 . I N F O

• C a t e g o r y O v e r f l o w / U n d e r f l o w • S o u r c e f o r c e d _ e x i t . r s

D e s c r i p t i o n T h e s e v a r i a b l e s a r e n o t r a n g e - c h e c k e d a g a i n s t t h e e x p e c t e d b i t l e n g t h s .

R e c o m m e n d a t i o n C o n s i d e r a s s e r t i n g .

C l i e n t C o m m e n t T h e r e a r e n o o v e r f l o w i s s u e s , a n d d a t a o u t o f b o u n d s i s c h e c k e d b y t h e

s t a t e h a n d l e r m o d u l e a n d t y p e s e r i a l i z a t i o n .

2 0 4 2 0 4 let account_address_initiator_fe = Fr::from_u64(forced_exit.

↪→ initiator_account_id as u64);

2 0 5 2 0 5 let account_address_target_fe = Fr::from_u64(forced_exit.

↪→ target_account_id as u64);

2 0 6 2 0 6 let l2_source_token_fe = Fr::from_u64(forced_exit.l2_source_token as

↪→ u64);

2 0 7 2 0 7 let l1_target_token_fe = Fr::from_u64(forced_exit.l1_target_token as

↪→ u64);

2 0 8 2 0 8 let l1_target_token_after_mapping = Fr::from_u64(forced_exit.

↪→ l1_target_token_after_mapping as u64);

2 0 9 2 0 9 let fee_token_fe = Fr::from_u64(forced_exit.fee_token as u64);

2 1 0 2 1 0 let amount_as_field_element = Fr::from_big_uint(forced_exit.amount.

↪→ into());

2 1 1 2 1 1 let target_sub_account_id = Fr::from_u64(forced_exit.

↪→ target_sub_account_id as u64);

2 1 2 2 1 2 let initiator_sub_account_id = Fr::from_u64(forced_exit.

↪→ initiator_sub_account_id as u64);

2 1 3 2 1 3 let chain_id = Fr::from_u64(forced_exit.chain_id as u64);

C V F - 7 7 . I N F O

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e e l e m e n t . r s

R e c o m m e n d a t i o n S h o u l d b e ” C A P A C I T Y ” i n s t e a d o f ” N U M _ B I T S ” .

C l i e n t C o m m e n t T h i s s h o u l d b e N U M _ B I T S , a n d w e s h o u l d a l l o w a l l p o s s i b l e v a l u e s o f

S C A L A R f i l e d t o b e a c c e p t e d .

8 2 8 2 assert!(witness_bits.len() <= E::Fr::NUM_BITS as usize);

4 0



C V F - 7 8 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e f u l l _ e x i t . r s

D e s c r i p t i o n T h i s s h o u l d b e d o n e o n l y w h e n ” i s _ s u c c e s s ” i s t r u e .

C l i e n t C o m m e n t W h e n i s _ s u c c e s s i s f a l s e , e x i t _ a m o u n t i s N o n e , a n d e v e n t u a l l y u n -

w r a p _ o r _ d e f a u l t i s c a l l e d , e x i t _ a m o u n t = 0 , s o I g o t r i d o f i s _ s u c c e s s .

2 2 1 2 2 1 |bal| bal.value.sub_assign(&full_exit.exit_amount),

4 1



9 M i n o r I s s u e s

C V F - 7 9 . F I X E D

• C a t e g o r y P r o c e d u r a l • S o u r c e e x i t _ c i r c u i t . r s

D e s c r i p t i o n T h e w a y h o w a z e r o e l e m e n t i s o b t a i n e d i s d i f f e r e n t f r o m c i r c u i t . r s .

R e c o m m e n d a t i o n C o n s i d e r u s i n g t h e s a m e a p p r o a c h i n b o t h c i r c u i t s .

C l i e n t C o m m e n t A d o p t e d .

2 6 2 6 let zero = AllocatedNum::zero(cs.namespace(||"zero"))?;

C V F - 8 0 . I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e e x i t _ c i r c u i t . r s

D e s c r i p t i o n M u l t i p l i c a t i o n a f t e r d i v i s i o n c o u l d l e a d t o p r e c i s i o n d e g r a d a t i o n .

R e c o m m e n d a t i o n C o n s i d e r m u l t i p l y i n g b e f o r e d i v i s i o n .

C l i e n t C o m m e n t T h e 1 8 p r e c i s i o n u s e d h e r e i s h i g h e n o u g h .

1 5 7 1 5 7 let withdraw_ratio = div_enforce(

1 6 3 1 6 3 let amount = multiply_enforce(

C V F - 8 1 . F I X E D

• C a t e g o r y P r o c e d u r a l • S o u r c e e x i t _ c i r c u i t . r s

D e s c r i p t i o n T h i s c o n s t a n t i s f i e l d s p e c i f i c .

R e c o m m e n d a t i o n C o n s i d e r n a m i n g i t a n d p u t t i n g i n t o a c o m m o n f i l e .

C l i e n t C o m m e n t A d d e d c o n s t a n t B N 2 5 6 _ M A S K .

3 3 9 3 3 9 hash_result[0] &= 0x1f; // temporary solution, this nullifies top

↪→ bits to be encoded into field element correctly

4 2



C V F - 8 2 . F I X E D

• C a t e g o r y B a d d a t a t y p e • S o u r c e c i r c u i t . r s

R e c o m m e n d a t i o n T h e s e n u m b e r s s h o u l d b e n a m e d c o n s t a n t s .

C l i e n t C o m m e n t A d o p t e d .

1 4 4 1 4 4 data[DepositOp::OP_CODE as usize] = vec![zero.clone(); 2];

1 4 5 1 4 5 data[TransferToNewOp::OP_CODE as usize] = vec![zero.clone(); 2];

1 4 6 1 4 6 data[WithdrawOp::OP_CODE as usize] = vec![zero.clone(); 2];

1 4 7 1 4 7 data[TransferOp::OP_CODE as usize] = vec![zero.clone(); 2];

1 4 8 1 4 8 data[FullExitOp::OP_CODE as usize] = vec![zero.clone(); 2];

1 4 9 1 4 9 data[ChangePubKeyOp::OP_CODE as usize] = vec![zero.clone(); 2];

1 5 0 1 5 0 data[ForcedExitOp::OP_CODE as usize] = vec![zero.clone(); 2];

1 5 1 1 5 1 data[OrderMatchingOp::OP_CODE as usize] = vec![zero.clone(); 3];

C V F - 8 3 . I N F O

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e c i r c u i t . r s

D e s c r i p t i o n T h i s d o e s n ’ t g u a r a n t e e t h a t a l l t h e h o l d e r s a r e a c t u a l l y a l l o c a t e d . R e m o v i n g

a n y o f t h e l i n e s 1 4 3 . . 1 5 1 w o u n d l t b r e a k t h i s c h e c k .

C l i e n t C o m m e n t T h i s i s j u s t a b a s i c o p q u a n t i t y c h e c k .

1 5 5 1 5 5 assert_eq!(pubdata_holder.len(),

↪→ ALL_DIFFERENT_TRANSACTIONS_TYPE_NUMBER);

C V F - 8 4 . I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e c i r c u i t . r s

R e c o m m e n d a t i o n ‘ 7 ‘ s h o u l d b e a n a m e d c o n s t a n t .

C l i e n t C o m m e n t I t ’ s w e i r d t o u s e a c o n s t a n t f o r 7 h e r e , b u t o u r g o a l i s t o o n l y s e t t h e f i r s t

b y t e t o 1 .

2 1 1 2 1 1 block_onchain_op_offset_bits.extend(vec![Boolean::constant(false);

↪→ 7]);

4 3



C V F - 8 5 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e c i r c u i t . r s

D e s c r i p t i o n U s i n g 8 b i t s f o r a f l a g l o o k s r e d u n d a n t .

R e c o m m e n d a t i o n C o n s i d e r u s i n g 1 b i t p e r f l a g .

C l i e n t C o m m e n t I t ’ s e a s i e r t o u s e b y t e s i n t h e c o n t r a c t .

2 1 1 2 1 1 block_onchain_op_offset_bits.extend(vec![Boolean::constant(false);

↪→ 7]);

C V F - 8 6 . F I X E D

• C a t e g o r y B a d n a m i n g • S o u r c e c i r c u i t . r s

D e s c r i p t i o n T h e v a r i a b l e n a m e ” p r e _ s t a t e _ r o o t ” i s v e r y s i m i l a r t o t h e n a m e o f a n o t h e r

v a r i a b l e : ” p r e v _ s t a t e _ r o o t ” .

R e c o m m e n d a t i o n C o n s i d e r u s i n g m o r e d i s t i n c t n a m e s .

C l i e n t C o m m e n t M o d i f i e d .

2 6 1 2 6 1 let (pre_state_root, _, _) = check_account_data(

C V F - 8 7 . I N F O

• C a t e g o r y B a d n a m i n g • S o u r c e c i r c u i t . r s

R e c o m m e n d a t i o n T h e n a m e i s c o n f u s i n g , a s i t s v a l u e i s a c t u a l l y t h e c u r r e n t c h u n k .

C l i e n t C o m m e n t T h i s i s i n d e e d t h e n u m b e r u s e d t o d e s c r i b e t h e n e x t c h u n k .

4 0 8 4 0 8 next_chunk_number: &AllocatedNum<E>,

4 4



C V F - 8 8 . I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e c i r c u i t . r s

R e c o m m e n d a t i o n T h e s e f u n c t i o n s c a n b e p r e c o m p u t e d f o r a l l o p e r a t i o n s

C l i e n t C o m m e n t T h i s f u n c t i o n i s d e f i n e d b y g e n e r i c s a n d c a n n o t b e p r e c o m p u t e d .

4 1 7 4 1 7 let max_chunks_powers = generate_powers(

4 1 8 4 1 8 cs.namespace(|| "generate powers of max chunks"),

4 1 9 4 1 9 tx_type.get_number(),

4 2 0 4 2 0 ALL_DIFFERENT_TRANSACTIONS_TYPE_NUMBER,

4 2 1 4 2 1 )?;

4 2 2 4 2 2

4 2 3 4 2 3 let max_chunks_last_coeffs = generate_maxchunk_polynomial::<E>();

C V F - 8 9 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e c i r c u i t . r s

R e c o m m e n d a t i o n C o n s i d e r r e f a c t o r i n g t h e c o d e s o t h a t t h e e q u a l i t y o f ( a , b ) i s n o t

n e e d e d a c r o s s o p _ d a t a .

C l i e n t C o m m e n t N o t s u r e w h a t t h e p r o b l e m i s h e r e .

5 8 2 5 8 2 let withdraw_second = multi_and(

5 8 3 5 8 3 cs.namespace(|| "withdraw_second"),

5 8 4 5 8 4 &[zk_link_ops[WithdrawOp::OP_CODE as usize].clone(),

↪→ is_correct_chunk_numbers[1].clone()],

5 8 5 5 8 5 )?;

5 8 7 5 8 7 let skip_check_a_and_b = multi_or(

5 8 8 5 8 8 cs.namespace(|| "skip_check_a_and_b"),

5 8 9 5 8 9 &[

5 9 0 5 9 0 zk_link_ops[OrderMatchingOp::OP_CODE as usize].clone(),

5 9 1 5 9 1 zk_link_ops[ForcedExitOp::OP_CODE as usize].clone(),

5 9 2 5 9 2 withdraw_second,

5 9 3 5 9 3 ],

4 5



C V F - 9 0 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e c i r c u i t . r s

D e s c r i p t i o n H e r e a c o n s t a n t i s c o n v e r t e d t o a c i r c u i t e l e m e n t a t r u n t i m e .

R e c o m m e n d a t i o n C o n s i d e r d o i n g a t c o m p i l e t i m e .

C l i e n t C o m m e n t A d o p t e d .

6 5 3 6 5 3 let usdx_tokene_id_upper_bound = CircuitElement::

↪→ from_fe_with_known_length(

C V F - 9 1 . F I X E D

• C a t e g o r y B a d d a t a t y p e • S o u r c e c i r c u i t . r s

R e c o m m e n d a t i o n T h i s s h o u l d b e a n a m e d c o n s t a n t .

C l i e n t C o m m e n t A d o p t e d .

6 5 6 6 5 6 8

4 6



C V F - 9 2 . F I X E D

• C a t e g o r y P r o c e d u r a l • S o u r c e c i r c u i t . r s

R e c o m m e n d a t i o n T h e s i g n a t u r e v e r i f i c a t i o n l o g i c s h o u l d b e m o v e d m o v e d i n t o a s e p a r a t e

f u n c t i o n .

C l i e n t C o m m e n t A d o p t e d .

7 3 6 7 3 6 let public_generator = self

7 3 7 7 3 7 .jubjub_params

7 3 8 7 3 8 .generator(FixedGenerators::SpendingKeyGenerator);

7 4 0 7 4 0 let generator = ecc::EdwardsPoint::witness(

7 4 1 7 4 1 cs.namespace(|| "allocate public generator"),

7 4 2 7 4 2 Some(public_generator.clone()),

7 4 3 7 4 3 self.jubjub_params,

7 4 4 7 4 4 )?;

7 4 5 7 4 5 let (public_generator_x, public_generator_y) = public_generator.

↪→ into_xy();

7 4 6 7 4 6 generator.get_x().assert_number(

7 4 7 7 4 7 cs.namespace(|| "assert generator x is constant"),

7 4 8 7 4 8 &public_generator_x,

7 4 9 7 4 9 )?;

7 5 0 7 5 0 generator.get_y().assert_number(

7 5 1 7 5 1 cs.namespace(|| "assert generator y is constant"),

7 5 2 7 5 2 &public_generator_y,

7 5 3 7 5 3 )?;

7 5 4 7 5 4 let signer_key = unpack_point_if_possible(

7 5 5 7 5 5 cs.namespace(|| "unpack pubkey"),

7 5 6 7 5 6 &op.signer_pub_key_packed,

7 5 7 7 5 7 self.rescue_params,

7 5 8 7 5 8 self.jubjub_params,

7 5 9 7 5 9 )?;

7 6 0 7 6 0 let signature_data = verify_circuit_signature(

7 6 1 7 6 1 cs.namespace(|| "verify circuit signature"),

7 6 2 7 6 2 &op_data,

7 6 3 7 6 3 &signer_key,

7 6 4 7 6 4 &op.signature_data,

7 6 5 7 6 5 self.rescue_params,

7 6 6 7 6 6 self.jubjub_params,

7 6 7 7 6 7 generator,

7 6 8 7 6 8 )?;

7 6 9 7 6 9 (Some(signer_key), Some(signature_data))

4 7



C V F - 9 3 . I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e c i r c u i t . r s

R e c o m m e n d a t i o n T h i s s h o u l d b e a n a m e d c o n s t a n t

C l i e n t C o m m e n t T h i s t y p e i s d e t e r m i n e d b y g e n e r i c s a n d c o n s t a n t c a n n o t b e c r e a t e d .

9 4 7 9 4 7 &AllocatedNum::one::<CS>()

C V F - 9 4 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e c i r c u i t . r s

R e c o m m e n d a t i o n T h i s c a n b e r e p l a c e d b y a s i m p l e c h e c k o f t h r e e v a r i a b l e s b e i n g a l l

e q u a l t o 0 .

C l i e n t C o m m e n t A d o p t e d .

1 0 4 4 1 0 4 4 let is_account_empty = {

C V F - 9 5 . F I X E D

• C a t e g o r y P r o c e d u r a l • S o u r c e c i r c u i t . r s

R e c o m m e n d a t i o n T h i s c o m m e n t s h o u l d b e r e s o l v e d o r r e m o v e d .

C l i e n t C o m m e n t R e m o v e d .

1 0 8 3 1 0 8 3 // TODO: Add AllocatedNum to leaf.

4 8



C V F - 9 6 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e c i r c u i t . r s

R e c o m m e n d a t i o n T h i s f u n c t i o n c o u l d b e s i m p l i f i e d . J u s t c o n s t r u c t a s e r i e s o f p o l y n o m i -

a l s P 1 , P 2 , . . . , P n s u c h t h a t P i ( i ) = 1 , a n d P i ( j ) = 0 f o r j i n { 1 , 2 , . . . , i - 1 , i + 1 , . . . , n } . T h e n

c a l c u l a t e t h e r e s u l t a s : P 1 ( c ) c 1 + P 2 ( c ) c 2 + . . . + P n ( c ) c n . H e r e c i s t h e c h u n k n u m b e r

t o s e l e c t , a n d c 1 , c 2 , . . . , c n a r e p u b d a t a c h u n k s .

C l i e n t C o m m e n t T h e R e c o m m e n d a t i o n a p p r o a c h d o e s n o t s a v e m u c h c o n s t r a i n t b e -

c a u s e :

• 1 . T h e c a l c u l a t i o n o f e a c h p o l y n o m i a l r e q u i r e s a l i n e a r c o m b i n a t i o n c o n s t r a i n t

• 2 . C a l c u l a t e x ^ 1 , x ^ 2 , . . . , x ^ 3 p o w e r s a l s o r e q u i r e n c o n s t a n t c o n s t r a i n t s

• 3 . P 1 ( c ) c 1 + P 2 ( c ) c 2 + . . . P l u s P n ( c ) c n r e q u i r e s n m u l t i p l i c a t i v e c o n s t r a i n t s p l u s

a l i n e a r c o m b i n a t i o n

S o i t d o e s n ’ t f e e l l i k e i t ’ s r e d u c i n g c o n s t r a i n t s

1 1 7 3 1 1 7 3 pub fn select_pubdata_chunk<E: JubjubEngine, CS: ConstraintSystem<E

↪→ >>(

C V F - 9 7 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e c i r c u i t . r s

R e c o m m e n d a t i o n T h i s f u n c t i o n c o u l d b e s i m p l i f i e d a s : m u l t i _ o r ( x 1 , x 2 , . . . , x n ) = ( x 1 + x 2

+ . . . + x n ) ! = 0

C l i e n t C o m m e n t R e w r i t t e n , m o v e d t o u t i l s . r s l i n e 1 1 9 .

1 2 0 7 1 2 0 7 pub fn multi_or<E: JubjubEngine, CS: ConstraintSystem<E>>(

C V F - 9 8 . F I X E D

• C a t e g o r y P r o c e d u r a l • S o u r c e c i r c u i t . r s

R e c o m m e n d a t i o n T h i s l o w - l e v e l u t i l i t y f u n c t i o n s h o u l d b e m o v e d t o s o m e o t h e r f i l e .

C l i e n t C o m m e n t M o v e d t o u t i l s . r s l i n e 1 1 9 .

1 2 0 7 1 2 0 7 pub fn multi_or<E: JubjubEngine, CS: ConstraintSystem<E>>(

4 9



C V F - 9 9 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e c i r c u i t . r s

R e c o m m e n d a t i o n T h e s e v a l u e s c o u l d b e p r e c a l c u l a t e d .

C l i e n t C o m m e n t T h i s f u n c t i o n i s d e f i n e d b y g e n e r i c s a n d c a n n o t b e p r e c o m p u t e d .

1 2 3 2 1 2 3 2 let empty_node_hashes = calculate_empty_account_tree_hashes::<E>(

↪→ params, tree_depth);

C V F - 1 0 0 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e c i r c u i t . r s

R e c o m m e n d a t i o n T h i s f u n c t i o n c a n b e p r e c o m p u t e d .

C l i e n t C o m m e n t T h i s f u n c t i o n i s d e f i n e d b y g e n e r i c s a n d c a n n o t b e p r e c o m p u t e d .

1 2 5 8 1 2 5 8 fn generate_maxchunk_polynomial<E: JubjubEngine>() -> Vec<E::Fr> {

C V F - 1 0 1 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e d e p o s i t . r s

D e s c r i p t i o n D a t a l o s s i s p o s s i b l e w h e n c o n v e r t i n g t y p e s h e r e .

R e c o m m e n d a t i o n C o n s i d e r u s i n g c h e c k e d c o n v e r s i o n .

C l i e n t C o m m e n t T h e r e i s n o d a t a l o s s h e r e b e c a u s e b o t h d a t a a r e c o n v e r t e d f r o m a s m a l l

t y p e t o a l a r g e t y p e .

3 3 3 3 l2_target_token: *deposit.tx.l2_target_token as u32,

5 0



C V F - 1 0 2 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e d e p o s i t . r s

D e s c r i p t i o n H e r e a v a r i a b l e n a m e c a r r i e s t h e d a t a b i t l e n g t h , w h i c h i s a c o m p i l e - t i m e

c o n s t a n t . I f t h e c o n s t a n t c h a n g e s t h e n t h e v a r i a b l e n a m e s h o u l d c h a n g e .

R e c o m m e n d a t i o n C o n s i d e r p u t t i n g t h e e x p e c t e d b i t l e n g t h i n t o a n i m m u t a b l e v a r i a b l e o f

t h e s t r u c t s o t h a t i t c a n b e m a t c h e d w i t h t h e p r o v i d e d b i t l e n g t h .

4 7 4 7 &self.args.frs_with_1_byte[0].unwrap(),

6 2 6 2 &self.args.frs_with_2_bytes[1].unwrap(),

6 7 6 7 &self.args.frs_with_2_bytes[0].unwrap(),

7 2 7 2 &self.args.frs_with_16_bytes[0].unwrap(),

7 8 7 8 &self.args.frs_with_20_bytes[0].unwrap(),

C V F - 1 0 3 . F I X E D

• C a t e g o r y P r o c e d u r a l • S o u r c e d e p o s i t . r s

R e c o m m e n d a t i o n T h i s c o n s t a n t s h o u l d b e n a m e d .

C l i e n t C o m m e n t A d o p t e d .

9 0 9 0 let mut commitment = vec![false; DepositOp::CHUNKS * 8];

C V F - 1 0 4 . F I X E D

• C a t e g o r y B a d n a m i n g • S o u r c e d e p o s i t . r s

R e c o m m e n d a t i o n C o n s t a n t 0 s h o u l d b e n a m e d .

1 9 5 1 9 5 get_audits(tree, *GLOBAL_ASSET_ACCOUNT_ID, deposit.chain_id, deposit

↪→ .l1_source_token_after_mapping, 0);

2 0 4 2 0 4 (deposit.chain_id, deposit.l1_source_token_after_mapping, 0),

5 1



C V F - 1 0 5 . F I X E D

• C a t e g o r y P r o c e d u r a l • S o u r c e d e p o s i t . r s

R e c o m m e n d a t i o n C o n s i d e r r e m o v i n g t h i s d a t a .

C l i e n t C o m m e n t R e m o v e d .

2 7 2 2 7 2 frs_with_8_bytes: vec![ // need or not

2 7 3 2 7 3 Some(Fr::zero()), Some(Fr::from_u64(u32::MAX as u64))

2 7 4 2 7 4 ].into(),

C V F - 1 0 6 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e w i t h d r a w . r s

D e s c r i p t i o n O u t p u t t i n g n o t a n a c t u a l n o n c e s e e m s o d d .

R e c o m m e n d a t i o n C o n s i d e r a l w a y s o u t p u t t i n g t h e s i g n e d n o n c e

C l i e n t C o m m e n t C o n s i d e r i n g .

3 7 3 7 pubdata_bits.extend(nonce.get_bits_be()); // NONCE_BIT = 32

C V F - 1 0 7 . F I X E D

• C a t e g o r y D o c u m e n t a t i o n • S o u r c e w i t h d r a w . r s

R e c o m m e n d a t i o n T h i s c o m m e n t l o o k s i n c o r r e c t

6 6 6 6 serialized_withdraw_bits.extend(op_data[WithdrawArgs::IsFastWithDraw

↪→ ].clone().into_padded_be_bits(8)); //ETH_ADDRESS=160

C V F - 1 0 8 . F I X E D

• C a t e g o r y B a d d a t a t y p e • S o u r c e o r d e r _ m a t c h i n g . r s

R e c o m m e n d a t i o n T h i s s h o u l d b e a n a m e d c o n s t a n t .

C l i e n t C o m m e n t A d d e d c o n s t a n t O R D E R S _ B I T _ W I D T H .

1 0 6 1 0 6 orders_bits.resize(1424, Boolean::constant(false));

5 2



C V F - 1 0 9 . F I X E D

• C a t e g o r y R e a d a b i l i t y • S o u r c e o r d e r _ m a t c h i n g . r s

R e c o m m e n d a t i o n n o n e c e → n o n c e

1 8 3 1 8 3 let select_order_nonece = CircuitElement::conditionally_select(

C V F - 1 1 0 . F I X E D

• C a t e g o r y B a d n a m i n g • S o u r c e o r d e r _ m a t c h i n g . r s

R e c o m m e n d a t i o n T h e v a r i a b l e n a m e i s m i s l e a d i n g a s i t c o v e r s c h u n k s z e r o a n d o n e ,

r a t h e r t h a n j u s t z e r o .

2 6 1 2 6 1 let is_sub_account_correct_in_chunk_0 = multi_and(

C V F - 1 1 1 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e o r d e r _ m a t c h i n g . r s

R e c o m m e n d a t i o n T h e s e t w o f l a g s c o u l d b e m e r g e d i n t o o n e t h a t i s c a l c u l a t e d f o r t h e

c h u n k s 0 , 1 , a n d 2 .

C l i e n t C o m m e n t T h e f e e l i n g h e r e i s t h a t c h u n k 2 c a n n o t b e m e r g e d i n t o c h u n k 1 o r 2 , a n d

t h e s i t u a t i o n i s d i f f e r e n t .

2 6 1 2 6 1 let is_sub_account_correct_in_chunk_0 = multi_and(

2 6 5 2 6 5 let is_sub_account_correct_in_chunk_2 = multi_and(

C V F - 1 1 2 . F I X E D

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e o r d e r _ m a t c h i n g . r s

D e s c r i p t i o n S h o u l d i t b e ‘ c h u n k 0 , 3 ” ?

3 0 7 3 0 7 cs.namespace(|| "select post token in chunk0-2"),

5 3



C V F - 1 1 3 . F I X E D

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e o r d e r _ m a t c h i n g . r s

D e s c r i p t i o n T h i s v a r i a b l e i s a l w a y s t r u e a s t w o f l a g s m a y n e v e r b e e q u a l d u e t o ‘ m a t c h -

i n g _ t r a d i n g _ r e l a t i o n s h i p ‘ f l a g e n f o r c e m e n t .

C l i e n t C o m m e n t F i x e d M a k e r I s S e l l t o M a k e r S l o t I d . F i x e d T a k e r I s S e l l t o T a k e r S l o t I d .

3 3 7 3 3 7 let is_different_slot = CircuitElement::equals(

3 3 8 3 3 8 cs.namespace(|| "is different slot"),

3 3 9 3 3 9 &op_data[OrderMatchingArgs::MakerIsSell],

3 4 0 3 4 0 &op_data[OrderMatchingArgs::TakerIsSell],

3 4 1 3 4 1 )?.not();

C V F - 1 1 4 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e o r d e r _ m a t c h i n g . r s

D e s c r i p t i o n T h i s i s a l w a y s e q u a l t o i s _ s e l f _ s w a p ( s e e a b o v e )

3 4 2 3 4 2 let is_self_swap_and_different_slot = Boolean::and(

C V F - 1 1 5 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e o r d e r _ m a t c h i n g . r s

D e s c r i p t i o n T h i s i s a l w a y s t r u e ( s e e a b o v e )

3 4 7 3 4 7 boolean_or(

3 4 8 3 4 8 cs.namespace(|| "if is_self_swap {is_different_slot}"),

3 4 9 3 4 9 &is_self_swap_and_different_slot,

3 5 0 3 5 0 &is_self_swap.not()

3 5 1 3 5 1 )?
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C V F - 1 1 6 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e o r d e r _ m a t c h i n g . r s

D e s c r i p t i o n T h e r e i s n o n e e d t o c h e c k t h i s i n e v e r y c h u n k .

R e c o m m e n d a t i o n C o n s i d e r c h e c k i n g o n l y i n o n e c h u n k .

C l i e n t C o m m e n t A d o p t e d .

3 9 5 3 9 5 base_flags.push(is_price_ok.clone());

C V F - 1 1 7 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e d e p o s i t . r s

R e c o m m e n d a t i o n C o n s t a n t D e p o s i t O p : : C H U N K S s h o u l d b e u s e d h e r e .

C l i e n t C o m m e n t C o n s i d e r i n g .

1 3 4 1 3 4 &[is_chunk0_valid, is_chunk1_valid, is_chunk2_valid,

↪→ is_correct_chunk_numbers[3].clone()],

C V F - 1 1 8 . F I X E D

• C a t e g o r y D o c u m e n t a t i o n • S o u r c e c h a n g e _ p u b k e y _ o f f c h a i n . r s

D e s c r i p t i o n T h e r o l e o f t h i s f i e l d i s u n c l e a r .

R e c o m m e n d a t i o n C o n s i d e r d o c u m e n t i n g .

C l i e n t C o m m e n t R e m o v e d .

7 7 pub temp_account_id: u32,

5 5



C V F - 1 1 9 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e c h a n g e _ p u b k e y _ o f f c h a i n . r s

D e s c r i p t i o n D a t a l o s s i s p o s s i b l e w h e n c o n v e r t i n g t y p e s h e r e .

R e c o m m e n d a t i o n C o n s i d e r u s i n g c h e c k e d c o n v e r s i o n .

C l i e n t C o m m e n t T h e r e i s n o d a t a l o s s h e r e b e c a u s e b o t h d a t a a r e c o n v e r t e d f r o m a s m a l l

t y p e t o a l a r g e t y p e .

4 0 4 0 fee_token: *change_pubkey_offchain.tx.fee_token as u32,

4 2 4 2 nonce: Fr::from_u64(*change_pubkey_offchain.tx.nonce as u64),

C V F - 1 2 0 . F I X E D

• C a t e g o r y B a d d a t a t y p e • S o u r c e c h a n g e _ p u b k e y _ o f f c h a i n . r s

R e c o m m e n d a t i o n T h e i n d i c e s s h o u l d b e n a m e d c o n s t a n t s , o r t h e r e s h o u l d b e a d i a g r a m

i n t h e c o d e e x p l a i n i n g w h y t h e s e e l e m e n t s a r e s e l e c t e d .

5 4 5 4 &self.args.frs_with_1_byte[0].unwrap(),

5 9 5 9 &self.args.frs_with_4_bytes[1].unwrap(),

6 4 6 4 &self.args.frs_with_1_byte[1].unwrap(),

6 9 6 9 &self.args.frs_with_20_bytes[0].unwrap(),

7 4 7 4 &self.args.frs_with_20_bytes[1].unwrap(),

7 9 7 9 &self.args.frs_with_4_bytes[2].unwrap(),

8 9 8 9 &self.args.fees_packed[0].unwrap(),

1 0 2 1 0 2 let mut commitment = vec![false; ChangePubKeyOp::CHUNKS * 8];

1 0 3 1 0 3 commitment[7] = true;
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C V F - 1 2 1 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e c h a n g e _ p u b k e y _ o f f c h a i n . r s

D e s c r i p t i o n H e r e a v a r i a b l e n a m e c a r r i e s t h e d a t a b i t l e n g t h , w h i c h i s a c o m p i l e - t i m e

c o n s t a n t . I f t h e c o n s t a n t c h a n g e s t h e n t h e v a r i a b l e n a m e s h o u l d c h a n g e .

R e c o m m e n d a t i o n C o n s i d e r p u t t i n g t h e e x p e c t e d b i t l e n g t h i n t o a n i m m u t a b l e v a r i a b l e o f

t h e s t r u c t s o t h a t i t c a n b e m a t c h e d w i t h t h e p r o v i d e d b i t l e n g t h

5 4 5 4 &self.args.frs_with_1_byte[0].unwrap(),

5 5 5 5 CHAIN_ID_BIT_WIDTH

5 9 5 9 &self.args.frs_with_4_bytes[1].unwrap(),

6 0 6 0 ACCOUNT_ID_BIT_WIDTH,

6 4 6 4 &self.args.frs_with_1_byte[1].unwrap(),

6 5 6 5 SUB_ACCOUNT_ID_BIT_WIDTH,

6 9 6 9 &self.args.frs_with_20_bytes[0].unwrap(),

7 0 7 0 NEW_PUBKEY_HASH_WIDTH,

7 4 7 4 &self.args.frs_with_20_bytes[1].unwrap(),

7 5 7 5 ETH_ADDRESS_BIT_WIDTH,

7 9 7 9 &self.args.frs_with_4_bytes[2].unwrap(),

8 0 8 0 NONCE_BIT_WIDTH,

C V F - 1 2 2 . I N F O

• C a t e g o r y R e a d a b i l i t y • S o u r c e c h a n g e _ p u b k e y _ o f f c h a i n . r s

R e c o m m e n d a t i o n S h o u l d b e ‘ c h a n g e _ p u b k e y _ o f f c h a i n ‘ .

C l i e n t C o m m e n t H e r e i t f e e l s u n n e c e s s a r y , C h a n g e P u b k e y O f f C h a i n D a t a i s C h a n g e P u b -

k e y O f f C h a i n O p t o C h a n g e P u b k e y O f f C h a i n D a t a W i t n e s s a n i n t e r m e d i a t e p r o d u c t .

1 4 3 1 4 3 change_pubkey_offcahin: ChangePubkeyOffChainData,
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C V F - 1 2 3 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e c h a n g e _ p u b k e y _ o f f c h a i n . r s

R e c o m m e n d a t i o n T h i s f l a g i s r e d u n d a n t . J u s t d o : c u r . b a l a n c e = c o n d i t i o n a l l y _ s e l e c t (

b a l a n c e - f e e , c o n d i t i o n a l l y _ s e l e c t ( b a l a n c e + f e e , c u r . b a l a n c e , i s _ c h u n k 1 ) , i s _ c h u n k _ 0 ) ;

C l i e n t C o m m e n t A d o p t e d .

1 5 1 1 5 1 let is_valid_first_or_second = boolean_or(

C V F - 1 2 4 . F I X E D

• C a t e g o r y P r o c e d u r a l • S o u r c e u t i l s . r s

R e c o m m e n d a t i o n T h i s i s s u e s h o u l d b e r e m o v e d o r r e s o l v e d

C l i e n t C o m m e n t R e m o v e d .

6 8 6 8 // TODO: handle the case where it is not valid (ZKS-101)

6 9 6 9 // if !is_valid_signature {

7 0 7 0 // return None;

7 1 7 1 // }

C V F - 1 2 5 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e u t i l s . r s

D e s c r i p t i o n R e v e r s i n g t w i c e i s s u b o p t i m a l .

R e c o m m e n d a t i o n C o n s i d e r r e f a c t o r i n g

C l i e n t C o m m e n t O p t i m i z e d .

9 0 9 0 signature_r_x_be_bits.reverse();

9 6 9 6 signature_r_x_be_bits.reverse();

9 8 9 8 signature_r_y_be_bits.reverse();

1 0 4 1 0 4 signature_r_y_be_bits.reverse();
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C V F - 1 2 6 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e u t i l s . r s

D e s c r i p t i o n T h i s c o d e l a r g e l y d u p l i c a t e s t h a t o f ‘ s i g n _ s h a 2 5 6 ‘ f u n c t i o n .

R e c o m m e n d a t i o n C o n s i d e r r e f a c t o r i n g .

C l i e n t C o m m e n t R e m o v e d .

1 2 4 1 2 4 pub fn sign_sha<E>(

C V F - 1 2 7 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e u t i l s . r s

R e c o m m e n d a t i o n T h i s f u n c t i o n c o u l d b e s i m p l i f i e d a s : m u l t i _ a n d ( x 1 , x 2 , . . . , x n ) = ( x 1 +

x 2 + . . . + x n = = n )

C l i e n t C o m m e n t R e w r i t t e n .

1 6 8 1 6 8 pub fn multi_and<E: Engine, CS: ConstraintSystem<E>>(

C V F - 1 2 8 . I N F O

• C a t e g o r y O v e r f l o w / U n d e r f l o w • S o u r c e u t i l s . r s

D e s c r i p t i o n O v e r f l o w i s p o s s i b l e h e r e .

R e c o m m e n d a t i o n C o n s i d e r a d d i n g a n e x p l i c i t o v e r f l o w c h e c k .

C l i e n t C o m m e n t I f t h i s o v e r f l o w s , t h e u n w r a p w i l l p a n i c .

2 5 8 2 5 8 E::Fr::from_str(&product.to_string()).unwrap()

C V F - 1 2 9 . I N F O

• C a t e g o r y O v e r f l o w / U n d e r f l o w • S o u r c e u t i l s . r s

D e s c r i p t i o n O v e r f l o w i s p o s s i b l e h e r e .

R e c o m m e n d a t i o n C o n s i d e r a d d i n g a n e x p l i c i t o v e r f l o w c h e c k .

C l i e n t C o m m e n t I f t h i s o v e r f l o w s , t h e u n w r a p w i l l p a n i c .

2 7 2 2 7 2 E::Fr::from_str(&quotient.to_string()).unwrap()
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C V F - 1 3 0 . I N F O

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e u t i l s . r s

D e s c r i p t i o n ‘ b ‘ p l a y s n o r o l e i n t h e c o m p u t a t i o n . I s i t o k ?

C l i e n t C o m m e n t b i s g o i n g t o b e i n v o l v e d , b u t b a n d a a r e b o t h a m p l i f i e d v a l u e s .

3 1 7 3 1 7 let product = a.get_number().mul(

C V F - 1 3 1 . I N F O

• C a t e g o r y D o c u m e n t a t i o n • S o u r c e u t i l s . r s

R e c o m m e n d a t i o n C o n s i d e r d o c u m e n t i n g t h a t t h e c a l l e r m u s t e n s u r e t h a t p r e c i s i o n i s n o t

t o o h i g h

C l i e n t C o m m e n t S o f a r , w e h a v e l a y e r 2 w i t h a n a c c u r a c y o f 1 8 .

4 1 7 4 1 7 precision:u64

C V F - 1 3 2 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e t r a n s f e r _ t o _ n e w . r s

D e s c r i p t i o n D a t a l o s s i s p o s s i b l e w h e n c o n v e r t i n g t y p e s h e r e .

R e c o m m e n d a t i o n C o n s i d e r u s i n g c h e c k e d c o n v e r s i o n .

C l i e n t C o m m e n t T o k e n i s u 1 6 , t h e r e i s n o l o s s w h e n c o n v e r t e d t o u 3 2 .

3 6 3 6 token: *transfer_to_new.tx.token as u32,

C V F - 1 3 3 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e t r a n s f e r _ t o _ n e w . r s

R e c o m m e n d a t i o n T h i s c o n s t a n t m u s t b e n a m e d .

C l i e n t C o m m e n t R e m o v e d t h i s f u n c t i o n .

1 8 2 1 8 2 &Fr::from_u64(5u64), //Corresponding tx_type

6 0



C V F - 1 3 4 . I N F O

• C a t e g o r y R e a d a b i l i t y • S o u r c e t r a n s f e r _ t o _ n e w . r s

R e c o m m e n d a t i o n S u b t r a c t i n g t h e s u m w o u l d b e m o r e r e a d a b l e .

C l i e n t C o m m e n t T h e v a l u e s h e r e a r e a l l v a l u e s t h a t h a v e b e e n p r o c e s s e d b y t h e s t a t e

h a n d l e r . I f y o u s u b t r a c t a n e g a t i v e n u m b e r , t h e s t a t e h a n d l e r w i l l r e t u r n a n i n s u f f i c i e n t

b a l a n c e e r r o r .

2 8 0 2 8 0 bal.value.sub_assign(&amount_as_field_element);

2 8 1 2 8 1 bal.value.sub_assign(&fee_as_field_element);

C V F - 1 3 5 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e t r a n s f e r _ t o _ n e w . r s

R e c o m m e n d a t i o n S h o u l d b e u 3 2

C l i e n t C o m m e n t T h i s i s j u s t b e c a u s e f r o m _ u 6 4 r e q u i r e s a u 6 4 p a r a m e t e r .

4 0 1 4 0 1 Some(Fr::from_u64(transfer_to_new.ts as u64)),

C V F - 1 3 6 . I N F O

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e s i g n a t u r e . r s

D e s c r i p t i o n T h i s b i t i s p a c k e d _ k e y [ 2 4 8 ] . W h y i s c a l l e d r _ x _ b i t ?

C l i e n t C o m m e n t T h i s b i t i s p a c k e d _ k e y [ 2 5 6 ] .

4 1 4 1 let r_x_bit =

4 2 4 2 AllocatedBit::alloc(cs.namespace(|| "r_x_bit"),

↪→ packed_key_bits_correct_order[0])?;
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• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e s i g n a t u r e . r s

D e s c r i p t i o n T h i s d r o p s e l e m e n t s 2 4 8 a n d 2 4 9 o f t h e o r i g i n a l a r r a y . I s t h i s o k a y ?

C l i e n t C o m m e n t T h e e l e m e n t s 2 4 8 a n d 2 4 9 o f t h e o r i g i n a l a r r a y a r e n o t d r o p p e d .

E : : F r : : N U M _ B I T S = 2 5 3 ( b n 2 5 6 ) .

4 6 4 6 let r_y = CircuitElement::from_witness_be_bits(

4 7 4 7 cs.namespace(|| "signature_r_y from bits"),

4 8 4 8 &packed_key_bits_correct_order[start_of_y..],

4 9 4 9 )?;

C V F - 1 3 8 . F I X E D

• C a t e g o r y R e a d a b i l i t y • S o u r c e s i g n a t u r e . r s

R e c o m m e n d a t i o n C o n s i d e r r e n a m i n g .

C l i e n t C o m m e n t M o d i f i e d .

2 9 0 2 9 0 let hash_input = multipack::pack_into_witness(
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C V F - 1 3 9 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e s i g n a t u r e . r s

R e c o m m e n d a t i o n T r u n c a t i n g t w o o u t p u t e l e m e n t s t o h a l f s d o e s n o t m a k e s e n s e . I t s u f -

f i c e s t o j u s t t a k e o n e e l e m e n t a n d u s e i t s b i t s .

C l i e n t C o m m e n t I n t h e e s s e n c e w e p e r f o r m m o d u l a r r e d u c t i o n , s o t o e n s u r e u n i f o r m i t y

w e o n l y t a k e h a l f o f t h e b i t s , s o n o n - u n i f o r m i t y i s a r o u n d 1 / ( c h a r / ( E : : F s : : C A P A C I T Y / 2 ) )

t h a t i s a r o u n d 1 / 2 ^ 1 2 6 .

3 1 3 3 1 3 let s0 = sponge.squeeze_out_single(

3 1 4 3 1 4 cs.namespace(|| "squeeze first word form sponge"),

3 1 5 3 1 5 &rescue_params,

3 1 6 3 1 6 )?;

3 1 7 3 1 7

3 1 8 3 1 8 let s1 = sponge.squeeze_out_single(

3 1 9 3 1 9 cs.namespace(|| "squeeze second word form sponge"),

3 2 0 3 2 0 &rescue_params,

3 2 1 3 2 1 )?;

3 2 2 3 2 2

3 2 3 3 2 3 let s0_bits =

3 2 4 3 2 4 s0.into_bits_le_strict(cs.namespace(|| "make bits of first word 

↪→ for FS challenge"))?;

3 2 5 3 2 5 let s1_bits =

3 2 6 3 2 6 s1.into_bits_le_strict(cs.namespace(|| "make bits of second word

↪→  for FS challenge"))?;

3 2 7 3 2 7

3 2 8 3 2 8 let take_bits = (<E as JubjubEngine>::Fs::CAPACITY / 2) as usize;

3 2 9 3 2 9

3 3 0 3 3 0 let mut bits = Vec::with_capacity(<E as JubjubEngine>::Fs::CAPACITY

↪→ as usize);

3 3 1 3 3 1 bits.extend_from_slice(&s0_bits[0..take_bits]);

3 3 2 3 3 2 bits.extend_from_slice(&s1_bits[0..take_bits]);

3 3 3 3 3 3 assert!(bits.len() == E::Fs::CAPACITY as usize);
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C V F - 1 4 0 . I N F O

• C a t e g o r y R e a d a b i l i t y • S o u r c e w i t h d r a w . r s

R e c o m m e n d a t i o n S u b t r a c t i n g t h e s u m w o u l d b e m o r e r e a d a b l e .

C l i e n t C o m m e n t T h e v a l u e s h e r e a r e a l l v a l u e s t h a t h a v e b e e n p r o c e s s e d b y t h e s t a t e

h a n d l e r . I f y o u s u b t r a c t a n e g a t i v e n u m b e r , t h e s t a t e h a n d l e r w i l l r e t u r n a n i n s u f f i c i e n t

b a l a n c e e r r o r .

2 9 2 2 9 2 bal.value.sub_assign(&amount_as_field_element);

2 9 3 2 9 3 bal.value.sub_assign(&fee_as_field_element);

C V F - 1 4 1 . F I X E D

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e t r a n s f e r . r s

D e s c r i p t i o n S e e m s t h i s f u n c t i o n i s n o t u s e d a n y w h e r e

C l i e n t C o m m e n t R e m o v e d t h i s f u n c t i o n .

1 4 0 1 4 0 pub fn get_sig_bits(&self) -> Vec<bool> {

C V F - 1 4 2 . F I X E D

• C a t e g o r y B a d d a t a t y p e • S o u r c e t r a n s f e r . r s

R e c o m m e n d a t i o n T h i s s h o u l d b e a n a m e d c o n s t a n t

C l i e n t C o m m e n t R e m o v e d t h i s f u n c t i o n .

1 4 4 1 4 4 &Fr::from_u64(5u64), //Corresponding tx_type

6 4



C V F - 1 4 3 . I N F O

• C a t e g o r y R e a d a b i l i t y • S o u r c e t r a n s f e r . r s

R e c o m m e n d a t i o n S u b t r a c t i n g t h e s u m w o u l d b e m o r e r e a d a b l e .

C l i e n t C o m m e n t T h e v a l u e s h e r e a r e a l l v a l u e s t h a t h a v e b e e n p r o c e s s e d b y t h e s t a t e

h a n d l e r . I f y o u s u b t r a c t a n e g a t i v e n u m b e r , t h e s t a t e h a n d l e r w i l l r e t u r n a n i n s u f f i c i e n t

b a l a n c e e r r o r .

2 4 0 2 4 0 bal.value.sub_assign(&amount_as_field_element);

2 4 1 2 4 1 bal.value.sub_assign(&fee_as_field_element);

C V F - 1 4 4 . I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e o r d e r _ m a t c h i n g . r s

R e c o m m e n d a t i o n C o n s i d e r u s i n g d e s i g n a t e d t y p e s f o r t h a t .

C l i e n t C o m m e n t C o n s i d e r i n g .

5 5 pub account: u32,

6 6 pub sub_account_id: u8,

7 7 pub slot_id: u32,

8 8 pub nonce: u32,

9 9 pub amount: u128,

1 0 1 0 pub price: u128,

1 1 1 1 pub is_sell: u8,

1 2 1 2 pub fee_ratio1: u8,

1 3 1 3 pub fee_ratio2: u8,

3 6 3 6 pub sub_account_id: u8,

3 7 3 7 pub tokens: (u32, u32),

3 8 3 8 pub fee: u128,

3 9 3 9 pub fee_token: u32,

4 0 4 0 pub submitter: u32,

4 3 4 3 pub is_refresh_order: (u8, u8),

6 5



C V F - 1 4 5 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e o r d e r _ m a t c h i n g . r s

D e s c r i p t i o n D a t a l o s s i s p o s s i b l e w h e n c o n v e r t i n g t y p e s h e r e .

R e c o m m e n d a t i o n C o n s i d e r u s i n g c h e c k e d c o n v e r s i o n .

C l i e n t C o m m e n t T h e r e i s n o d a t a l o s s h e r e b e c a u s e b o t h d a t a a r e c o n v e r t e d f r o m a s m a l l

t y p e t o a l a r g e t y p e .

6 8 6 8 submitter: *order_matching.submitter as u32,

7 3 7 3 *order_matching.tx.maker.base_token_id as u32,

7 4 7 4 *order_matching.tx.taker.quote_token_id as u32,

7 7 7 7 fee_token: *order_matching.tx.fee_token as u32,

6 6



C V F - 1 4 6 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e o r d e r _ m a t c h i n g . r s

R e c o m m e n d a t i o n T h e s e c o d e b l o c k s c o u l d b e s i g n i f i c a n t l y s i m p l i f i e d b y c a l c u l a t i n g

m i n ( r e s i d u e 1 , r e s i d u e 2 ) .

C l i e n t C o m m e n t A d o p t e d a n d o p t i m i z e d .

2 8 2 2 8 2 if residue1 < residue2 {

2 8 3 2 8 3 let actual_exchanged = residue1

2 8 4 2 8 4 .checked_mul(&maker.price.into())?

2 8 5 2 8 5 .checked_div(&precision_magnified)?;

2 8 6 2 8 6 (Fr::from_big_uint(residue1), Fr::from_big_uint(actual_exchanged

↪→ ))

2 8 7 2 8 7 } else {

2 8 8 2 8 8 let actual_exchanged = residue2

2 8 9 2 8 9 .checked_mul(&maker.price.into())?

2 9 0 2 9 0 .checked_div(&precision_magnified)?;

2 9 1 2 9 1 (Fr::from_big_uint(residue2), Fr::from_big_uint(actual_exchanged

↪→ ))

2 9 2 2 9 2 }

2 9 4 2 9 4 if residue1 < residue2 {

2 9 5 2 9 5 let actual_exchanged = residue1

2 9 6 2 9 6 .checked_mul(&maker.price.into())?

2 9 7 2 9 7 .checked_div(&precision_magnified)?;

2 9 8 2 9 8 (Fr::from_big_uint(actual_exchanged), Fr::from_big_uint(residue1

↪→ ))

2 9 9 2 9 9 } else {

3 0 0 3 0 0 let actual_exchanged = residue2

3 0 1 3 0 1 .checked_mul(&maker.price.into())?

3 0 2 3 0 2 .checked_div(&precision_magnified)?;

3 0 3 3 0 3 (Fr::from_big_uint(actual_exchanged), Fr::from_big_uint(residue2

↪→ ))

3 0 4 3 0 4 }
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C V F - 1 4 7 . I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e o r d e r _ m a t c h i n g . r s

D e s c r i p t i o n T h e s e p a r a m e t e r s a r e n o t u s e d .

R e c o m m e n d a t i o n C o n s i d e r r e m o v i n g t h e m .

C l i e n t C o m m e n t I t i s u s e d o n l i n e 6 5 5 .

3 1 4 3 1 4 let maker_fee_ratio2_fe = Fr::from_u64(matching.maker.fee_ratio2 as

↪→ u64);

3 1 5 3 1 5 let taker_fee_ratio1_fe = Fr::from_u64(matching.taker.fee_ratio1 as

↪→ u64);

C V F - 1 4 8 . I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e o r d e r _ m a t c h i n g . r s

D e s c r i p t i o n W e d i d n o t r e v i e w t h i s f u n c t i o n

C l i e n t C o m m e n t c r y p t o / s r c / c i r c u i t / a c c o u n t . r s l i n e 1 3 6

3 9 0 3 9 0 ord.update(

4 2 6 4 2 6 ord.update(

C V F - 1 4 9 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e f u l l _ e x i t . r s

R e c o m m e n d a t i o n T h e ” n o t ” c a l l i s r e d u n d a n t h e r e . J u s t i n t e r c h a n g e t h e v a l u e s t o b e

s e l e c t e d .

C l i e n t C o m m e n t T h e r e c o m m e n d e d c h a n g e s r e q u i r e m o d i f y i n g t h e f u n c t i o n e n t r y o r c r e -

a t i n g a n e w z e r o v a r i a b l e w i t h 1 2 8 b i t s , w h i c h i n c r e a s e s t h e c i r c u i t o v e r h e a d .

7 8 7 8 Expression::constant::<CS>(E::Fr::zero()),

7 9 7 9 &cur.balance,

8 0 8 0 &is_address_correct.not(),
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C V F - 1 5 0 . F I X E D

• C a t e g o r y B a d d a t a t y p e • S o u r c e o p e r a t i o n . r s

R e c o m m e n d a t i o n T h e v e c t o r l e n g t h s s h o u l d b e n a m e d c o n s t a n t s .

C l i e n t C o m m e n t A d o p t e d , a d d e d c o n s t a n t .

1 3 9 1 3 9 pub frs_with_bool: ArgumentsWithSameLength<E, 2>,

1 4 0 1 4 0 pub frs_with_1_byte: ArgumentsWithSameLength<E,7>,

1 4 1 1 4 1 pub frs_with_2_bytes: ArgumentsWithSameLength<E,3>,

1 4 2 1 4 2 pub frs_with_4_bytes: ArgumentsWithSameLength<E,5>,

1 4 3 1 4 3 pub frs_with_8_bytes: ArgumentsWithSameLength<E,4>,

1 4 4 1 4 4 pub frs_with_15_bytes: ArgumentsWithSameLength<E,2>,

1 4 5 1 4 5 pub frs_with_16_bytes: ArgumentsWithSameLength<E,5>,

1 4 6 1 4 6 pub frs_with_20_bytes: ArgumentsWithSameLength<E,2>,

1 4 7 1 4 7 pub frs_with_max_bytes: ArgumentsWithSameLength<E,1>,

1 4 8 1 4 8

1 4 9 1 4 9 pub fees_packed: ArgumentsWithSameLength<E,1>,

1 5 0 1 5 0 pub amounts_packed: ArgumentsWithSameLength<E,2>,

C V F - 1 5 1 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e a l l o c a t e d _ s t r u c t u r e s . r s

R e c o m m e n d a t i o n C o n s i d e r a s s e r t i n g t h a t t h e c o n s t a n t s a r e n o t t o o b i g t o m a k e a n o v e r -

f l o w .

C l i e n t C o m m e n t T h e c o n s t a n t i n t h e c i r c u i t m e a n s t h a t o n c e i t i s s e t , i t c a n n o t b e c h a n g e d

u n l e s s t h e v e r i f i c a t i o n k e y i s u p g r a d e d i n t h e c o n t r a c t .

1 4 6 1 4 6 sub_account_id.get_number().mul(

1 4 9 1 4 9 )?.add(

1 6 5 1 6 5 sub_account_id.get_number().mul(

1 6 8 1 6 8 )?.add(

6 9



C V F - 1 5 2 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e a l l o c a t e d _ s t r u c t u r e s . r s

D e s c r i p t i o n T h i s f u n c t i o n i s s u p e r s e d e d w i t h t h e ” c o n v e r t _ a m o u n t s ” f u n c t i o n .

R e c o m m e n d a t i o n C o n s i d e r r e m o v i n g t h i s f u n c t i o n o r r e f a c t o r i n g t h e c o d e t o a v o i d d u -

p l i c a t i o n .

C l i e n t C o m m e n t R e m o v e d .

3 9 1 3 9 1 fn get_amounts<CS: ConstraintSystem<E>>(

C V F - 1 5 3 . F I X E D

• C a t e g o r y D o c u m e n t a t i o n • S o u r c e u t i l s . r s

D e s c r i p t i o n T h e s e m a n t i c s o f t h i s a r g u m e n t i s u n c l e a r .

R e c o m m e n d a t i o n C o n s i d e r d o c u m e n t i n g .

C l i e n t C o m m e n t A d o p t e d .

7 6 7 6 offset_commitment: Vec<bool>,

C V F - 1 5 4 . F I X E D

• C a t e g o r y P r o c e d u r a l • S o u r c e u t i l s . r s

R e c o m m e n d a t i o n T h e s e e x t e n s i o n s c o u l d b e d o n e o n c e a f t e r t h e l o o p . J u s t c a l c u l a t e

t h e c o r r e c t n u m b e r s o f e l e m e n t s t o b e a p p e n d e d .

C l i e n t C o m m e n t A d o p t e d .

9 4 9 4 self.pubdata.extend(vec![false; CHUNK_BIT_WIDTH]);

9 5 9 5 self.offset_commitment.extend(vec![false; 8])

7 0
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• C a t e g o r y O v e r f l o w / U n d e r f l o w • S o u r c e u t i l s . r s

D e s c r i p t i o n O v e r f l o w m a y b e p o s s i b l e h e r e .

R e c o m m e n d a t i o n C o n s i d e r a s s e r t i n g t h a t n o i n f o r m a t i o n i s l o s t a f t e r t r u n c a t i o n

C l i e n t C o m m e n t I d o n ’ t t h i n k t h e r e a r e a n y o v e r f l o w i s s u e s h e r e , t h e d a t a i s h a n d l e d b y

t h e s t a t e h a n d l e r , a n d t h e t y p e c o n v e r s i o n s a r e s m a l l t o l a r g e .

1 2 1 1 2 1 Some(Fr::from_u64(*self.fee_account_id as u64)),

1 2 2 1 2 2 Some(Fr::from_u64(*self.block_number as u64)),

1 5 1 1 5 1 block_number: Some(Fr::from_u64(*self.block_number as u64)),

1 5 2 1 5 2 block_timestamp: Some(Fr::from_u64(self.timestamp)),

1 5 3 1 5 3 validator_address: Some(Fr::from_u64(*self.fee_account_id as

↪→ u64)),

4 1 3 4 1 3 let slot_id = calculate_actual_slot(sub_account_id.into(),slot_id.

↪→ into()).0 as u32;

4 6 4 4 6 4 let mut balance = validator_leaf.subtree.remove(*actual_token as u32

↪→ ).unwrap_or_default();

4 6 6 4 6 6 validator_leaf.subtree.insert(*actual_token as u32, balance);
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C V F - 1 5 6 . F I X E D

• C a t e g o r y P r o c e d u r a l • S o u r c e u t i l s . r s

R e c o m m e n d a t i o n T h i s c o d e s h o u l d p r o b a b l y b e r e m o v e d

C l i e n t C o m m e n t A d o p t e d .

1 5 9 1 5 9 pub fn generate_dummy_sig_data(

1 6 0 1 6 0 bits: &[bool],

1 6 1 1 6 1 rescue_hasher: &RescueHasher<Bn256>,

1 6 2 1 6 2 rescue_params: &Bn256RescueParams,

1 6 3 1 6 3 jubjub_params: &AltJubjubBn256,

1 6 4 1 6 4 ) -> (SignatureData, Fr, Fr, Fr, Fr, Fr) {

1 6 5 1 6 5 let rng = &mut XorShiftRng::from_seed([0x3dbe_6258, 0x8d31_3d76,

↪→ 0x3237_db17, 0xe5bc_0654]);

1 6 6 1 6 6 let p_g = FixedGenerators::SpendingKeyGenerator;

1 6 7 1 6 7 let private_key = PrivateKey::<Bn256>(rng.gen());

1 6 8 1 6 8 let sender_pk = PublicKey::from_private(&private_key, p_g, &

↪→ jubjub_params);

1 6 9 1 6 9 let (sender_x, sender_y) = sender_pk.0.into_xy();

1 7 0 1 7 0 let mut sig_bits_to_hash = bits.to_vec();

1 7 1 1 7 1 assert!(sig_bits_to_hash.len() <= MAX_CIRCUIT_MSG_HASH_BITS);

1 7 2 1 7 2

1 7 3 1 7 3 sig_bits_to_hash.resize(MAX_CIRCUIT_MSG_HASH_BITS, false);

1 7 4 1 7 4 let (first_sig_part_bits, remaining) = sig_bits_to_hash.split_at

↪→ (Fr::CAPACITY as usize);

1 7 5 1 7 5 let remaining = remaining.to_vec();

1 7 6 1 7 6 let (second_sig_part_bits, third_sig_part_bits) = remaining.

↪→ split_at(Fr::CAPACITY as usize);

1 7 7 1 7 7 let first_sig_part: Fr = le_bit_vector_into_field_element(&

↪→ first_sig_part_bits);

1 7 8 1 7 8 let second_sig_part: Fr = le_bit_vector_into_field_element(&

↪→ second_sig_part_bits);

1 7 9 1 7 9 let third_sig_part: Fr = le_bit_vector_into_field_element(&

↪→ third_sig_part_bits);

1 8 0 1 8 0 let sig_msg = rescue_hasher.hash_bits(sig_bits_to_hash.clone());

1 8 1 1 8 1 let mut sig_bits: Vec<bool> = BitIterator::new(sig_msg.into_repr

↪→ ()).collect();

1 8 2 1 8 2 sig_bits.reverse();

1 8 3 1 8 3 sig_bits.resize(256, false);
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C V F - 1 5 7 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e u t i l s . r s

R e c o m m e n d a t i o n T h e s e t w o l i n e s c o u l d b e r e p l a c e d w i t h a s i n g l e ” r e s i z e _ g r o w _ o n l y ” c a l l .

C l i e n t C o m m e n t A d o p t e d .

1 9 8 1 9 8 assert!(sig_bits_to_hash.len() <= MAX_CIRCUIT_MSG_HASH_BITS);

2 0 0 2 0 0 sig_bits_to_hash.resize(MAX_CIRCUIT_MSG_HASH_BITS, false);

C V F - 1 5 8 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e u t i l s . r s

D e s c r i p t i o n T h i s c o d e a s s u m e s t h e f i e l d s i z e f i t s 2 5 6 b i t s , w h i c h m a y n o t b e t h e c a s e i n

t h e f u t u r e .

R e c o m m e n d a t i o n C o n s i d e r a s s e r t i n g i t e x p l i c i t l y i n t h e c o d e .

C l i e n t C o m m e n t F i x e d , a n d a d d e d c o n s t a n t .

2 2 5 2 2 5 public_data_initial_bits.extend(vec![false; 256 - block_number_bits.

↪→ len()]);

2 3 1 2 3 1 public_data_initial_bits.extend(vec![false; 256 - validator_id_bits.

↪→ len()]);

2 4 2 2 4 2 let mut packed_old_root_bits = vec![false; 256 - old_root_bits.len()

↪→ ];

2 4 9 2 4 9 let mut packed_new_root_bits = vec![false; 256 - new_root_bits.len()

↪→ ];

2 5 6 2 5 6 let mut timestamp_bits = vec![false; 256 - timstamp_unpadded_bits.

↪→ len()];

5 3 2 5 3 2 let signer_pub_key_packed = vec![Some(false); 256];
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• C a t e g o r y S u b o p t i m a l • S o u r c e u t i l s . r s

R e c o m m e n d a t i o n D e s i g n a t e d t y p e s f r o m t x : : * s h o u l d b e u s e d h e r e .

C l i e n t C o m m e n t C o n s i d e r i n g .

3 1 2 3 1 2 account_id: u32,

3 1 3 3 1 3 sub_account_id: u8,

3 1 4 3 1 4 token: u32,

3 1 5 3 1 5 slot_id: u32,

3 4 7 3 4 7 token: u32,

3 8 1 3 8 1 account_address: u32,

3 8 2 3 8 2 slot_number: u32,

3 9 5 3 9 5 account_id: u32,

3 9 6 3 9 6 (sub_account_id, token_id, slot_id): (u8, u32, u32),

4 5 3 4 5 3 validator_address: u32,

4 5 4 4 5 4 token: u32,

4 5 5 4 5 5 fee: u128,

C V F - 1 6 0 . I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e u t i l s . r s

R e c o m m e n d a t i o n 3 2 s h o u l d b e a n a m e d c o n s t a n t

C l i e n t C o m m e n t I t h i n k a d d i n g a c o m m e n t i s f i n e , s i n c e m o s t r e g u l a r s i g n a t u r e r s a r e 3 2

b y t e s l o n g .

4 9 9 4 9 9 let (r_bytes, s_bytes) = sig_bytes.split_at(32);
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C V F - 1 6 1 . F I X E D

• C a t e g o r y P r o c e d u r a l • S o u r c e u t i l s . r s

R e c o m m e n d a t i o n C o n s i d e r m o v i n g t h i s c o d e t o t e s t s .

C l i e n t C o m m e n t A d o p t e d .

6 4 3 6 4 3 /// Provides a vector of copies of this `SigDataInput` object, all

↪→ with one field

6 4 4 6 4 4 /// set to incorrect value.

6 4 5 6 4 5 /// Used for circuit tests.

6 4 6 6 4 6 pub fn corrupted_variations(&self) -> Vec<Self> {

C V F - 1 6 2 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e f o r c e d _ e x i t . r s

R e c o m m e n d a t i o n o p _ d a t a e l e m e n t s c a n b e u s e d h e r e a s t h e y a r e c h e c k e d a g a i n s t

p r e _ b r a n c h i n t h e c o d e .

C l i e n t C o m m e n t I t i s p o s s i b l e f o r e a c h O p e r a t i o n U i n t t o b e e x e c u t e d o n a d i f f e r e n t a c -

c o u n t , s o i t i s a p p r o p r i a t e t o u s e p r e _ b r a n c h h e r e .

5 5 5 5 serialized_tx_bits.extend(pre_branch.account_id.get_bits_be());

5 6 5 6 serialized_tx_bits.extend(pre_branch.sub_account_id.get_bits_be());

C V F - 1 6 3 . I N F O

• C a t e g o r y D o c u m e n t a t i o n • S o u r c e f o r c e d _ e x i t . r s

R e c o m m e n d a t i o n C o n s i d e r e x p l a i n i n g i n t h e d o c w h y ‘ a ‘ i s c o m p u t e d c o r r e c t l y f o r t h i s

c h u n k .

C l i e n t C o m m e n t S i n c e w e c h e c k e d t h a t o p _ d a t a . a s h o u l d b e g r e a t e r t h a n o r e q u a l t o

o p _ d a t a . b b e f o r e e x e c u t i n g a l l o p , t o e n s u r e t h a t t h e u s e r b a l a n c e w o u l d b e g r e a t e r t h a n

t h e a m o u n t d e d u c t e d i n t h e s u b s e q u e n t e x e c u t i o n o f m u l t i p l e o p , s o w e n e e d t o d o a n

a d d i t i o n a l c o n s t r a i n t c h e c k t h a t t h e u s e r b a l a n c e i s c o n s i s t e n t w i t h o p _ d a t a . a .

1 2 0 1 2 0 chunk1_valid_flags.push(is_a_correct);
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• C a t e g o r y S u b o p t i m a l • S o u r c e s e r i a l i z a t i o n . r s

R e c o m m e n d a t i o n A l l l e n g t h s m u s t b e g l o b a l n a m e d c o n s t a n t s .

C l i e n t C o m m e n t A d o p t e d , a d d e d c o n s t a n t .

1 1 5 1 1 5 pub frs_with_bool: ArgumentsWithSameLength<Engine,2>,

1 1 7 1 1 7 pub frs_with_1_byte: ArgumentsWithSameLength<Engine,7>,

1 1 9 1 1 9 pub frs_with_2_bytes: ArgumentsWithSameLength<Engine,3>,

1 2 1 1 2 1 pub frs_with_4_bytes: ArgumentsWithSameLength<Engine,5>,

1 2 3 1 2 3 pub frs_with_8_bytes: ArgumentsWithSameLength<Engine,4>,

1 2 5 1 2 5 pub frs_with_15_bytes: ArgumentsWithSameLength<Engine,2>,

1 2 7 1 2 7 pub frs_with_16_bytes: ArgumentsWithSameLength<Engine,5>,

1 2 9 1 2 9 pub frs_with_20_bytes: ArgumentsWithSameLength<Engine,2>,

1 3 1 1 3 1 pub frs_with_max_bytes: ArgumentsWithSameLength<Engine,1>,

1 3 4 1 3 4 pub fees_packed: ArgumentsWithSameLength<Engine,1>,

1 3 6 1 3 6 pub amounts_packed: ArgumentsWithSameLength<Engine,2>,

C V F - 1 6 5 . F I X E D

• C a t e g o r y P r o c e d u r a l • S o u r c e e l e m e n t . r s

R e c o m m e n d a t i o n C o n s i d e r i m p l e m e n t i n g t h i s f u n c t i o n o n t o p o f t h e

” i n t o _ p a d d e d _ l e _ b i t s ” f u n c t i o n .

C l i e n t C o m m e n t A d o p t e d .

2 8 2 8 pub fn into_padded_be_bits(self, to_length: usize) -> Vec<Boolean> {
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C V F - 1 6 6 . F I X E D

• C a t e g o r y D o c u m e n t a t i o n • S o u r c e e l e m e n t . r s

D e s c r i p t i o n D u e t o t h i s c o m m e n t e d l i n e d a t a l o s s i s p o s s i b l e .

R e c o m m e n d a t i o n C o n s i d e r e i t h e r u n c o m m e n t i n g t h i s o r a d d i n g t h e w o r d ” u n s a f e ” t o t h e

n a m e o f t h e f u n c t i o n t o d i s t i n g u i s h i t f r o m a v e r y s i m i l a r f u n c t i o n ” i n t o _ p a d d e d _ l e _ b i t s ” .

C l i e n t C o m m e n t A d o p t e d .

3 0 3 0 // assert!(to_length >= bits.len());

C V F - 1 6 7 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e e l e m e n t . r s

D e s c r i p t i o n T h i s c h e c k s e e m s r e d u n d a n t , a s s e l f . l e n g t h w a s a l r e a d y c h e c k e d .

R e c o m m e n d a t i o n C o n s i d e r r e m o v i n g t h i s c h e c k .

C l i e n t C o m m e n t A d o p t e d .

4 1 4 1 assert!(n >= padded_bits.len());

C V F - 1 6 8 . F I X E D

• C a t e g o r y D o c u m e n t a t i o n • S o u r c e e l e m e n t . r s

D e s c r i p t i o n T h i s c o m m e n t i s u n c l e a r .

R e c o m m e n d a t i o n C o n s i d e r e l a b o r a t i n g m o r e .

C l i e n t C o m m e n t T h e c o m m e n t a n d t h e f o l l o w i n g t w o l i n e s o f c o d e h a v e b e e n r e m o v e d

b e c a u s e b i t s v e c t o r i s o r i g i n a l l y E : : F r : : N U M _ B I T S l o n g .

1 2 4 1 2 4 // this is safe due to "constants"
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• C a t e g o r y D o c u m e n t a t i o n • S o u r c e e l e m e n t . r s

D e s c r i p t i o n T h i s c o m m e n t s e e m s t o b e i n c o r r e c t .

C l i e n t C o m m e n t M o d i f i e d t o ” c h o s e n n u m b e r a s c e ” .

2 0 7 2 0 7 cs.namespace(|| "chosen nonce"),

C V F - 1 7 0 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e e l e m e n t . r s

D e s c r i p t i o n C o n v e r t i n g n u m b e r s v i a s t r i n g l o o k s w e i r d .

R e c o m m e n d a t i o n C o n s i d e r i m p l e m e n t i n g a m o r e e l e g a n t a p p r o a c h .

C l i e n t C o m m e n t I n i t i a l i z e d t h e c a l c u l a t i o n w i t h t h e B i g U i n t t y p e .

3 1 1 3 1 1 let two = E::Fr::from_str("2").unwrap();

3 1 2 3 1 2 let power = E::Fr::from_str(&length.to_string()).unwrap();
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• C a t e g o r y P r o c e d u r a l • S o u r c e e l e m e n t . r s

R e c o m m e n d a t i o n T h e f u n c t i o n c o u l d b e s i m p l i f i e d b y r e m o v i n g t h i s l i n e .

C l i e n t C o m m e n t I n i t i a l i z e d t h e c a l c u l a t i o n w i t h t h e B i g U i n t t y p e .

3 3 9 3 3 9 base.sub_assign(&E::Fr::one());
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• C a t e g o r y B a d d a t a t y p e • S o u r c e f u l l _ e x i t . r s

R e c o m m e n d a t i o n C o n s i d e r u s i n g d e d i c a t e d d a t a t y p e s f o r t h e s e f i e l d s .

C l i e n t C o m m e n t C o n s i d e r i n g .

4 4 pub l2_source_token: u32,

5 5 pub l1_target_token: u32,

6 6 pub l1_target_token_after_mapping: u32,

7 7 pub account_id: u32,

8 8 pub to_chain_id: u8,

9 9 pub sub_account_id: u8,

C V F - 1 7 3 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e f u l l _ e x i t . r s

R e c o m m e n d a t i o n T h e ‘ 7 ‘ c o n s t a n t m u s t b e n a m e d .

C l i e n t C o m m e n t I t ’ s w e i r d t o u s e a c o n s t a n t f o r 7 h e r e , b u t o u r g o a l i s t o o n l y s e t t h e f i r s t

b y t e t o 1 .

9 6 9 6 commitment[7] = true;
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• C a t e g o r y S u b o p t i m a l • S o u r c e f o r c e d _ e x i t . r s

R e c o m m e n d a t i o n T h i s c h e c k s e e m s r e d u n d a n t a s o n e c a n n o t g e n e r a t e a v a l i d s i g n a t u r e

f o r a g l o b a l a s s e t a c c o u n t .

C l i e n t C o m m e n t T h e p u r p o s e h e r e i s t o p r o h i b i t a n y o n e f r o m u s i n g t h e g l o b a l a s s e t a c -

c o u n t a s t h e t a r g e t a c c o u n t f o r t r a n s f e r s , f o r c e d _ e x i t o p e r a t i o n , b e c a u s e t h e g l o b a l a s s e t

a c c o u n t i s o n l y t o r e c o r d a l a y e r o f f u n d s f o r e a c h t o k e n i n e a c h c h a i n , n o t t h e r e a l t o -

k e n a s s e t s , t o c h e c k w h e t h e r t h e u s e r ’s w i t h d r a w a l t o k e n h a s e n o u g h f u n d s i n t h e t a r g e t

c h a i n .

3 6 +assert_ne!(forced_exit.target_account_id, GLOBAL_ASSET_ACCOUNT_ID);
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• C a t e g o r y S u b o p t i m a l • S o u r c e t r a n s f e r _ t o _ n e w . r s

R e c o m m e n d a t i o n T h i s c h e c k s e e m s r e d u n d a n t a s o n e c a n n o t c r e a t e a v a l i d s i g n a t u r e

f o r t h e g l o b a l a s s e t a c c o u n t .

C l i e n t C o m m e n t S a m e a s t h e p r e v i o u s i s s u e .

2 9 +assert_ne!(transfer_to_new.to, GLOBAL_ASSET_ACCOUNT_ID);
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• C a t e g o r y S u b o p t i m a l • S o u r c e t r a n s f e r . r s

R e c o m m e n d a t i o n T h i s c h e c k s e e m s r e d u n d a n t , a s o n e c a n n o t c r e a t e a v a l i d s i g n a t u r e

f o r t h e g l o b a l a s s e t a c c o u n t .

C l i e n t C o m m e n t S a m e a s t h e p r e v i o u s i s s u e .

2 9 +assert_ne!(transfer.to, GLOBAL_ASSET_ACCOUNT_ID);

C V F - 1 7 7 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e f o r c e d _ e x i t . r s

R e c o m m e n d a t i o n T h i s c h e c k s e e m s r e d u n d a n t , a s o n e c a n n o t p r o d u c e a v a l i d s i g n a t u r e

f o r t h e g l o b a l a s s e t a c c o u n t .

C l i e n t C o m m e n t S a m e a s t h e p r e v i o u s i s s u e .

8 0 +base_flags.push(CircuitElement::equals(

8 1 + cs.namespace(|| "ForcedExit target account id != global asset 

↪→ account(account_id=1)"),

8 2 + &op_data[ForcedExitArgs::TargetAccountId],

8 3 + &global_variables.explicit_one,

8 4 +)?.not());
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• C a t e g o r y S u b o p t i m a l • S o u r c e t r a n s f e r . r s

R e c o m m e n d a t i o n T h i s c h e c k s e e m s r e d u n d a n t a s o n e c a n n o t g e n e r a t e a v a l i d s i g n a t u r e

f o r t h e g l o b a l a s s e t a c c o u n t .

C l i e n t C o m m e n t S a m e a s t h e p r e v i o u s i s s u e .

8 4 +base_flags.push(CircuitElement::equals(

8 5 + cs.namespace(|| "FromAccount != global asset account(account_id

↪→ =1)"),

8 6 + &op_data[TransferArgs::FromAccountId],

8 7 + &global_variables.explicit_one,

8 8 +)?.not());

C V F - 1 7 9 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e e x i t _ c i r c u i t . r s

D e s c r i p t i o n R e t u r n i n g v e c t o r s o f t h e s a m e v a l u e s l o o k s w e i r d .

R e c o m m e n d a t i o n C o n s i d e r r e f a c t o r i n g t o a v o i d t h i s .

C l i e n t C o m m e n t H e r e , b e c a u s e o f t h e u s d t o k e n , e a c h c h a i n h a s m u l t i p l e r e c h a r g e t o k e n s

( u s d c , u s d t ) , s o t h e c i r c u i t n e e d s t o c a l c u l a t e t h e w i t h d r a w a l a m o u n t b y t h e r a t i o o f t h e

t o t a l n u m b e r o f i n d i v i d u a l u s d x t o k e n s o f a s i n g l e c h a i n t o t h e t o t a l n u m b e r o f u s d ( t h e s u m

o f e a c h u s d x t o k e n o f e a c h c h a i n ) . B u t n o n - u s d t o k e n s d o n o t p r o v i d e s o m a n y t o k e n s ,

b e c a u s e n o n - u s d t o k e n s h a v e a t m o s t o n e r e c h a r g e t o k e n p e r c h a i n , s o t h e t o t a l a m o u n t

i s j u s t t h e s u m o f t h e r e c h a r g e t o k e n s ( i n d i v i d u a l o n e s ) f o r e a c h c h a i n . H o w e v e r , s i n c e

t h e c i r c u i t i s d e t e r m i n i s t i c , I s t i l l h a v e t o c o n s i d e r n o p e r a t i o n b r a n c h f o r t h e u s d t o k e n ,

a n d o n l y t h e f i r s t o p e r a t i o n b r a n c h i s n e e d e d f o r t h e n o n - u s d t o k e n , a n d I j u s t f i l l i n s o m e

d a t a f o r t h e o t h e r o p e r a t i o n b r a n c h . I t i s u n l i k e l y t h a t t h e c i r c u i t w i l l c h o o s e t h e n o n - f i r s t

o p e r a t i o n b r a n c h i n p r a c t i c e . S o , i n a n y c a s e , I f i l l e d i n s o m e d a t a f o r t h e w i t n e s s , a n d ,

w e l l , I d i d n ’ t t h i n k o f a b e t t e r w a y t o h a n d l e t h i s p a r t a t t h e m o m e n t .

2 5 8 +vec![global_account_witness; USDX_TOKEN_ID_RANGE as usize],

2 5 9 +(vec![global_balance; USDX_TOKEN_ID_RANGE as usize],vec![

↪→ global_order; USDX_TOKEN_ID_RANGE as usize])

2 9 6 +vec![global_audit_path; USDX_TOKEN_ID_RANGE as usize],

2 9 7 +(vec![global_audit_balance_path; USDX_TOKEN_ID_RANGE as usize],vec

↪→ ![global_audit_order_path; USDX_TOKEN_ID_RANGE as usize])
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• C a t e g o r y P r o c e d u r a l • S o u r c e L a y e r Z e r o B r i d g e . s o l

R e c o m m e n d a t i o n I t i s a g o o d p r a c t i c e t o p u t a c o m m e n t i n t o a n e m p t y b l o c k t o e x p l a i n

w h y t h e b l o c k i s e m p t y .

3 8 +receive() external payable {}

C V F - 1 8 1 . F I X E D

• C a t e g o r y B a d d a t a t y p e • S o u r c e L a y e r Z e r o B r i d g e . s o l

R e c o m m e n d a t i o n T h e t y p e o f t h e “ _ z k l i n k ” a r g u m e n t s h o u l d b e “ I Z k L i n k ” .

4 3 +constructor(address _governor, address _zklink, ILayerZeroEndpoint

↪→ _endpoint) {
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• C a t e g o r y S u b o p t i m a l • S o u r c e L a y e r Z e r o B r i d g e . s o l

R e c o m m e n d a t i o n T h i s c h e c k i s r e d u n d a n t , a s i t i s a n y w a y p o s s i b l e t o p a s s a d e a d z k L i n k

a d d r e s s .

4 5 +require(_zklink != address(0), "ZkLink not set");

C V F - 1 8 3 . F I X E D

• C a t e g o r y R e a d a b i l i t y • S o u r c e L a y e r Z e r o B r i d g e . s o l

R e c o m m e n d a t i o n S h o u l d b e “ u n d e r f l o w ” .

1 1 8 +uint256 originBalance = address(this).balance - msg.value; //

↪→ overflow is impossible

1 2 5 +uint256 leftMsgValue = address(this).balance - originBalance; //

↪→ overflow is impossible
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• C a t e g o r y S u b o p t i m a l • S o u r c e L a y e r Z e r o B r i d g e . s o l

R e c o m m e n d a t i o n T h e l e n g t h c h e c k i s r e d u n d a n t , a s t h e h a s h c h e c k s u p e r s e d e s i t .

1 6 2 +require(path.length == srcPath.length && keccak256(path) ==

↪→ keccak256(srcPath), "Invalid src");

C V F - 1 8 5 . F I X E D

• C a t e g o r y B a d d a t a t y p e • S o u r c e L a y e r Z e r o S t o r a g e . s o l

R e c o m m e n d a t i o n T h e t y p e o f t h i s v a r i a b l e s h o u l d b e “ I Z k L i n k ” .

1 5 +address public zklink;

C V F - 1 8 6 . I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e D e p l o y F a c t o r y . s o l

R e c o m m e n d a t i o n T h e t y p e o f t h e “ _ z k L i n k T a r g e t ” s h o u l d b e “ I Z k L i n k ” .

C l i e n t C o m m e n t I Z k L i n k c o n t a i n s a l l i n t e r f a c e s , a n d i t s i m p l e m e n t a t i o n i s d i v i d e d i n t o t w o

l o g i c a l c o n t r a c t s : Z k L i n k a n d Z k L i n k P e r i p h e r y .

3 0 +constructor(IVerifier _verifierTarget, ZkLink _zkLinkTarget,

↪→ ZkLinkPeriphery _peripheryTarget, uint32 _blockNumber, uint256

↪→ _timestamp, bytes32 _stateHash, bytes32 _commitment, bytes32

↪→ _syncHash, address _firstValidator, address _governor, address

↪→ _feeAccountAddress) {

C V F - 1 8 7 . F I X E D

• C a t e g o r y P r o c e d u r a l • S o u r c e E m p t y V e r i f i e r . s o l

R e c o m m e n d a t i o n I t i s a g o o d p r a c t i c e t o p u t a c o m m e n t i n t o a n e m p t y b l o c k t o e x p l a i n

w h y t h e b l o c k i s e m p t y .

1 1 +function initialize(bytes calldata) external {}

1 6 +function upgrade(bytes calldata upgradeParameters) external {}
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