
v. 1.0 zkLink

Solidity

6th February 2023



C o n t e n t s

1 C h a n g e l o g 5

2 I n t r o d u c t i o n 6

3 P r o j e c t s c o p e 7

4 M e t h o d o l o g y 8

5 O u r f i n d i n g s 9

6 C r i t i c a l I s s u e s 1 0

C V F - 4 1 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 0

7 M a j o r I s s u e s 1 1

C V F - 3 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 1

C V F - 4 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 1

C V F - 2 9 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 1

C V F - 3 1 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 2

C V F - 4 0 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 2

C V F - 4 2 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 2

C V F - 4 5 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 3

C V F - 5 0 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 3

C V F - 5 2 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 4

C V F - 5 7 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 4

C V F - 5 9 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 5

C V F - 6 2 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 5

C V F - 6 7 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 5

C V F - 6 9 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 6

C V F - 7 2 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 6

C V F - 7 3 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 6

C V F - 7 8 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 7

C V F - 8 2 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 7

C V F - 1 0 9 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 7

C V F - 1 1 0 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 8

8 M o d e r a t e I s s u e s 1 9

C V F - 1 8 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 9

C V F - 3 7 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 9

C V F - 5 1 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 9

C V F - 5 4 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2 0

C V F - 5 8 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2 0

C V F - 6 1 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2 0

C V F - 6 6 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2 1

C V F - 7 7 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2 1



C V F - 1 0 1 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2 1

C V F - 1 1 1 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2 2

C V F - 1 1 3 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2 2

C V F - 1 1 4 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2 2

9 M i n o r I s s u e s 2 3

C V F - 1 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2 3

C V F - 2 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2 3

C V F - 5 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2 3

C V F - 6 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2 4

C V F - 7 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2 4

C V F - 8 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2 4

C V F - 9 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2 5

C V F - 1 0 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2 5

C V F - 1 1 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2 5

C V F - 1 2 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2 6

C V F - 1 3 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2 6

C V F - 1 4 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2 6

C V F - 1 5 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2 7

C V F - 1 6 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2 7

C V F - 1 7 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2 7

C V F - 1 9 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2 8

C V F - 2 0 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2 8

C V F - 2 1 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2 8

C V F - 2 2 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2 9

C V F - 2 3 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2 9

C V F - 2 4 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2 9

C V F - 2 5 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3 0

C V F - 2 6 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3 0

C V F - 2 7 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3 0

C V F - 2 8 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3 1

C V F - 3 0 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3 1

C V F - 3 2 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3 1

C V F - 3 3 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3 2

C V F - 3 4 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3 2

C V F - 3 5 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3 2

C V F - 3 6 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3 3

C V F - 3 8 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3 3

C V F - 3 9 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3 3

C V F - 4 3 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3 4

C V F - 4 4 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3 4

C V F - 4 6 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3 5

C V F - 4 7 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3 5

C V F - 4 8 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3 5

C V F - 4 9 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3 6

C V F - 5 3 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3 6



C V F - 5 5 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3 6

C V F - 5 6 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3 7

C V F - 6 0 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3 7

C V F - 6 3 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3 7

C V F - 6 4 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3 8

C V F - 6 5 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3 8

C V F - 6 8 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3 8

C V F - 7 0 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3 8

C V F - 7 1 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3 9

C V F - 7 4 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3 9

C V F - 7 5 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4 0

C V F - 7 6 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4 0

C V F - 7 9 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4 0

C V F - 8 0 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4 1

C V F - 8 1 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4 1

C V F - 8 3 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4 1

C V F - 8 4 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4 2

C V F - 8 5 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4 2

C V F - 8 6 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4 2

C V F - 8 7 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4 3

C V F - 8 8 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4 3

C V F - 8 9 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4 3

C V F - 9 0 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4 4

C V F - 9 1 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4 4

C V F - 9 2 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4 4

C V F - 9 3 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4 5

C V F - 9 4 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4 5

C V F - 9 5 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4 5

C V F - 9 6 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4 6

C V F - 9 7 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4 6

C V F - 9 8 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4 7

C V F - 9 9 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4 7

C V F - 1 0 0 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4 8

C V F - 1 0 2 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4 9

C V F - 1 0 3 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5 0

C V F - 1 0 4 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5 0

C V F - 1 0 5 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5 0

C V F - 1 0 6 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5 1

C V F - 1 0 7 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5 1

C V F - 1 0 8 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5 1

C V F - 1 1 2 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5 2

C V F - 1 1 5 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5 2

C V F - 1 1 6 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5 2



1 C h a n g e l o g

# D a t e A u t h o r D e s c r i p t i o n

0 . 1 0 3 . 0 2 . 2 3 A . Z v e r y a n s k a y a I n i t i a l D r a f t

0 . 2 0 6 . 0 2 . 2 3 A . Z v e r y a n s k a y a M i n o r r e v i s i o n

1 . 0 0 7 . 0 2 . 2 3 A . Z v e r y a n s k a y a R e l e a s e
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2 I n t r o d u c t i o n

A l l m o d i f i c a t i o n s t o t h i s d o c u m e n t a r e p r o h i b i t e d . V i o l a t o r s w i l l b e p r o s e c u t e d t o t h e

f u l l e x t e n t o f t h e U . S . l a w .

T h e f o l l o w i n g d o c u m e n t p r o v i d e s t h e r e s u l t o f t h e a u d i t p e r f o r m e d b y A B D K C o n s u l t i n g

( M i k h a i l V l a d i m i r o v a n d D m i t r y K h o v r a t o v i c h ) a t t h e c u s t o m e r r e q u e s t . T h e a u d i t g o a l i s

a g e n e r a l r e v i e w o f t h e s m a r t c o n t r a c t s s t r u c t u r e , c r i t i c a l / m a j o r b u g s d e t e c t i o n a n d

i s s u i n g t h e g e n e r a l r e c o m m e n d a t i o n s .

z k L i n k i s a t r a d i n g - f o c u s e d m u l t i - c h a i n L 2 n e t w o r k w i t h u n i f i e d l i q u i d i t y s e c u r e d b y

Z K - R o l l u p s .
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3 P r o j e c t s c o p e

W e w e r e a s k e d t o r e v i e w :

• O r i g i n a l C o d e

• C o d e w i t h F i x e s

F i l e s :

/

D e p l o y F a c t o r y . s o l S t o r a g e . s o l Z k L i n k . s o l

Z k L i n k P e r i p h e r y . s o l

t o k e n /

I Z K L . s o l

b r i d g e /

I L a y e r Z e r o E n d p o i n t . s o l I L a y e r Z e r o R e c e i v e r . s o l
I L a y e r Z e r o U s e r

A p p l i c a t i o n C o n f i g . s o l

L a y e r Z e r o B r i d g e . s o l L a y e r Z e r o S t o r a g e . s o l

7

https://github.com/zkLinkProtocol/zklink-contracts/tree/271a4501cb40c9e4ee37cf67f55ccc3c039ed828/contracts
https://github.com/zkLinkProtocol/zklink-contracts/tree/75589057c60e7ef8a1ae386fdf39957708244a95


4 M e t h o d o l o g y

T h e m e t h o d o l o g y i s n o t a s t r i c t f o r m a l p r o c e d u r e , b u t r a t h e r a s e l e c t i o n o f m e t h o d s a n d

t a c t i c s c o m b i n e d d i f f e r e n t l y a n d t u n e d f o r e a c h p a r t i c u l a r p r o j e c t , d e p e n d i n g o n t h e

p r o j e c t s t r u c t u r e a n d t e c h n o l o g i e s u s e d , a s w e l l a s o n c l i e n t e x p e c t a t i o n s f r o m t h e a u d i t .

• G e n e r a l C o d e A s s e s s m e n t . T h e c o d e i s r e v i e w e d f o r c l a r i t y , c o n s i s t e n c y , s t y l e ,

a n d f o r w h e t h e r i t f o l l o w s b e s t c o d e p r a c t i c e s a p p l i c a b l e t o t h e p a r t i c u l a r

p r o g r a m m i n g l a n g u a g e u s e d . W e c h e c k i n d e n t a t i o n , n a m i n g c o n v e n t i o n ,

c o m m e n t e d c o d e b l o c k s , c o d e d u p l i c a t i o n , c o n f u s i n g n a m e s , c o n f u s i n g , i r r e l e v a n t ,

o r m i s s i n g c o m m e n t s e t c . A t t h i s p h a s e w e a l s o u n d e r s t a n d o v e r a l l c o d e s t r u c t u r e .

• E n t i t y U s a g e A n a l y s i s . U s a g e s o f v a r i o u s e n t i t i e s d e f i n e d i n t h e c o d e a r e

a n a l y s e d . T h i s i n c l u d e s b o t h : i n t e r n a l u s a g e s f r o m o t h e r p a r t s o f t h e c o d e a s w e l l

a s p o t e n t i a l e x t e r n a l u s a g e s . W e c h e c k t h a t e n t i t i e s a r e d e f i n e d i n p r o p e r p l a c e s

a s w e l l a s t h e i r v i s i b i l i t y s c o p e s a n d a c c e s s l e v e l s a r e r e l e v a n t . A t t h i s p h a s e , w e

u n d e r s t a n d o v e r a l l s y s t e m a r c h i t e c t u r e a n d h o w d i f f e r e n t p a r t s o f t h e c o d e a r e

r e l a t e d t o e a c h o t h e r .

• A c c e s s C o n t r o l A n a l y s i s . F o r t h o s e e n t i t i e s , t h a t c o u l d b e a c c e s s e d e x t e r n a l l y ,

a c c e s s c o n t r o l m e a s u r e s a r e a n a l y s e d . W e c h e c k t h a t a c c e s s c o n t r o l i s r e l e v a n t

a n d d o n e p r o p e r l y . A t t h i s p h a s e , w e u n d e r s t a n d u s e r r o l e s a n d p e r m i s s i o n s , a s

w e l l a s w h a t a s s e t s t h e s y s t e m o u g h t t o p r o t e c t .

• C o d e L o g i c A n a l y s i s . T h e c o d e l o g i c o f p a r t i c u l a r f u n c t i o n s i s a n a l y s e d f o r

c o r r e c t n e s s a n d e f f i c i e n c y . W e c h e c k i f c o d e a c t u a l l y d o e s w h a t i t i s s u p p o s e d t o

d o , i f t h a t a l g o r i t h m s a r e o p t i m a l a n d c o r r e c t , a n d i f p r o p e r d a t a t y p e s a r e u s e d .

W e a l s o m a k e s u r e t h a t e x t e r n a l l i b r a r i e s u s e d i n t h e c o d e a r e u p t o d a t e a n d

r e l e v a n t t o t h e t a s k s t h e y s o l v e i n t h e c o d e . A t t h i s p h a s e w e a l s o u n d e r s t a n d

d a t a s t r u c t u r e s u s e d a n d t h e p u r p o s e s t h e y a r e u s e d f o r .

W e c l a s s i f y i s s u e s b y t h e f o l l o w i n g s e v e r i t y l e v e l s :

• C r i t i c a l i s s u e d i r e c t l y a f f e c t s t h e s m a r t c o n t r a c t f u n c t i o n a l i t y a n d m a y c a u s e a

s i g n i f i c a n t l o s s .

• M a j o r i s s u e i s e i t h e r a s o l i d p e r f o r m a n c e p r o b l e m o r a s i g n o f m i s u s e : a s l i g h t

c o d e m o d i f i c a t i o n o r e n v i r o n m e n t c h a n g e m a y l e a d t o l o s s o f f u n d s o r d a t a .

S o m e t i m e s i t i s a n a b u s e o f u n c l e a r c o d e b e h a v i o u r w h i c h s h o u l d b e d o u b l e

c h e c k e d .

• M o d e r a t e i s s u e i s n o t a n i m m e d i a t e p r o b l e m , b u t r a t h e r s u b o p t i m a l p e r f o r m a n c e

i n e d g e c a s e s , a n o b v i o u s l y b a d c o d e p r a c t i c e , o r a s i t u a t i o n w h e r e t h e c o d e i s

c o r r e c t o n l y i n c e r t a i n b u s i n e s s f l o w s .

• M i n o r i s s u e s c o n t a i n c o d e s t y l e , b e s t p r a c t i c e s a n d o t h e r r e c o m m e n d a t i o n s .

8



5 O u r f i n d i n g s

W e f o u n d 1 c r i t i c a l , 2 0 m a j o r , a n d a f e w l e s s i m p o r t a n t i s s u e s . A l l i d e n t i f i e d C r i t i c a l

i s s u e s h a v e b e e n f i x e d .

Critical
Severity

Active

Fixed

Issues

0

1

Major
Active Fixed

8 1 2

Moderate
Active Fixed

8 4

Minor
Active Fixed

4 2 4 1

F i x e d 5 8 o u t o f 1 1 6 i s s u e s
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6 C r i t i c a l I s s u e s

C V F - 4 1 . F I X E D

• C a t e g o r y O v e r f l o w / U n d e r f l o w • S o u r c e Z k L i n k P e r i p h e r y . s o l

D e s c r i p t i o n O v e r f l o w i s p o s s i b l e h e r e .

R e c o m m e n d a t i o n C o n s i d e r p e r f o r m i n g c a l c u l a t i o n s i n 2 5 6 - b i t n u m b e r s a n d u s i n g s a f e

m a t h .� �
3 8 2 amountReceive = amount * (MAX_ACCEPT_FEE_RATE - withdrawFeeRate) /

↪→ MAX_ACCEPT_FEE_RATE;� �

1 0



7 M a j o r I s s u e s

C V F - 3 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e S t o r a g e . s o l

R e c o m m e n d a t i o n T h i s v a r i a b l e s h o u l d b e d e c l a r e d a s i m m u t a b l e a n d s h o u l d b e s e t i n

t h e c o n s t r u c t o r , r a t h e r t h a n i n t h e “ i n i t i a l i z e ” a n d “ u p g r a d e ” f u n c t i o n s . T h i s w o u l d m a k e

t h e w h o l e s c h e m a m o r e e f f i c i e n t a n d l e s s e r r o r - p r o n e .

C l i e n t C o m m e n t N o t a p r o b l e m , w e w a n t i n d i v i d u a l l y u p g r a d e p e r i p h e r y l o g i c c o n t r a c t .� �
4 5 address public periphery;� �
C V F - 4 . F I X E D

• C a t e g o r y D o c u m e n t a t i o n • S o u r c e S t o r a g e . s o l

D e s c r i p t i o n T h i s c o m m e n t i s i n c o r r e c t , a s “ s e l f ” i s a n i m m u t a b l e v a r i a b l e , a n d i m m u t a b l e

v a r i a b l e s d o n ’ t o c c u p y s t o r a g e s p a c e .� �
5 4 // self(20 bytes) + totalBlocksSynchronized(4 bytes) + exodusMode(1

↪→ bytes) stored in the same slot� �
C V F - 2 9 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e Z k L i n k P e r i p h e r y . s o l

R e c o m m e n d a t i o n I t w o u l d b e m o r e e f f i c i e n t t o p a s s a s i n g l e a r r a y o f s t r u c t s w i t h f i v e

f i e l d s , r a t h e r t h a n f i v e p a r a l l e l a r r a y s . T h i s w o u l d a l s o m a k e t h e l e n g t h c h e c k s u n n e c e s -

s a r y .� �
1 7 1 function addTokens(uint16[] calldata _tokenIdList, address[]

↪→ calldata _tokenAddressList, uint8[] calldata _decimalsList,

↪→ bool[] calldata _standardList, uint16[] calldata

↪→ _mappingTokenList) external {� �

1 1



C V F - 3 1 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e Z k L i n k P e r i p h e r y . s o l

D e s c r i p t i o n H e r e t h e w h o l e “ R e g i s t e r e d T o k e n ” s t r u c t u r e i s r e a d f r o m t h e s t o r a g e a n d

t h e n i s w r i t t e n b a c k , w h i l e o n l y a f e w f i e l d s a r e a c t u a l l y a c c e s s e d .

R e c o m m e n d a t i o n C o n s i d e r u s i n g a s t o r a g e r e f e r e n c e t o r e a d a n d u p d a t e f i e l d s i n p l a c e .� �
1 8 1 RegisteredToken memory rt = tokens[_tokenId];� �� �
1 8 6 tokens[_tokenId] = rt;� �
C V F - 4 0 . I N F O

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e Z k L i n k P e r i p h e r y . s o l

R e c o m m e n d a t i o n S h o u l d b e “ < = ” .

C l i e n t C o m m e n t N o t a p r o b l e m , f e e R a t e o f 1 0 0 % i s i m p o s s i b l e .� �
3 8 1 require(withdrawFeeRate < MAX_ACCEPT_FEE_RATE, "H4");� �
C V F - 4 2 . I N F O

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e

I L a y e r Z e r o U s e r A p p l i c a t i o n C o n f i g . s o l

D e s c r i p t i o n E t h e r e u m c h a i n I D i s n o t g u a r a n t e e d t o f i t i n t o 1 6 b i t s .

R e c o m m e n d a t i o n C o n s i d e r u s i n g a w i d e r t y p e .

C l i e n t C o m m e n t N o t a p r o b l e m , c h a i n I d i s d e f i n e d b y L a y e r Z e r o , p l e a s e s e e h t t p s : / / l a y -

e r z e r o . g i t b o o k . i o / d o c s / t e c h n i c a l - r e f e r e n c e / m a i n n e t / s u p p o r t e d - c h a i n - i d s .� �
1 1 function setConfig(uint16 _version, uint16 _chainId, uint

↪→ _configType, bytes calldata _config) external;� �� �
2 4 function forceResumeReceive(uint16 _srcChainId, bytes calldata

↪→ _srcAddress) external;� �

1 2



C V F - 4 5 . F I X E D

• C a t e g o r y D o c u m e n t a t i o n • S o u r c e Z k L i n k . s o l

D e s c r i p t i o n T h e p a r a m e t e r s d e s c r i b e d h e r e d o n ’ t m a t c h w i t h t h e a c t u a l s t r u c t u r e f i e l d s

b e l o w .

R e c o m m e n d a t i o n C o n s i d e r d e s c r i b i n g t h e a c t u a l f i e l d s .� �
5 6 /// @param commitmentsInSlot verified commitments in one slot

/// @param commitmentIdx index such that commitmentsInSlot[

↪→ commitmentIdx] is current block commitment� �
C V F - 5 0 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e Z k L i n k . s o l

D e s c r i p t i o n T h r e e e x t e r n a l c a l l s a r e p e r f o r m e d h e r e w h i c h i s r e d u n d a n t f o r m o s t t o k e n s .

R e c o m m e n d a t i o n C o n s i d e r m a i n t a i n i n g a f l a g p e r t o k e n t e l l i n g w h e t h e r f o r t h e t o k e n

t h e a c t u a l t r a n s f e r r e d a m o u n t c o u l d d i f f e r f r o m t h e r e q u e s t e d a m o u n t , a n d d o a d d i t i o n a l

b a l a n c e c a l c u l a t i o n s o n l y f o r t h o s e t o k e n s t h a t a c t u a l l y n e e d t h e m .� �
1 4 2 uint256 balanceBefore = _token.balanceOf(address(this));� �� �
1 4 6 _token.transferFrom(msg.sender, address(this), _amount);

uint256 balanceAfter = _token.balanceOf(address(this));� �

1 3



C V F - 5 2 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e Z k L i n k . s o l

D e s c r i p t i o n H e r e t h e w h o l e “ R e g i s t e r e d T o k e n ” s t r u c t u r e i s r e a d i n t o t h e m e m o r y , w h i l e

o n l y a f e w f i e l d s a r e a c t u a l l y u s e d .

R e c o m m e n d a t i o n C o n s i d e r c h a n g i n g “ m e m o r y ” t o “ s t o r a g e ” h e r e t o a v o i d r e d u n d a n t

s t o r a g e r e a d s .� �
1 6 4 RegisteredToken memory rt = tokens[_tokenId];� �� �
1 9 9 RegisteredToken memory rt = tokens[_tokenId];� �� �
3 7 9 RegisteredToken memory rt = tokens[tokenId];� �� �
7 4 2 RegisteredToken memory rt = tokens[op.tokenId];� �� �
7 6 7 RegisteredToken memory rt = tokens[op.tokenId];� �� �
7 7 8 RegisteredToken memory rt = tokens[op.tokenId];� �
C V F - 5 7 . I N F O

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e Z k L i n k . s o l

D e s c r i p t i o n T h e “ a m o u n t ” v a l u e l o g g e d h e r e c o u l d d i f f e r f r o m b o t h , t h e a m o u n t d e b i t e d

f r o m t h e c o n t r a c t a n d t h e a m o u n t c r e d i t e d t o t h e u s e r .

R e c o m m e n d a t i o n C o n s i d e r a l w a y s l o g g i n g t h e a m o u n t a c t u a l l y d e b i t e d f r o m t h e c o n -

t r a c t .

C l i e n t C o m m e n t N o t a p r o b l e m , t r a n s f e r F r o m E R C 2 0 w i l l r e t u r n t h e a c t u a l d e b i t e d a m o u n t

f r o m t h e c o n t r a c t .� �
2 2 7 emit Withdrawal(_tokenId, amount);� �

1 4



C V F - 5 9 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e Z k L i n k . s o l

D e s c r i p t i o n T h i s f u n c t i o n s h o u l d e m i t s o m e e v e n t .� �
2 8 8 function proveBlocks(StoredBlockInfo[] memory _committedBlocks,

↪→ ProofInput memory _proof) external nonReentrant {� �
C V F - 6 2 . I N F O

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e Z k L i n k . s o l

D e s c r i p t i o n T h i s i g n o r e s h i g h e r b i t s w h e n c o m p a r i n g c o m m i t m e n t s .

R e c o m m e n d a t i o n C o n s i d e r e x p l i c i t l y r e q u i r i n g t h e h i g h e r b i t s t o b e z e r o .

C l i e n t C o m m e n t N o t a p r o b l e m , t h e h i g h e r 3 b i t s a r e e r a s e d b e c a u s e t h e m a x n u m b e r

b i t s o f c i r c u i t c a n r e p r e s e n t i s 2 5 3 , a n d i t ’s s a f e e n o u g h t o a v o i d h a s h c o n f l i c t .� �
2 9 5 require(_proof.commitments[i] & INPUT_MASK == uint256(

↪→ _committedBlocks[i].commitment) & INPUT_MASK, "x1");� �
C V F - 6 7 . F I X E D

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e Z k L i n k . s o l

R e c o m m e n d a t i o n C o n s i d e r e l a b o r a t i n g m o r e r e g a r d i n g w h y o v e r f l o w i s n o t p o s s i b l e .

E v e n i f i t i s n o t p o s s i b l e d u e t o s o m e b u s i n e s s - l o g i c c o n s t r a i n t s e n f o r c e d i n d i f f e r e n t

p a r t o f t h e c o d e , i t w o u l d s t i l l b e b e t t e r t o u s e s a f e a d d i t i o n h e r e .� �
3 5 2 // overflow is impossible� �� �
3 5 7 firstPriorityRequestId += priorityRequestsExecuted;

totalCommittedPriorityRequests -= priorityRequestsExecuted;

totalOpenPriorityRequests -= priorityRequestsExecuted;� �� �
3 6 2 totalBlocksExecuted += nBlocks;� �

1 5



C V F - 6 9 . F I X E D

• C a t e g o r y F l a w • S o u r c e Z k L i n k . s o l

D e s c r i p t i o n I n c a s e a z e r o t o k e n I d w o u l d e v e r b e r e g i s t e r e d , a l l t o k e n a d d r e s s e s w i l l

b e c o m e r e g i s t e r e d a s w e l l .

R e c o m m e n d a t i o n C o n s i d e r e x p l i c i t l y c h e c k i n g t h a t “ t o k e n I d ” i s n o t z e r o .� �
3 7 7 uint16 tokenId = tokenIds[_tokenAddress];� �
C V F - 7 2 . F I X E D

• C a t e g o r y O v e r f l o w / U n d e r f l o w • S o u r c e Z k L i n k . s o l

D e s c r i p t i o n O v e r f l o w i s p o s s i b l e h e r e . C o n s i d e r u s i n g s a f e a d d i t i o n a n d s a f e c o n v e r s i o n .� �
4 1 9 uint64 expirationBlock = uint64(block.number + PRIORITY_EXPIRATION);� �� �
4 3 4 totalOpenPriorityRequests++;� �
C V F - 7 3 . F I X E D

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e Z k L i n k . s o l

R e c o m m e n d a t i o n E v e n i f o v e r f l o w i s i m p o s s i b l e d u e t o b u s i n e s s - l o g i c c o n s t r a i n t s , i t

w o u l d s t i l l b e b e t t e r t o u s e s a f e a d d i t i o n t o p r e v e n t c o m p l i c a t e d a t t a c k s t h a t u s e s e v -

e r a l v u l n e r a b i l i t i e s .� �
4 2 1 // overflow is impossible

uint64 nextPriorityRequestId = firstPriorityRequestId +

↪→ totalOpenPriorityRequests;� �� �
4 4 7 // overflow is impossible

totalCommittedPriorityRequests += _lastCommittedBlockData.

↪→ priorityOperations;� �� �
5 2 1 // overflow is impossible

uint64 uncommittedPriorityRequestsOffset = firstPriorityRequestId +

↪→ totalCommittedPriorityRequests;� �

1 6



C V F - 7 8 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e Z k L i n k . s o l

R e c o m m e n d a t i o n I t w o u l d b e e n o u g h t o a l l o c a t e M A X _ C H A I N _ I D - M I N _ C H A I N _ I D + 1

e l e m e n t s .

C l i e n t C o m m e n t N o t a p r o b l e m , w e u s e i n d e x o f t h e a r r a y t o r e p r e s e n t c h a i n i d .� �
5 6 7 onchainOperationPubdataHashs = new bytes32[](MAX_CHAIN_ID + 1); //

↪→ overflow is impossible� �
C V F - 8 2 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e Z k L i n k . s o l

R e c o m m e n d a t i o n N o d a t a c o p y i n g i s n e e d e d h e r e , j u s t c o p y a r e f e r e n c e : p r o c e s s -

a b l e P u b D a t a = o p P u b D a t a ;

C l i e n t C o m m e n t N o t a p r o b l e m , b e c a u s e ’ o p P u b D a t a ’ a n d ’ p r o c e s s a b l e P u b D a t a ’ w i l l b e

c o n s u m e d i n l a t e r c o n c a t H a s h .� �
6 2 3 processablePubData = Bytes.slice(opPubData, 0, opPubData.length);� �
C V F - 1 0 9 . F I X E D

• C a t e g o r y F l a w • S o u r c e L a y e r Z e r o B r i d g e . s o l

D e s c r i p t i o n T h e l e n g t h o f t h e “ c o n t r a c t A d d r ” a r g u m e n t i s n o t c h e c k e d a g a i n s t t h e c o r -

r e s p o n d i n g d e s t A d d r e s s L e n g t h v a l u e .

R e c o m m e n d a t i o n C o n s i d e r a d d i n g s u c h a c h e c k .� �
6 1 function setDestination(uint16 dstChainId, bytes calldata

↪→ contractAddr) external onlyGovernor {� �

1 7



C V F - 1 1 0 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e L a y e r Z e r o B r i d g e . s o l

D e s c r i p t i o n T h e r e c o u l d b e b l o c k c h a i n s w i t h v a r i a b l e a d d r e s s l e n g t h , s u c h a s b i t c o i n .

R e c o m m e n d a t i o n C o n s i d e r s o m e h o w s u p p o r t i n g s u c h b l o c k c h a i n s .

C l i e n t C o m m e n t N o t a p r o b l e m , t h e t y p e o f ’ c o n t r a c t A d d r ’ i s b y t e s t h a t c a n s u p p o r t m u t -

l i c h a i n s .� �
6 7 /// @notice Set destination address length� �

1 8



8 M o d e r a t e I s s u e s

C V F - 1 8 . I N F O

• C a t e g o r y O v e r f l o w / U n d e r f l o w • S o u r c e S t o r a g e . s o l

D e s c r i p t i o n O v e r f l o w h e r e m a y m a k e i t i m p o s s i b l e t h p e r f o r m a p r i o r i t y o p e r a t i o n a n d

t h u s t r i g g e r e x o d u s m o d e .

R e c o m m e n d a t i o n C o n s i d e r s u p p o r t i n g 2 5 6 - b i t s p e n d i n g b a l a n c e s .

C l i e n t C o m m e n t N o t a p r o b l e m , p e n d i n g a m o u n t s h o u l d n o t e x c e e d u i n t 1 2 8 . m a x a n d

e n t e r i n g e x d o u s m o d e i s e x p e c t e d .� �
1 7 9 pendingBalances[_packedBalanceKey] = balance.add(_amount);� �
C V F - 3 7 . I N F O

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e Z k L i n k P e r i p h e r y . s o l

D e s c r i p t i o n T h e r e i s n o c h e c k t o e n s u r e t h a t t o k e n I d i s n o t z e r o .

R e c o m m e n d a t i o n C o n s i d e r a d d i n g s u c h a c h e c k .

C l i e n t C o m m e n t N o t a p r o b l e m , t o k e n I d w i l l b e c h e c k e d l a t e r i n f u n c t i o n ’ _ c h e c k A c c e p t ’.� �
2 9 0 uint16 tokenId = tokenIds[ETH_ADDRESS];� �
C V F - 5 1 . I N F O

• C a t e g o r y F l a w • S o u r c e Z k L i n k . s o l

D e s c r i p t i o n T h e r e t u r n e d v a l u e i s i g n o r e d .

R e c o m m e n d a t i o n C o n s i d e r e x p l i c i t l y r e q u i r i n g t h e r e t u r n e d v a l u e t o b e t r u e .

C l i e n t C o m m e n t N o t a p r o b l e m , t h e r e m a y b e n o r e t u r n v a l u e o f ’ t r a n s f e r F r o m ’.� �
1 4 6 _token.transferFrom(msg.sender, address(this), _amount);� �

1 9



C V F - 5 4 . F I X E D

• C a t e g o r y F l a w • S o u r c e Z k L i n k . s o l

D e s c r i p t i o n T h i s c h e c k a c t u a l l y m a k e s D D o S a t t a c k s p o s s i b l e , a s a m a l i c i o u s u s e r m a y

f l o o d t h e c o n t r a c t w i t h l o t s o f p r i o r i t y r e q u e s t s e f f e c t i v e l y p r e v e n t i n g n o r m a l u s e r s f r o m

b e i n g a b l e t o e x i t . S u c h p o s s i b i l i t y c o u l d d e t e r i o r a t e t r u s t i n t h e p r o t o c o l .

R e c o m m e n d a t i o n C o n s i d e r p r e v e n t i n g D D o S a t t a c k s i n o t h e r w a y s , e . g . b y l i n e a r l y i n -

c r e a s i n g t h e p r i c e o f s u b s e q u e n t p r i o r i t y r e q u e s t s , t o m a k e a D D o S a t t a c k t o c o s t O ( n ^ 2 ) ,

r a t h e r t h a n O ( n ) .

C l i e n t C o m m e n t F i x , w e r e m o v e t h i s c h e c k , p r o t o c o l t r u s t i s f i r s t .� �
1 7 2 require(totalOpenPriorityRequests < MAX_PRIORITY_REQUESTS, "a4");� �� �
3 9 3 require(totalOpenPriorityRequests < MAX_PRIORITY_REQUESTS, "e6");� �
C V F - 5 8 . I N F O

• C a t e g o r y F l a w • S o u r c e Z k L i n k . s o l

D e s c r i p t i o n T h e r e t u r n e d v a l u e i s i g n o r e d .

R e c o m m e n d a t i o n C o n s i d e r e x p l i c i t l y r e q u i r i n g t h a t t h e r e t u r n e d v a l u e i s t r u e .

C l i e n t C o m m e n t N o t a p r o b l e m , t h e r e m a y b e n o r e t u r n v a l u e o f ’ t r a n s f e r ’.� �
2 4 4 _token.transfer(_to, _amount);� �� �
2 4 8 _token.transfer(_to, _amount);� �
C V F - 6 1 . F I X E D

• C a t e g o r y O v e r f l o w / U n d e r f l o w • S o u r c e Z k L i n k . s o l

D e s c r i p t i o n O v e r f l o w i s p o s s i b l e h e r e .� �
2 9 3 ++currentTotalBlocksProven;� �

2 0



C V F - 6 6 . F I X E D

• C a t e g o r y O v e r f l o w / U n d e r f l o w • S o u r c e Z k L i n k . s o l

D e s c r i p t i o n O v e r f l o w i s p o s s i b l e h e r e . I t s h o u l d n e v e r h a p p e n i n c a s e t h e r e a r e n o b u g s

i n t h e p r o t o c o l , h o w e v e r i t w o u l d s t i l l b e b e t t e r t o u s e s a f e a d d i t i o n h e r e .� �
3 2 7 revertedPriorityRequests += storedBlockInfo.priorityOperations;� �
C V F - 7 7 . F I X E D

• C a t e g o r y O v e r f l o w / U n d e r f l o w • S o u r c e Z k L i n k . s o l

D e s c r i p t i o n O v e r f l o w i s p o s s i b l e h e r e .

R e c o m m e n d a t i o n C o n s i d e r u s i n g s a f e m a t h .� �
5 3 3 require(pubdataOffset + 1 < pubData.length, "h1");� �� �
5 4 8 uint64 nextPriorityOpIndex = uncommittedPriorityRequestsOffset +

↪→ priorityOperationsProcessed;� �
C V F - 1 0 1 . I N F O

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e I L a y e r Z e r o E n d p o i n t . s o l

D e s c r i p t i o n I t i s u n c l e a r h o w t h e Z R O t o k e n h o l d e r a u t h o r i z e s t h e t r a n s a c t i o n . S i m p l e

“ a p p r o v e ” w o u l d n ’ t w o r k h e r e , a s i t w o u l d a l l o w a n y o n e t o u s e a p p r o v e d Z R O t o k e n s t o

p a y f o r a t r a n s a c t i o n .

C l i e n t C o m m e n t N o t a p r o b l e m , u s e r m u s t a p p r o v e Z R O t o L a y e r Z e r o p r o t o c o l i f t h e y

w a n t t o p a y l z p r o t o c o l f e e i n Z R O t o k e n , p l e a s e s e e h t t p s : / / g i t h u b . c o m / L a y e r Z e r o -

L a b s / L a y e r Z e r o / b l o b / 3 f b 8 f 6 9 6 2 c 1 3 4 6 e e f a 7 e 1 2 f 2 c d 8 c 2 9 9 f 0 c f b a 9 4 4 / c o n t r a c t s / U l t r a -

L i g h t N o d e V 2 . s o l # L 1 9 6 .� �
1 3 // @param _zroPaymentAddress - the address of the ZRO token holder

↪→ who would pay for the transaction� �

2 1



C V F - 1 1 1 . I N F O

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e L a y e r Z e r o B r i d g e . s o l

D e s c r i p t i o n I t i s u n c l e a r h o w t h e “ z r o P a y m e n t A d d r e s s ” o w n e r a u t h o r i z e s t h e t r a n s a c t i o n .

S i m p l e “ a p p r o v e ” c a l l i s n o t e n o u g h a s a n y o n e w o u l d b e a b l e t o u s e t h e a p p r o v e d t o k e n s

t o p a y t r a n s a c t i o n f e e s .

C l i e n t C o m m e n t S a m e a s 1 0 1 .� �
1 5 4 ILayerZeroEndpoint(endpoint).send{value:msg.value}(_dstChainId,

↪→ trustedRemote, payload, params.refundAddress, params.

↪→ zroPaymentAddress, params.adapterParams);� �
C V F - 1 1 3 . I N F O

• C a t e g o r y F l a w • S o u r c e L a y e r Z e r o B r i d g e . s o l

D e s c r i p t i o n T h e r e i s n o n o n c e c h e c k , s o i t i s p o s s i b l e t o o v e r w r i t e a n a l r e a d y s t o r e d f a i l e d

m e s s a g e b y s p e c i f y i n g t h e s a m e n o n c e a g a i n .

C l i e n t C o m m e n t N o t a p r o b l e m , n o n c e w i l l b e c h e c k e d i n

L a y e r Z e r o p r o t o c o l , p l e a s e s e e h t t p s : / / g i t h u b . c o m / L a y e r Z e r o -

L a b s / L a y e r Z e r o / b l o b / 3 f b 8 f 6 9 6 2 c 1 3 4 6 e e f a 7 e 1 2 f 2 c d 8 c 2 9 9 f 0 c f b a 9 4 4 / c o n t r a c t s / E n d -

p o i n t . s o l # L 1 0 2 .� �
2 0 2 failedMessages[srcChainId][srcAddress][nonce] = keccak256(payload);� �
C V F - 1 1 4 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e L a y e r Z e r o B r i d g e . s o l

D e s c r i p t i o n T h e n o n c e v a l u e i s u s e d o n l y i n e v e n t p a r a m e t e r s . T h e r e i s n o a c t u a l n o n c e

c h e c k .

R e c o m m e n d a t i o n C o n s i d e r e i t h e r a d d i n g n o n c e c h e c k o r r e m o v i n g n o n c e .

C l i e n t C o m m e n t S a m e a s 1 1 3 .� �
2 2 5 function _nonblockingLzReceive(uint16 srcChainId, bytes calldata /**

↪→ srcAddress**/, uint64 nonce, bytes calldata payload) internal

↪→ {� �

2 2



9 M i n o r I s s u e s

C V F - 1 . I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e S t o r a g e . s o l

R e c o m m e n d a t i o n W e d i d n ’ t r e v i e w t h e s e f i l e s .

C l i e n t C o m m e n t T h e s e f i l e s a r e c o p y e d f r o m z k S y n c a n d a l l h a v e b e e n a u d i t e d .� �
7 import "./zksync/Operations.sol";

import "./zksync/SafeMath.sol";

import "./zksync/SafeMathUInt128.sol";

1 0 import "./zksync/Config.sol";

import "./zksync/Verifier.sol";� �
C V F - 2 . I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e S t o r a g e . s o l

R e c o m m e n d a t i o n T h e t y p e o f t h i s v a r i a b l e s h o u l d b b e “ Z k L i n k P e r i p h e r y ” o r a n i n t e r f a c e

e x t r a c t e d f r o m i t .

C l i e n t C o m m e n t N o t a p r o b l e m , t h i s v a r i a b l e i s j u s t a l o g i c c o n t r a c t a d d r e s s , w h i c h o n l y

b e u s e d i n d e l e t e g a t e c a l l .� �
4 5 address public periphery;� �
C V F - 5 . F I X E D

• C a t e g o r y D o c u m e n t a t i o n • S o u r c e S t o r a g e . s o l

D e s c r i p t i o n I t i s u n c l e a r w h a t i s t h e d i f f e r e n c e b e t w e e n “ t o k e n I d ” a n d “ s r c T o k e n I d ” .

R e c o m m e n d a t i o n C o n s i d e r e x p l a i n i n g .� �
6 8 /// @notice Flag indicates that a user has exited in the exodus mode

↪→ certain token balance (accountId => subAccountId => tokenId

↪→ => srcTokenId)� �

2 3



C V F - 6 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e S t o r a g e . s o l

R e c o m m e n d a t i o n I t w o u l d b e m o r e e f f i c i e n t t o m e r g e t h e s e t w o m a p s i n t o a s i n g l e m a p

w h o s e k e y s a r e a d d r e s s a n d n o n c e , a n d v a l u e a r e s t r u c t s o f t w o f i e l d s e n c a p s u l a t i n g t h e

v a l u e s o f t h e o r i g i n a l m a p s .

C l i e n t C o m m e n t N o t a p r o b l e m , t h e u s a g e o f ’ a u t h F a c t s ’ i s m u c h m o r e h i g h e r t h a n ’ a u -

t h F a c t s R e s e t T i m e r ’.� �
7 7 mapping(address => mapping(uint32 => bytes32)) public authFacts;� �� �
8 1 mapping(address => mapping(uint32 => uint256)) internal

↪→ authFactsResetTimer;� �
C V F - 7 . F I X E D

• C a t e g o r y D o c u m e n t a t i o n • S o u r c e S t o r a g e . s o l

D e s c r i p t i o n T h e s e m a n t i c s o f k e y s a n d v a l u e s i n t h i s m a p p i n g i s u n c l e a r .

R e c o m m e n d a t i o n C o n s i d e r d o c u m e n t i n g .� �
9 8 mapping(uint16 => mapping(address => mapping(address => uint128)))

↪→ internal brokerAllowances;� �
C V F - 8 . F I X E D

• C a t e g o r y D o c u m e n t a t i o n • S o u r c e S t o r a g e . s o l

D e s c r i p t i o n D e s p i t e t h e c o m m e n t , t h i s i s n o t a l i s t b u t r a t h e r a s e t .

R e c o m m e n d a t i o n C o n s i d e r r e p h r a s i n g .� �
1 0 0 /// @notice List of permitted validators

mapping(address => bool) public validators;� �

2 4



C V F - 9 . I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e S t o r a g e . s o l

R e c o m m e n d a t i o n T h e t y p e o f t h i s f i e l d s h o u l d b e “ I E R C 2 0 ” .

C l i e n t C o m m e n t N o t a p r o b l e m , ‘ t o k e n A d d r e s s ‘ m a y b e E T H _ A D D R E S S w h i c h r e p r e s e n t

d e p o s i t o r w i t h d r a w E T H .� �
1 0 6 address tokenAddress; // the token address� �
C V F - 1 0 . F I X E D

• C a t e g o r y P r o c e d u r a l • S o u r c e S t o r a g e . s o l

D e s c r i p t i o n I n E R C - 2 0 t h e “ d e c i m a l s ” p r o p e r t y i s u s e d b y U I t o r e n d e r t o k e n a m o u n t s i n

a h u m a n - f r i e n d l y w a y . U s i n g t h i s p r o p e r t y i n s m a r t c o n t r a c t s i s d i s c o u r a g e d .

R e c o m m e n d a t i o n C o n s i d e r t r e a t i n g a l l t o k e n a m o u n t s a s i n t e g e r s .� �
1 0 7 uint8 decimals; // the token decimals of layer one� �
C V F - 1 1 . F I X E D

• C a t e g o r y D o c u m e n t a t i o n • S o u r c e S t o r a g e . s o l

D e s c r i p t i o n I t i s u n c l e a r w h a t i s a s t a n d a r d t o k e n .

R e c o m m e n d a t i o n C o n s i d e r e x p l a i n i n g .� �
1 0 8 bool standard; // if a standard token� �

2 5



C V F - 1 2 . F I X E D

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e S t o r a g e . s o l

D e s c r i p t i o n I t i s u n c l e a r w h a t i s a m a p p i n g t o k e n , a n d t h e e x a m p l e d o e s n ’ t h e l p .

R e c o m m e n d a t i o n C o n s i d e r e l a b o r a t i n g m o r e o n t h i s .� �
1 0 9 uint16 mappingTokenId; // eg. USDC -> USD, zero means no mapping

↪→ token� �
C V F - 1 3 . I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e S t o r a g e . s o l

R e c o m m e n d a t i o n T h e k e y t y p e s h o u l d b e “ I E R C 2 0 ” .

C l i e n t C o m m e n t S a m e a s 9 .� �
1 1 6 mapping(address => uint16) public tokenIds;� �
C V F - 1 4 . I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e S t o r a g e . s o l

R e c o m m e n d a t i o n T h e t y p e o f t h i s f i e l d s h o u l d b e “ L a y e r Z e r o B r i d g e ” o r a n i n t e r f a c e e x -

t r a c t e d f r o m i t .

C l i e n t C o m m e n t N o t a p r o b l e m , ‘ b r i d g e ‘ h e r e i s s i m i l a r ‘ o w n e r ‘ w h o h a s a s p e c i a l a u t h o r i t y

t o c a l l f u n c t i o n .� �
1 2 0 address bridge;� �

2 6



C V F - 1 5 . I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e S t o r a g e . s o l

R e c o m m e n d a t i o n T h e k e y t y p e s h o u l d b e “ L a y e r Z e r o B r i d g e ” o r a n i n t e r f a c e e x t r a c t e d

f r o m i t .

C l i e n t C o m m e n t S a m e a s 1 4 .� �
1 2 8 mapping(address => uint256) public bridgeIndex;� �
C V F - 1 6 . I N F O

• C a t e g o r y D o c u m e n t a t i o n • S o u r c e S t o r a g e . s o l

R e c o m m e n d a t i o n S h o u l d b e “ b l o c k . t i m e s t a m p p r e d e f i n e d v a r i a b l e ” .

C l i e n t C o m m e n t N o t a p r o b l e m .� �
1 3 7 uint256 timestamp; // Rollup block timestamp, have the same format

↪→ as Ethereum block constant� �
C V F - 1 7 . I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e S t o r a g e . s o l

D e s c r i p t i o n H e r e a “ S t o r e d B l o c k I n f o ” s t r u c t i s r e p a c k e d i n m e m o r y b e f o r e h a s h i n g .

R e c o m m e n d a t i o n C o n s i d e r h a s h i n g i n - p l a c e u s i n g a n a s s e m b l y b l o c k .

C l i e n t C o m m e n t N o t a p r o b l e m , k e e p s a m e w i t h c i r c u i t .� �
1 7 4 return keccak256(abi.encode(_storedBlockInfo));� �

2 7



C V F - 1 9 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e S t o r a g e . s o l

R e c o m m e n d a t i o n T h i s v a r i a b l e i s r e d u n d a n t . J u s t u s e 0 × 0 m e m o r y o f f s e t i n s t e a d , a s

t h i s f u n c t i o n a n y w a y e i t h e r r e v e r t s o f t e r m i n a t e s t h e t r a n s a c t i o n , s o i t d o e s n ’ t n e e d t o

c a r e a b o u t p r e s e r v i n g m e m o r y c o n t e n t s .� �
1 9 4 let ptr := mload(0x40)� �
C V F - 2 0 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e S t o r a g e . s o l

R e c o m m e n d a t i o n T h i s v a r i a b l e i s r e d u n d a n t , a s t h e “ R E T U R N D A T A S I Z E ” o p c o d e i s

c h e a p e r t h a n a n a c c e s s t o a l o c a l v a r i a b l e .� �
2 0 0 let size := returndatasize()� �
C V F - 2 1 . I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e Z k L i n k P e r i p h e r y . s o l

D e s c r i p t i o n W e d i d n ’ t r e v i e w t h e s e f i l e s .

C l i e n t C o m m e n t T h e s e f i l e s a r e c o p y e d f r o m z k S y n c a n d a l l h a v e b e e n a u d i t e d .� �
7 import "./zksync/ReentrancyGuard.sol";

import "./zksync/Events.sol";� �� �
1 0 import "./zksync/Bytes.sol";

import "./zksync/Utils.sol";

import "./zksync/SafeMath.sol";

import "./zksync/SafeCast.sol";

import "./zksync/IERC20.sol";� �

2 8



C V F - 2 2 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e Z k L i n k P e r i p h e r y . s o l

D e s c r i p t i o n T h i s s h o u l d b e e m i t t e d o n l y i f e x o d u s m o d e h a s n o t b e e n a c t i v a t e d y e t .

C l i e n t C o m m e n t N o t a p r o b l e m , b e c a u s e t h e r e i s a ’ a c t i v e ’ m o d i f i e r a p p l i e d t o f u n c t i o n

’ a c t i v a t e E x o d u s M o d e ’.� �
3 2 emit ExodusMode();� �
C V F - 2 3 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e Z k L i n k P e r i p h e r y . s o l

D e s c r i p t i o n T h e e x p r e s s i o n “ f i r s t P r i o r i t y R e q u e s t I d + t o P r o c e s s ” i s c a l c u l a t e d o n e v e r y

l o o p i t e r a t i o n .

R e c o m m e n d a t i o n C o n s i d e r c a l c u l a t i n g o n c e b e f o r e t h e l o o p .� �
7 4 for (uint64 id = firstPriorityRequestId; id < firstPriorityRequestId

↪→ + toProcess; ++id) {� �
C V F - 2 4 . F I X E D

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e Z k L i n k P e r i p h e r y . s o l

D e s c r i p t i o n T h i s o p e r a t i o n d e l e t e s e v e r y r e q u e s t , n o t o n l y D e p o s i t .

R e c o m m e n d a t i o n C o n s i d e r e x p l a i n i n g i n t h e d o c u m e n t a t i o n w h y d e l e t i n g o t h e r r e q u e s t s

i s o k a y .� �
8 5 delete priorityRequests[id];� �

2 9



C V F - 2 5 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e Z k L i n k P e r i p h e r y . s o l

R e c o m m e n d a t i o n A s t h e l e n g t h o f a “ _ p u b K e y H a s h ” v a l u e m u s t a l w a y s b e 2 0 , c o n s i d e r

u s i n g t h e “ b y t e s 2 0 ” t y p e i n s t e a d o f “ b y t e s ” .

C l i e n t C o m m e n t N o t a p r o b l e m , i f ’ _ p u b k e y H a s h ’ i s b y t e s 2 0 a n d t h e n w e n e e d t o u s e

a b i . e n c o d e P a c k e d t o c o n v e r t i t t o b y t e s w h e n c a l l k e c c a k 2 5 6 .� �
9 9 function setAuthPubkeyHash(bytes calldata _pubkeyHash, uint32 _nonce

↪→ ) external active nonReentrant {� �
C V F - 2 6 . F I X E D

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e Z k L i n k P e r i p h e r y . s o l

D e s c r i p t i o n S o m e e v e n t s h o u l d b e e m i t t e d i n t h i s c a s e .� �
1 0 7 authFactsResetTimer[msg.sender][_nonce] = block.timestamp;� �
C V F - 2 7 . F I X E D

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e Z k L i n k P e r i p h e r y . s o l

D e s c r i p t i o n T h i s c h e c k i s r e d u n d a n t a s i t i s a n y w a y p o s s i b l e t o s e t a d e a d g o v e r n o r

a d d r e s s .� �
1 3 0 require(_newGovernor != address(0), "H");� �

3 0



C V F - 2 8 . I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e Z k L i n k P e r i p h e r y . s o l

D e s c r i p t i o n I n E R C - 2 0 t h e “ d e c i m a l s ” p r o p e r t y i s u s e d b y U I t o r e n d e r t o k e n a m o u n t s i n

a h u m a n - r e a d a b l e w a y . U s i n g t h i s p r o p e r t y i n s m a r t c o n t r a c t s i s d i s c o u r a g e d .

R e c o m m e n d a t i o n C o n s i d e r t r e a t i n g a l l t o k e n a m o u n t s a s i n t e g e r s .

C l i e n t C o m m e n t N o t a p r o b l e m , t o k e n m a y h a s d i f f e r e n t d e c i m a l s i n c h a i n s , e . g . U S D C

d e c i m a l s i s 6 i n E t h e r e u m , b u t 1 8 i n B S C . W e d e f i n e t o k e n d e c i m a l s i s 1 8 i n l 2 , s o w e n e e d

t o i m c r e a s e d e c i m a l s w h e n d e p o s i t a n d d e c r e a s e d e c i m a l s w h e n w i t h d r a w .� �
1 4 3 function addToken(uint16 _tokenId, address _tokenAddress, uint8

↪→ _decimals, bool _standard, uint16 _mappingTokenId) public

↪→ onlyGovernor {� �
C V F - 3 0 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e Z k L i n k P e r i p h e r y . s o l

D e s c r i p t i o n I n c a s e o t h e r a r r a y s a r e l o n g e r t h a n t h e “ _ t o k e n I d L i s t ” a r r a y , t h e r e m a i n i n g

p a r t s o f t h e o t h e r a r r a y s a r e i g n o r e d .

R e c o m m e n d a t i o n C o n s i d e r e x p l i c i t l y r e q u i r i n g a l l t h e a r r a y s t o b e o f t h e s a m e l e n g t h .� �
1 7 2 for (uint i; i < _tokenIdList.length; i++) {� �
C V F - 3 2 . F I X E D

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e Z k L i n k P e r i p h e r y . s o l

D e s c r i p t i o n T h i s f u n c t i o n s h o u l d r e t u r n t h e i n d e x o f t h e n e w b r i d g e .� �
2 0 3 function addBridge(address bridge) external onlyGovernor {� �

3 1



C V F - 3 3 . I N F O

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e Z k L i n k P e r i p h e r y . s o l

D e s c r i p t i o n H e r e a n e w l y a d d e d b r i d g e i s i m m e d i a t e l y e n a b l e d f o r b o t h , i n c o m i n g a n d

o u t g o i n g t r a n s f e r s .

R e c o m m e n d a t i o n C o n s i d e r i m p l e m e n t i n g a n a b i l i t y t o a d d a b r i d g e i n a n o t “ a l l e n a b l e d ”

s t a t e .

C l i e n t C o m m e n t N o t a p r o b l e m , w h e n a n e w b r i d g e i s c o n s i d e r t o u s e d b y o u r p r o t o c o l ,

i t s h o u l d b e r e a d y f o r i n b o u n d a n d o u t b o u n d m e s s a g e s .� �
2 1 0 enableBridgeTo: true,

enableBridgeFrom: true� �
C V F - 3 4 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e Z k L i n k P e r i p h e r y . s o l

R e c o m m e n d a t i o n T h i s e v e n t s h o u l d i n c l u d e t h e i n d e x o f t h e n e w b r i d g e .� �
2 1 5 emit AddBridge(bridge);� �
C V F - 3 5 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e Z k L i n k P e r i p h e r y . s o l

D e s c r i p t i o n T h e c h e c k s “ i n f o . b r i d g e = = b r i d g e ” a r e r e d u n d a n t .

R e c o m m e n d a t i o n C o n s i d e r r e m o v i n g t h e m . T h i s w o u l d a l s o a l l o w r e a d i n g o n l y a s i n g l e

f i e l d f r o m a “ B r i d g e I n f o ” s t r u c t u r e .� �
2 3 7 return info.bridge == bridge && info.enableBridgeTo;� �� �
2 4 3 return info.bridge == bridge && info.enableBridgeFrom;� �

3 2



C V F - 3 6 . I N F O

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e Z k L i n k P e r i p h e r y . s o l

D e s c r i p t i o n T h i s a l l o w s a b r i d g e t o u p d a t e s y n c h r o n i z a t i o n f o r a n y c h a i n .

R e c o m m e n d a t i o n C o n s i d e r i m p l e m e n t i n g a m o r e f i n e - g r a i n e d a c c e s s c o n t r o l w h e r e e a c h

b r i d g e i s a s s o c i a t e d w i t h a s e t o f c h a i n s t h e b r i d g e i s a l l o w s t o u p d a t e s y n c h r o n i z a t i o n

f o r .

C l i e n t C o m m e n t N o t a p r o b l e m , a b r i d g e c a n s e n d m e s s a g e t o z k L i n k c o n t r a c t i n a l l

c h a i n s .� �
2 5 0 require(isBridgeFromEnabled(msg.sender), "C");� �
C V F - 3 8 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e Z k L i n k P e r i p h e r y . s o l

D e s c r i p t i o n T h e s t o r a g e s l o t o f t h e b r o k e r a l l o w a n c e i s c a l c u l a t e d t w i c e .

R e c o m m e n d a t i o n C o n s i d e r r e f a c t o r i n g t o c a l c u l a t e i t o n l y o n c e .

C l i e n t C o m m e n t N o t a p r o b l e m .� �
3 5 3 require(brokerAllowance(tokenId, accepter, msg.sender) >= amountSent

↪→ , "F1");

brokerAllowances[tokenId][accepter][msg.sender] -= amountSent;� �
C V F - 3 9 . I N F O

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e Z k L i n k P e r i p h e r y . s o l

D e s c r i p t i o n T h i s f u n c t i o n a l w a y s r e t u r n s t r u e .

R e c o m m e n d a t i o n C o n s i d e r r e t u r n i n g n o t h i n g ,

C l i e n t C o m m e n t N o t a p r o b l e m , s i m i l a r t o ’ a p p r o v e ’ o f E R C 2 0 .� �
3 6 4 function brokerApprove(uint16 tokenId, address spender, uint128

↪→ amount) external returns (bool) {� �

3 3



C V F - 4 3 . I N F O

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e

I L a y e r Z e r o U s e r A p p l i c a t i o n C o n f i g . s o l

D e s c r i p t i o n T h e s e f u n c t i o n s s h o u l d e m i t s o m e e v e n t s , a n d t h e s e e v e n t s s h o u l d b e d e -

c l a r e d i n t h i s i n t e r f a c e .

C l i e n t C o m m e n t N o t a p r o b l e m , p l e a s e s e e h t t p s : / / l a y e r z e r o . g i t b o o k . i o / d o c s / e v m -

u i d e s / i n t e r f a c e s / e v m - s o l i d i t y - i n t e r f a c e s .� �
1 1 function setConfig(uint16 _version, uint16 _chainId, uint

↪→ _configType, bytes calldata _config) external;� �� �
1 5 function setSendVersion(uint16 _version) external;� �� �
1 9 function setReceiveVersion(uint16 _version) external;� �� �
2 4 function forceResumeReceive(uint16 _srcChainId, bytes calldata

↪→ _srcAddress) external;� �
C V F - 4 4 . I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e Z k L i n k . s o l

D e s c r i p t i o n W e d i d n ’ t r e v i e w t h e s e f i l e s .

C l i e n t C o m m e n t T h e s e f i l e s a r e c o p y e d f r o m z k S y n c a n d a l l h a v e b e e n a u d i t e d .� �
7 import "./zksync/ReentrancyGuard.sol";� �� �
9 import "./zksync/Events.sol";

1 0 import "./zksync/UpgradeableMaster.sol";

import "./zksync/SafeMath.sol";

import "./zksync/SafeMathUInt128.sol";

import "./zksync/SafeCast.sol";

import "./zksync/Utils.sol";

import "./zksync/IERC20.sol";� �
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C V F - 4 6 . I N F O

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e Z k L i n k . s o l

D e s c r i p t i o n T h e r e i s n o e x p l i c i t c h e c k t o p r e v e n t t h i s f u n c t i o n f r o m b e i n g c a l l e d s e v e r a l

t i m e s .

R e c o m m e n d a t i o n C o n s i d e r a d d i n g s u c h a c h e c k .

C l i e n t C o m m e n t N o t a p r o b l e m , ’ i n i t i a l i z e R e e n t r a n c y G u a r d ’ w i l l p r e v e n t ’ i n i t i a l i z e ’ t o b e

c a l l e d s e r v e r a l t i m e s .� �
8 1 function initialize(bytes calldata initializationParameters)

↪→ external onlyDelegateCall {� �
C V F - 4 7 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e Z k L i n k . s o l

D e s c r i p t i o n T h i s f u n c t i o n i s r e d u n d a n t , a s a p a y a b l e f a l l b a c k f u n c t i o n i s a l r e a d y i m p l e -

m e n t e d .

R e c o m m e n d a t i o n C o n s i d e r r e m o v i n g t h i s f u n c t i o n .� �
1 1 9 receive() external payable {� �
C V F - 4 8 . F I X E D

• C a t e g o r y R e a d a b i l i t y • S o u r c e Z k L i n k . s o l

R e c o m m e n d a t i o n I t i s a g o o d p r a c t i c e t o p u t a c o m m e n t w i t h t h e a r g u m e n t n a m e n e x t

t o b o o l e a n l i t e r a l s p a s s e d a s a r g u m e n t s . T h i s w o u l d i m p r o v e c o d e r e a d a b i l i t y .� �
1 2 9 deposit(ETH_ADDRESS, SafeCast.toUint128(msg.value), _zkLinkAddress,

↪→ _subAccountId, false);� �

3 5



C V F - 4 9 . F I X E D

• C a t e g o r y D o c u m e n t a t i o n • S o u r c e Z k L i n k . s o l

D e s c r i p t i o n T h i s c o m m e n t i s c o n f u s i n g . T h e “ t o k e n ” a r g u m e n t t y p e i s “ I E R C 2 0 ” a n d t h e

c o d e d e a l s w i t h “ t o k e n ” a s i f i t w e r e E R C - 2 0 t o k e n , w h i l e E R C - 1 1 5 5 t o k e n s a r e n o t b a c k -

w a r d c o m p a t i b l e w i t h E R C - 2 0 , s o E R C - 1 1 5 5 t o k e n c a n n o t b e u s e d w i t h t h i s f u n c t i o n .� �
1 3 4 /// when the token(eg. erc777,erc1155) is not a pure erc20 token� �
C V F - 5 3 . F I X E D

• C a t e g o r y P r o c e d u r a l • S o u r c e Z k L i n k . s o l

R e c o m m e n d a t i o n T h i s a s s i g n m e n t s h o u l d b e m a d e i n a n “ e l s e ” b r a n c h o f t h e c o n d i t i o n a l

s t a t e m e n t b e l o w .� �
1 6 6 uint16 srcTokenId = _tokenId;� �
C V F - 5 5 . F I X E D

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e Z k L i n k . s o l

D e s c r i p t i o n A s t h e a c t u a l w i t h d r a w n a m o u n t c o u l d d i f f e r f r o m t h e “ _ a m o u n t ” a r g u m e n t

v a l u e , t h i s f u n c t i o n s h o u l d r e t u r n t h e a c t u a l a m o u n t w i t h d r a w n .� �
1 9 6 function withdrawPendingBalance(address payable _owner, uint16

↪→ _tokenId, uint128 _amount) external nonReentrant {� �

3 6



C V F - 5 6 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e Z k L i n k . s o l

D e s c r i p t i o n T h e p e n d i n g b a l a n c e i s p o t e n t i a l l y b e i n g u p d a t e d t w i c e .

R e c o m m e n d a t i o n C o n s i d e r r e f a c t o r i n g t o u p d a t e i t a t m o s t o n c e .� �
2 0 9 pendingBalances[packedBalanceKey] = balance - amount; // amount <=

↪→ balance� �� �
2 2 3 pendingBalances[packedBalanceKey] = balance - amount1; //

↪→ amount1 <= balance� �
C V F - 6 0 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e Z k L i n k . s o l

R e c o m m e n d a t i o n T h e s e t w o l i n e s c o u l d b e m e r g e d i n t o o n e : r e q u i r e ( h a s h S t o r e d B l o c k -

I n f o ( _ c o m m i t t e d B l o c k s [ i ] ) = = s t o r e d B l o c k H a s h e s [ + + c u r r e n t T o t a l B l o c k s P r o v e n ] , ” x 0 ” ) ;� �
2 9 2 require(hashStoredBlockInfo(_committedBlocks[i]) ==

↪→ storedBlockHashes[currentTotalBlocksProven + 1], "x0");

++currentTotalBlocksProven;� �
C V F - 6 3 . I N F O

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e Z k L i n k . s o l

D e s c r i p t i o n T h e m a s k i s r e d u n d a n t h e r e , s i n c e i t d o e s n o t g u a r a n t e e t h a t t h e r e s u l t f i t s

t h e f i e l d .

R e c o m m e n d a t i o n C o n s i d e r r e m o v i n g t h i s o p e r a t i o n a n d r e p l a c i n g i t ( m a y b e e l s e w h e r e )

w i t h a f i e l d c h e c k .

C l i e n t C o m m e n t S a m e a s 6 2 .� �
2 9 5 require(_proof.commitments[i] & INPUT_MASK == uint256(

↪→ _committedBlocks[i].commitment) & INPUT_MASK, "x1");� �

3 7



C V F - 6 4 . F I X E D

• C a t e g o r y O v e r f l o w / U n d e r f l o w • S o u r c e Z k L i n k . s o l

D e s c r i p t i o n O v e r f l o w i s p o s s i b l e h e r e .

R e c o m m e n d a t i o n C o n s i d e r u s i n g s a f e c o n v e r s i o n .� �
3 1 6 uint32 blocksToRevert = Utils.minU32(uint32(_blocksToRevert.length),

↪→ blocksCommitted - totalBlocksExecuted);� �
C V F - 6 5 . F I X E D

• C a t e g o r y O v e r f l o w / U n d e r f l o w • S o u r c e Z k L i n k . s o l

D e s c r i p t i o n U n d e r f l o w i s p o s s i b l e d u r i n g s u b t r a c t i o n . I t s h o u l d n e v e r h a p p e n i n c a s e t h e

p r o t o c o l i s i n a c o n s i s t e n t s t a t e , h o w e v e r i t w o u l d s t i l l b e b e t t e r t o u s e s a f e s u b t r a c t i o n

h e r e .� �
3 1 6 uint32 blocksToRevert = Utils.minU32(uint32(_blocksToRevert.length),

↪→ blocksCommitted - totalBlocksExecuted);� �
C V F - 6 8 . F I X E D

• C a t e g o r y P r o c e d u r a l • S o u r c e Z k L i n k . s o l

R e c o m m e n d a t i o n T h i s c h e c k s h o u l d b e d o n e a t t h e b e g i n n i n g o f t h e f u n c t i o n b e f o r e

a c t u a l l y e x e c u t i n g a n y b l o c k s .� �
3 6 3 require(totalBlocksExecuted <= totalBlocksSynchronized, "d1");� �
C V F - 7 0 . F I X E D

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e Z k L i n k . s o l

D e s c r i p t i o n T h i s a s s i g n m e n t s h o u l d b e m a d e o n l y i f “ m a p p i n g ” i s f a l s e .� �
3 7 8 uint16 targetTokenId = tokenId;� �

3 8



C V F - 7 1 . I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e Z k L i n k . s o l

D e s c r i p t i o n I n E R C - 2 0 t h e “ d e c i m a l s ” p r o p e r t y i s u s e d b y U I t o r e n d e r t o k e n a m o u n t s i n

a h u m a n - f r i e n d l y w a y . U s i n g t h i s p r o p e r t y i n s m a r t c o n t r a c t i s d i s c o u r a g e d .

R e c o m m e n d a t i o n C o n s i d e r t r e a t i n g a l l t o k e n a m o u n t s a s i n t e g e r s .

C l i e n t C o m m e n t S a m e a s 2 8 .� �
3 8 3 // improve decimals before send to layer two

_amount = improveDecimals(_amount, rt.decimals);� �� �
7 4 5 uint128 amount = recoveryDecimals(op.amount, rt.decimals);� �� �
7 7 0 uint128 amount = recoveryDecimals(op.amount, rt.decimals);� �� �
7 8 1 uint128 amount = recoveryDecimals(op.amount, rt.decimals);� �
C V F - 7 4 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e Z k L i n k . s o l

D e s c r i p t i o n H e r e a s t o r a g e v a r i a b l e i s u p d a t e d o n e a c h l o o p i t e r a t i o n .

R e c o m m e n d a t i o n C o n s i d e r r e f a c t o r i n g t o u p d a t e o n c e a f t e r t h e l o o p .

C l i e n t C o m m e n t N o t a p r o b l e m , f o r w a r d ‘ t o t a l C o m m i t t e d P r i o r i t y R e q u e s t s ‘ b e c a u s e i t ’s

w i l l b e r e u s e d i n t h e n e x t ‘ c o m m i t O n e B l o c k ‘ .� �
4 4 8 totalCommittedPriorityRequests += _lastCommittedBlockData.

↪→ priorityOperations;� �

3 9



C V F - 7 5 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e Z k L i n k . s o l

R e c o m m e n d a t i o n T h i s c h e c k c o u l d b e s i m p l i f i e d a s : r e q u i r e ( _ n e w B l o c k . t i m e s -

t a m p - b l o c k . t i m e s t a m p + C O M M I T _ T I M E S T A M P _ N O T _ O L D E R < = C O M M I T _ T I M E S -

T A M P _ N O T _ O L D E R + C O M M I T _ T I M E S T A M P _ A P P R O X I M A T I O N _ D E L T A ) ;

C l i e n t C o m m e n t N o t a p r o b l e m , c u r r e n t c o d e i s e a s i e r t o u n d e r s t a n d .� �
4 7 1 require(block.timestamp.sub(COMMIT_TIMESTAMP_NOT_OLDER) <= _newBlock

↪→ .timestamp &&

_newBlock.timestamp <= block.timestamp.add(

↪→ COMMIT_TIMESTAMP_APPROXIMATION_DELTA), "g3");� �
C V F - 7 6 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e Z k L i n k . s o l

D e s c r i p t i o n P e r f o r m i n g t h i s c h e c k o n e v e r y l o o p i t e r a t i o n i s s u b o p t i m a l .

R e c o m m e n d a t i o n C o n s i d e r s p l i t t i n g i n t o t w o l o o p s : o n e f r o m M I N _ C H A I N _ I D t o C H A I N _ I D

- 1 a n d a n o t h e r f r o m C H A I N _ I D + 1 t o M A X _ C H A I N _ I D . A l t e r n a t i v e l y , c o n s i d e r c o p y i n g a l l

e l e m e n t s i n c l u d i n g t h e e l e m e n t f o r t h e c u r r e n t c h a i n , a n d t h e n r e s t o r i n g t h e h a s h f o r t h e

c u r r e n t c h a i n u s i n g a v a l u e , c a c h e d b e f o r e t h e l o o p .

C l i e n t C o m m e n t N o t a p r o b l e m , c u r r e n t c o d e i s e a s i e r t o u n d e r s t a n d .� �
4 9 0 if (i != CHAIN_ID) {� �
C V F - 7 9 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e Z k L i n k . s o l

R e c o m m e n d a t i o n I t w o u l d b e c h e a p e r t o u p d a t e t h e “ c h a i n I n d e x ” i n c r e m e n t a l l y l i k e t h i s :

c h a i n I n d e x « = 1 ;

C l i e n t C o m m e n t N o t a p r o b l e m , w e n e e d t o c a l c u l a t e t h e i n d e x o f c h a i n i d i n

’A L L _ C H A I N S ’.� �
5 6 9 uint256 chainIndex = 1 << i - 1; // overflow is impossible� �� �
6 3 2 uint256 chainIndex = 1 << i - 1; // overflow is impossible� �

4 0



C V F - 8 0 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e Z k L i n k . s o l

R e c o m m e n d a t i o n I t w o u l d b e c h e a p e r t o d o : u i n t 2 5 6 r e m a i n i n g C h a i n s = A L L _ C H A I N S

» ( M I N _ C H A I N _ I D - 1 ) ; f o r ( i = M I N _ C H A I N _ I D ; r e m a i n i n g C h a i n s ! = 0 ; i + + ) { i f ( r e m a i n -

i n g C h a i n s & 0 × 1 ! = 0 ) { . . . } r e m a i n i n g C h a i n s » = 1 ; }

C l i e n t C o m m e n t N o t a p r o b l e m� �
5 7 0 if (chainIndex & ALL_CHAINS == chainIndex) {� �� �
6 3 3 if (chainIndex & ALL_CHAINS == chainIndex) {� �
C V F - 8 1 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e Z k L i n k . s o l

R e c o m m e n d a t i o n U s i n g z e r o i n s t e a d a s t h e i n i t i a l v a l u e i n s t e a d o f a n e m p t y s t r i n g h a s h ,

w o u l d m a k e t h i s f u n c t i o n u n n e c e s s a r y .

C l i e n t C o m m e n t N o t a p r o b l e m , k e e p s a m e w i t h c i r c u i t .� �
5 7 1 onchainOperationPubdataHashs[i] = EMPTY_STRING_KECCAK;� �
C V F - 8 3 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e Z k L i n k . s o l

D e s c r i p t i o n T h e “ a b i . e n c o d e P a c k e d ” f u n c t i o n i s a b l e t o c o n c a t e n a t e n a r r o w d a t a t y p e

( s h o r t e r t h a n 3 2 b y t e s ) w i t h o u t p a d d i n g , h o w e v e r , b y c o n v e r t i n g v a l u e s t o “ u i n t 2 5 6 ” , t h i s

f u n c t i o n a l i t y i s n o t u s e d .

R e c o m m e n d a t i o n C o n s i d e r r e m o v i n g c o n v e r t i o n s t o r e d u c e t h e n u m b e r o f b y t e s h a s h e d .

C l i e n t C o m m e n t N o t a p r o b l e m , k e e p s a m e w i t h c i r c u i t .� �
6 4 4 commitment = sha256(abi.encodePacked(

uint256(_newBlockData.blockNumber),

uint256(_newBlockData.feeAccount),� �� �
6 4 9 uint256(_newBlockData.timestamp),� �

4 1



C V F - 8 4 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e Z k L i n k . s o l

D e s c r i p t i o n T h e f u n c t i o n u s u a l l y r e t u r n s f a l s e o n f a i l e d v e r i f i c a t i o n .

R e c o m m e n d a t i o n C o n s i d e r r e t u r n i n g f a l s e h e r e a s w e l l .� �
6 6 3 revert("l");� �
C V F - 8 5 . F I X E D

• C a t e g o r y R e a d a b i l i t y • S o u r c e Z k L i n k . s o l

D e s c r i p t i o n T h e f a c t t h a t t h e n o n c e a l w a y s i n c r e a s e s i s a s s e r t e d o n l y i n c i r c u i t s .

R e c o m m e n d a t i o n C o n s i d e r m a k i n g t h i s f a c t e x p l i c i t i n t h e d o c u m e n t a t i o n t o m a k e t h e

c o d e m o r e r e a d a b l e .� �
6 9 6 // This type of change pubkey can be done only once

return recoveredAddress == _changePk.owner && _changePk.nonce == 0;� �
C V F - 8 6 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e Z k L i n k . s o l

D e s c r i p t i o n T h i s l i n e a p p e a r s i n t h e c o d e t w i c e .

R e c o m m e n d a t i o n C o n s i d e r r e f a c t o r i n g t o a v o i d c o d e d u p l i c a t i o n .

C l i e n t C o m m e n t N o t a p r o b l e m .� �
7 5 4 withdrawOrStore(op.tokenId, rt.tokenAddress, rt.standard, op.

↪→ owner, amount);� �� �
7 6 0 withdrawOrStore(op.tokenId, rt.tokenAddress, rt.standard, op.owner,

↪→ amount);� �

4 2



C V F - 8 7 . I N F O

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e Z k L i n k . s o l

R e c o m m e n d a t i o n A n a c t u a l a d d r e s s m i g h t b e m o r e u s e f u l h e r e .

C l i e n t C o m m e n t N o t a p r o b l e m , t o k e n I d c o s t l e s s g a s t h a n t o k e n A d d r e s s i n l o g .� �
8 0 7 emit Withdrawal(_tokenId, _amount);� �
C V F - 8 8 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e Z k L i n k . s o l

R e c o m m e n d a t i o n T h e d e c i m a l s f a c t o r c o u l d b e p r e c o m p u t e d f o r a t o k e n s . N o n e e d t o

c a l c u l a t e i t o n e v e r y d e p o s i t .

C l i e n t C o m m e n t N o t a p r o b l e m , c u r r e n t c o d e i s e a s i e r t o u n d e r s t a n d .� �
8 3 9 return _amount.mul(SafeCast.toUint128(10**(TOKEN_DECIMALS_OF_LAYER2

↪→ - _decimals)));� �
C V F - 8 9 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e Z k L i n k . s o l

D e s c r i p t i o n R o u n d i n g d o w n h e r e m a y d r o p s o m e d u s t .

R e c o m m e n d a t i o n C o n s i d e r l e a v i n g t h e d u s t a t t h e a c c o u n t .� �
8 4 5 return _amount.div(SafeCast.toUint128(10**(TOKEN_DECIMALS_OF_LAYER2

↪→ - _decimals)));� �

4 3



C V F - 9 0 . I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e D e p l o y F a c t o r y . s o l

D e s c r i p t i o n W e d i d n ’ t r e v i e w t h e s e f i l e s .

C l i e n t C o m m e n t T h e s e f i l e s a r e c o p y e d f r o m z k S y n c a n d a l l h a v e b e e n a u d i t e d .� �
5 import "./zksync/Proxy.sol";

import "./zksync/UpgradeGatekeeper.sol";

import "./zksync/Verifier.sol";� �
C V F - 9 1 . F I X E D

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e D e p l o y F a c t o r y . s o l

R e c o m m e n d a t i o n T h e w t y p e o f t h e “ _ p e r i p h e r y ” a r g u m e n t w o u l d b e “ Z k L i n k P e r i p h e r y ”

o r a n i n t e r f a c e e x t r a c t e d f r o m i t .� �
3 0 constructor(Verifier _verifierTarget, ZkLink _zkLinkTarget, address

↪→ _periphery, uint32 _blockNumber, uint256 _timestamp, bytes32

↪→ _stateHash, bytes32 _commitment, bytes32 _syncHash, address

↪→ _firstValidator, address _governor, address _feeAccountAddress

↪→ ) {� �
C V F - 9 2 . F I X E D

• C a t e g o r y B a d d a t a t y p e • S o u r c e D e p l o y F a c t o r y . s o l

R e c o m m e n d a t i o n T h e p a r a m e t e r t y p e s s h o u l d b e m o r e s p e c i f i c .� �
4 3 event Addresses(address verifier, address zkLink, address gatekeeper

↪→ );� �

4 4



C V F - 9 3 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e D e p l o y F a c t o r y . s o l

D e s c r i p t i o n T h e e x p r e s s i o n “ Z k L i n k P e r i p h e r y ( a d d r e s s ( z k L i n k ) ) ” i s c o d e d t w i c e .

R e c o m m e n d a t i o n C o n s i d e r r e f a c t o r i n g t o a v o i d c o d e d u p l i c a t i o n .� �
6 3 ZkLinkPeriphery(address(zkLink)).setValidator(_validator, true);

ZkLinkPeriphery(address(zkLink)).changeGovernor(_governor);� �
C V F - 9 4 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e L a y e r Z e r o S t o r a g e . s o l

R e c o m m e n d a t i o n T h e s e v a r i a b l e s s h o u l d b e d e c l a r e d a s i m m u t a b l e .

C l i e n t C o m m e n t N o t a p r o b l e m , t h e y c a n b e i n i t i a l i z e d o n l y o n c e .� �
1 7 address public networkGovernor;� �� �
1 9 address public endpoint;� �
C V F - 9 5 . F I X E D

• C a t e g o r y B a d d a t a t y p e • S o u r c e L a y e r Z e r o S t o r a g e . s o l

R e c o m m e n d a t i o n T h e t y p e o f t h i s v a r i a b l e s h o u l d b e “ I L a y e r Z e r o E n d p o i n t ” .� �
1 9 address public endpoint;� �

4 5



C V F - 9 6 . F I X E D

• C a t e g o r y D o c u m e n t a t i o n • S o u r c e L a y e r Z e r o S t o r a g e . s o l

D e s c r i p t i o n T h e s e m a n t i c s o f k e y s a n d v a l u e s i n t h i s m a p p i n g i s u n c l e a r .

R e c o m m e n d a t i o n C o n s i d e r d o c u m e n t i n g .� �
2 7 mapping(uint16 => mapping(bytes => mapping(uint64 => bytes32)))

↪→ public failedMessages;� �
C V F - 9 7 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e L a y e r Z e r o S t o r a g e . s o l

R e c o m m e n d a t i o n T h e c h a i n I D p a r a m e t e r s s h o u l d b e i n d e x e d .� �
2 9 event UpdateDestination(uint16 lzChainId, bytes destination);

3 0 event UpdateDestinationAddressLength(uint16 lzChainId, uint8

↪→ addressLength);� �� �
3 2 event MessageFailed(uint16 srcChainId, bytes srcAddress, uint64

↪→ nonce, bytes payload);

event SendZKL(uint16 dstChainId, uint64 nonce, address sender, bytes

↪→ receiver, uint amount);

event ReceiveZKL(uint16 srcChainId, uint64 nonce, address receiver,

↪→ uint amount);

event SendSynchronizationProgress(uint16 dstChainId, uint64 nonce,

↪→ bytes32 syncHash, uint progress);

event ReceiveSynchronizationProgress(uint16 srcChainId, uint64 nonce

↪→ , bytes32 syncHash, uint progress);� �

4 6



C V F - 9 8 . I N F O

• C a t e g o r y B a d n a m i n g • S o u r c e L a y e r Z e r o S t o r a g e . s o l

R e c o m m e n d a t i o n E v e n t s a r e u s u a l l y n a m e d v i a n o u n s , s u c h a s “ D e s t i n a t i o n ” , “ D e s t i n a -

t i o n A d d r e s s L e n g t h ” e t c .

C l i e n t C o m m e n t N o t a p r o b l e m .� �
2 9 event UpdateDestination(uint16 lzChainId, bytes destination);

3 0 event UpdateDestinationAddressLength(uint16 lzChainId, uint8

↪→ addressLength);

event UpdateAPP(APP app, address contractAddress);

event MessageFailed(uint16 srcChainId, bytes srcAddress, uint64

↪→ nonce, bytes payload);

event SendZKL(uint16 dstChainId, uint64 nonce, address sender, bytes

↪→ receiver, uint amount);

event ReceiveZKL(uint16 srcChainId, uint64 nonce, address receiver,

↪→ uint amount);

event SendSynchronizationProgress(uint16 dstChainId, uint64 nonce,

↪→ bytes32 syncHash, uint progress);

event ReceiveSynchronizationProgress(uint16 srcChainId, uint64 nonce

↪→ , bytes32 syncHash, uint progress);� �
C V F - 9 9 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e L a y e r Z e r o S t o r a g e . s o l

R e c o m m e n d a t i o n T h e “ a p p ” p a r a m e t e r s h o u l d b e i n d e x e d .� �
3 1 event UpdateAPP(APP app, address contractAddress);� �

4 7



C V F - 1 0 0 . I N F O

• C a t e g o r y D o c u m e n t a t i o n • S o u r c e I L a y e r Z e r o R e c e i v e r . s o l

D e s c r i p t i o n T h e d e s c r i p t i o n i s c o n f u s i n g .

R e c o m m e n d a t i o n C o n s i d e r r e p h r a s i n g .

C l i e n t C o m m e n t N o t a p r o b l e m , t h i s f i l e i s c o p y e d f r o m L a y e r Z e r o .� �
1 0 // @param _payload - the signed payload is the UA bytes has encoded

↪→ to be sent� �

4 8



C V F - 1 0 2 . I N F O

• C a t e g o r y F l a w • S o u r c e I L a y e r Z e r o E n d p o i n t . s o l

D e s c r i p t i o n E t h e r e u m c h a i n I D i s n o t g u a r a n t e e d t o f i t i n t o 1 6 b i t s .

R e c o m m e n d a t i o n C o n s i d e r u s i n g a w i d e r t y p e .

C l i e n t C o m m e n t N o t a p r o b l e m , t h e c h a i n i d s a r e c u s t o m d e f i n e d b y L a y e r Z e r o .� �
1 5 function send(uint16 _dstChainId, bytes calldata _destination, bytes

↪→ calldata _payload, address payable _refundAddress, address

↪→ _zroPaymentAddress, bytes calldata _adapterParams) external

↪→ payable;� �� �
2 4 function receivePayload(uint16 _srcChainId, bytes calldata

↪→ _srcAddress, address _dstAddress, uint64 _nonce, uint

↪→ _gasLimit, bytes calldata _payload) external;� �� �
2 9 function getInboundNonce(uint16 _srcChainId, bytes calldata

↪→ _srcAddress) external view returns (uint64);� �� �
3 3 function getOutboundNonce(uint16 _dstChainId, address _srcAddress)

↪→ external view returns (uint64);� �� �
4 1 function estimateFees(uint16 _dstChainId, address _userApplication,

↪→ bytes calldata _payload, bool _payInZRO, bytes calldata

↪→ _adapterParam) external view returns (uint nativeFee, uint

↪→ zroFee);� �� �
4 4 function getChainId() external view returns (uint16);� �� �
5 0 function retryPayload(uint16 _srcChainId, bytes calldata _srcAddress

↪→ , bytes calldata _payload) external;� �� �
5 5 function hasStoredPayload(uint16 _srcChainId, bytes calldata

↪→ _srcAddress) external view returns (bool);� �� �
7 8 function getConfig(uint16 _version, uint16 _chainId, address

↪→ _userApplication, uint _configType) external view returns (

↪→ bytes memory);� �

4 9



C V F - 1 0 3 . I N F O

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e I L a y e r Z e r o E n d p o i n t . s o l

D e s c r i p t i o n A s s o m e p a r t o f t h e p a s s e d e t h e r c o u l d b e r e f u n d e d , t h i s f u n c t i o n s h o u l d

r e t u r n t h e a c t u a l e t h e r a m o u n t u s e d .

C l i e n t C o m m e n t N o t a p r o b l e m , t h i s f i l e i s c o p y e d f r o m L a y e r Z e r o .� �
1 5 function send(uint16 _dstChainId, bytes calldata _destination, bytes

↪→ calldata _payload, address payable _refundAddress, address

↪→ _zroPaymentAddress, bytes calldata _adapterParams) external

↪→ payable;� �
C V F - 1 0 4 . I N F O

• C a t e g o r y D o c u m e n t a t i o n • S o u r c e I L a y e r Z e r o E n d p o i n t . s o l

D e s c r i p t i o n T h e r e t u r n e d v a l u e s a r e n o t d o c u m e n t e d . T h e i r n u m b e r f o r m a t i s u n c l e a r .

R e c o m m e n d a t i o n C o n s i d e r d o c u m e n t i n g .

C l i e n t C o m m e n t N o t a p r o b l e m , t h i s f i l e i s c o p y e d f r o m L a y e r Z e r o .� �
4 1 function estimateFees(uint16 _dstChainId, address _userApplication,

↪→ bytes calldata _payload, bool _payInZRO, bytes calldata

↪→ _adapterParam) external view returns (uint nativeFee, uint

↪→ zroFee);� �
C V F - 1 0 5 . I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e I L a y e r Z e r o E n d p o i n t . s o l

R e c o m m e n d a t i o n T h e t y p e s o f t h e r e t u r n e d v a l u e s c o u l d b e m o r e s p e c i f i c .

C l i e n t C o m m e n t N o t a p r o b l e m , t h i s f i l e i s c o p y e d f r o m L a y e r Z e r o .� �
5 9 function getSendLibraryAddress(address _userApplication) external

↪→ view returns (address);� �� �
6 3 function getReceiveLibraryAddress(address _userApplication) external

↪→ view returns (address);� �

5 0



C V F - 1 0 6 . F I X E D

• C a t e g o r y B a d d a t a t y p e • S o u r c e L a y e r Z e r o B r i d g e . s o l

R e c o m m e n d a t i o n T h e t y p e o f t h e “ _ e n d p o i n t ” a r g u m e n t s h o u l d b e “ I L a y e r Z e r o E n d p o i n t ” .� �
4 3 function initialize(address _governor, address _endpoint) public

↪→ initializer {� �
C V F - 1 0 7 . F I X E D

• C a t e g o r y P r o c e d u r a l • S o u r c e L a y e r Z e r o B r i d g e . s o l

R e c o m m e n d a t i o n I t i s a g o o d p r a c t i c e t o p u t a c o m m e n t i n t o a n e m p t y b l o c k t o e x p l a i n

w h y t h e b l o c k i s e m p t y . .� �
5 6 function _authorizeUpgrade(address newImplementation) internal

↪→ override onlyGovernor {}� �
C V F - 1 0 8 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e L a y e r Z e r o B r i d g e . s o l

D e s c r i p t i o n T h i s f u n c t i o n d o e s n o t i n g a n d i t i s n o t d e c l a r e d a s v i r t u a l .

R e c o m m e n d a t i o n C o n s i d e r r e m o v i n g i t .

C l i e n t C o m m e n t N o t a p r o b l e m , w e m u s t o v e r r i d e t h i s f u n c t i o n a n d a d d o n l y G o v e r n o r

m o d i f i e r b e c a u s e t h e d e f a u l t i m p l e m e n t i o n d o n o t h i n g a b o u t a u t h o r i z e .� �
5 6 function _authorizeUpgrade(address newImplementation) internal

↪→ override onlyGovernor {}� �
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• C a t e g o r y S u b o p t i m a l • S o u r c e L a y e r Z e r o B r i d g e . s o l

R e c o m m e n d a t i o n T h e l e n g t h c h e c k i s r e d u n d a n t a s t h e h a s h c h e c k s u p e r c e d e s t h e

l e n g t h c h e c k .� �
1 9 4 require(trustedRemote.length > 0 && srcAddress.length ==

↪→ trustedRemote.length && keccak256(trustedRemote) == keccak256(

↪→ srcAddress), "Invalid src");� �
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• C a t e g o r y P r o c e d u r a l • S o u r c e L a y e r Z e r o B r i d g e . s o l

R e c o m m e n d a t i o n T h i s i n t e r f a c e s h o u l d b e m o v e d t o a s e p a r a t e f i l e n a m e d “ I Z k L i n k . s o l ” .

C l i e n t C o m m e n t N o t a p r o b l e m .� �
2 6 4 interface IZkLink {� �
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• C a t e g o r y D o c u m e n t a t i o n • S o u r c e L a y e r Z e r o B r i d g e . s o l

D e s c r i p t i o n T h e s e m a n t i c s o f t h e p r o g r e s s v a l u e s i s u n c l e a r .

R e c o m m e n d a t i o n C o n s i d e r d o c u m e n t i n g .� �
2 7 6 function getSynchronizedProgress(StoredBlockInfo memory block)

↪→ external view returns (uint256 progress);� �� �
2 7 8 function receiveSynchronizationProgress(bytes32 syncHash, uint256

↪→ progress) external;� �
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